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Introduction 
Live@edu is more than just free e-mail ς it enables you to provide your students with communication 

and collaboration tools that meet the expectations of students today, without adding cost to your IT 

infrastructure. With a Microsoft-hosted solution, you get a reliable and easy-to-manage solution for 

your school. 

We provide free, hosted services that give students the services that they expect, such as 10-GB 

mailboxes, collaboration tools, mobile phone access and 25 GB of cloud-based storage. We provide tools 

and guidance that makes it simple for IT to manage the domain and integrate with existing IT 

investments such as SharePoint Web Parts, Moodle Integration, SSO or Identity Lifecycle Manager 

linking to Active Directory. Your e-mail data is stored within the EU, which can be important for data 

protection. 

Depending on your needs, there are several options for provisioning your Live@edu user accounts, 

ranging from single manual user interface tasks to fully synchronised and automated solutions.  

Of these methods, using Identity Lifecycle Manager 2007 and OLSync provides several key benefits over 

the other provisioning methods. 

If you want more information, or help, on implementing your Live@edu solution, or with anything to do 

with Live@edu, use the following resources. 

For discussion, initial conversations, changes to terms and conditions and so on: 

¶ Contact your Microsoft account representative, or a member of the Microsoft UK Education 

Team. 

For a self-help Web site for deployment and service questions and answers: 

¶ Use Outlook Live Help at http://help.outlook.com. 

For case studies, customer testimonials and product specification: 

¶ Visit http://microsoft.com/liveatedu. 

For updates from the UK team, UK-specific questions and UK customer case studies: 

¶ View the UK Live@edu Blog at http://blogs.msdn.com/ukliveatedu. 

For a worldwide customer community forum, staffed and moderated by global Microsoft Live@edu 

teams: 

¶ View Outlook Live Answers at http://www.outlookliveanswers.com. 

  

To get started with Live@edu, visit http://www.microsoft.com/liveatedu . 

http://help.outlook.com/
http://microsoft.com/liveatedu
http://blogs.msdn.com/ukliveatedu
http://www.outlookliveanswers.com/
http://www.microsoft.com/liveatedu
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Implementation Guide Roadmap 
You may already be part of the way through your Live@edu deployment, or perhaps you have a specific 

deployment question and want to jump straight to a particular deployment topic, or perhaps you simply 

do not have time to read the whole guide. In any of these cases, you can use this roadmap to navigate 

quickly to each of the sections about the deployment requirements for implementing Microsoft® 

Live@edu, and the deployment options for Live@edu accounts. 

Roadmap to Deployment Prerequisites 

Click the links to navigate to the relevant section of the guide, depending on your needs: 

¶ How should we structure our domains in a Live@edu implementation? For information about 

deciding on and configuring your domain structure, go to Domain Structure on page 3 of this 

guide. 

¶ How should we ŎƻƴŦƛƎǳǊŜ ƻǳǊ ǎǘǳŘŜƴǘǎΩ [ƛǾŜ L5ǎ? For information about deciding on a structure 

ŦƻǊ ȅƻǳǊ ǎǘǳŘŜƴǘǎΩ Windows Liveϰ IDs, go to Live ID Structure on page 11 of this guide. 

¶ We want our Microsoft Office Outlook® Live domain to use the same e-mail addresses as our 

existing e-mail domain. For information about configuring a shared address space, go to Shared 

Address Space on page 12 of this guide. 

Roadmap to Deployment Options 

Use this roadmap to navigate to your preferred deployment option for Live@edu accounts. 

Click the links to navigate to the relevant section of the guide, depending on your needs: 

¶ We want to deploy several Live@edu accounts quickly, but we do not have scripting skills. For 

information about deploying Live@edu accounts by using a Web management interface and a 

comma-separated value (CSV) file, go to Deploying Live@edu Accounts by Using the GUI on 

page 25 of this guide. 

¶ We want to deploy multiple Live@edu accounts in the shortest time possible. For information 

about deploying Live@edu accounts by using a scripted command shell interface, go to 

Deploying Live@edu Accounts by Using Windows PowerShell on page 32 of this guide. 

¶ We want to use an automated synchronisation method to deploy multiple Live@edu 

accounts. For information about deploying Live@edu accounts by using automated 

synchronisation, go to Deploying Live@edu Accounts by Using Identity Lifecycle Manager 2007 

and OLSync on page 40 of this guide. 
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Guide Overview 

Audience 

This guide is suitable for Network Managers, IT Managers, IT Decision Makers and any other staff 

members who may be responsible for managing the IT infrastructure in your educational establishment. 

Live@edu Overview 
Live@edu is a free, familiar and reliable Outlook Live service for students and alumni that has your 

ǎŎƘƻƻƭΩǎ ƴŀƳŜ ŀƴŘ ƭƻƎƻΦ !ƴŘ ƛǘΩǎ ƳƻǊŜ ǘƘŀƴ Ƨǳǎǘ Ŝ-mail. Live@edu includes other programs and services 

ǘƘŀǘ ƛƴŎǊŜŀǎŜ ȅƻǳǊ ǎŎƘƻƻƭΩǎ ŀōƛƭƛǘȅ ǘƻ Ŏƻƭƭŀōƻrate and communicate. These include document sharing, 

shared workspaces, blogs, instant messaging, mobile alerts, video chat and mobile e-mail and document 

access.  

Live@edu is a platform that supports the collaborative campus of the 21st century. It offers 10 gigabytes 

(GB) of e-mail storage and 25 GB of additional file storage, so your students can participate in online 

tutorials, collaborate on assignments, discuss ideas with faculty and build lifelong relationships with 

your educational institution. Live@edu operates on popular Web browsers for Windows® (Windows 

Internet Explorer® and Firefox), the Macintosh (Firefox and Safari) and Linux (Firefox support pending) 

ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳǎΦ Lƴ ŀŘŘƛǘƛƻƴΣ ƴƻǘ ƻƴƭȅ ƛǎ ƛǘ ŦǊŜŜΣ ƛǘΩǎ Ŝŀǎȅ ŦƻǊ ȅƻǳ ǘƻ ǎŜǘ ǳǇ ŀƴŘ ŀŘƳƛƴƛster. 

Live@edu provides students, staff, faculty and alumni with long-term, primary e-mail addresses and 

other applications that they can use to collaborate and communicate online. Microsoft regularly updates 

and adds to Live@edu services, so your institution can continually expand the set of services that you 

offer students and alumni. The software that is used in the Live@edu service is the same as, or related 

to, Microsoft software that is used in many workplaces, so you have new ways to prepare your students 

for the post-college world. Backed by Microsoft and a proven, enterprise-grade infrastructure, Live@edu 

ƘŜƭǇǎ ȅƻǳ ƳŜŜǘ ȅƻǳǊ ǎǘǳŘŜƴǘǎΩ ŎǳǊǊŜƴǘ ŀƴŘ ŦǳǘǳǊŜ ƴŜŜŘǎΦ 

Students can sign on with a single identity to access services that you can co-brand with your school logo 

and colours to be consistent with your brand and school identity. Students also want to share 

ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŀƳƭŜǎǎƭȅ ōŜǘǿŜŜƴ ǎŜǊǾƛŎŜǎΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ǾƛŜǿƛƴƎ ŀ ŦŜƭƭƻǿ ǎǘǳŘŜƴǘΩǎ ŎŀƭŜƴŘŀǊ ƻǊ ǎǘŀǊǘƛƴƎ ŀ 

live chat from their Outlook Live account. Live@edu facilitates these seamless interactions. 

Solving Real-World Challenges  

Live@edu can help reduce some of the common problems with supporting a university IT infrastructure, 

including:  

¶ High maintenance costs.  

¶ Too much time spent maintaining e-mail systems for students and alumni rather than working 

on more strategic initiatives.  

¶ Lack of common tools for students to communicate and collaborate with others on campus.  
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¶ Keeping students safer online and helping to keep their data private.  

Key Benefits 

Using Live@edu, you can: 

¶ Save time and money. [ƛǾŜϪŜŘǳ ƛǎ ŀ ŦǊŜŜ ǎŜǊǾƛŎŜ ŦƻǊ ǎŎƘƻƻƭǎΣ ŎƻƭƭŜƎŜǎ ŀƴŘ ǳƴƛǾŜǊǎƛǘƛŜǎΦ LǘΩǎ ŀ 

ƘƻǎǘŜŘ ǎŜǊǾƛŎŜΣ ǎƻ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ǿƻǊǊȅ ŀōƻǳǘ ƻƴƎƻƛƴƎ ƳŀƛƴǘŜƴŀƴŎŜ Ŏƻǎǘǎ ƻǊ ǳǇŘŀǘƛƴƎ 

systems.  

¶ Give students an e-mail address that uses the university domain. Offer students a unique e-

mail mailbox that they can keep after they graduate. E-mail accounts include an e-mail inbox 

through Outlook Live with a 10-GB inbox and 20-MB attachments ς along with spam filtering, 

shared calendars and other features.  

¶ Build on what you have. Live@edu works with the investments that you and your students have 

ŀƭǊŜŀŘȅ ƳŀŘŜΦ LǘΩǎ ŎƻƳǇŀǘƛōƭŜ ǿƛǘƘ ²ƛƴŘƻǿǎΣ aŀŎƛƴǘƻǎƘ ŀƴŘ [ƛƴǳȄ ŎƻƳǇǳǘŜǊǎΣ ŀƴŘ Ŏŀƴ ƛƴǘŜƎǊŀǘŜ 

with your existing student directories.  

¶ Give students the applications that they want and help them work together with faculty. 

Live@edu includes applications that can help collaboration, including:  

o Microsoft Office Web Apps. Create, edit and view Microsoft Office documents in the 

web browser, enabling students and faculty to access, share and co-author work that 

they have created either on the full Office clients or on the web-based service. 

o ²ƛƴŘƻǿǎ [ƛǾŜ {ƪȅ5ǊƛǾŜϰΦ Students have an additional 25-GB, password-protected, 

online storage space to share documents among devices and with other students. 

Students can set up personal and shared folders within their SkyDrive and turn shared 

access on or off. 

o Windows Live Messenger. Outlook Live interoperates with Live Messenger to enable 

users to keep in touch with friends and family by using the communication methods that 

they want to use: e-mail or chat.  

o Windows Live Alerts. ¦ƴƛǾŜǊǎƛǘƛŜǎ Ŏŀƴ ǎŜƴŘ ŀƭŜǊǘǎ ŘƛǊŜŎǘƭȅ ǘƻ ǇŀǊǘƛŎƛǇŀǘƛƴƎ ǎǘǳŘŜƴǘǎΩ 

mobile devices. Alerts can quickly notify students about sports announcements, 

schedule changes, breaking news or security alerts.  

o Windows Live Spaces. This enables users to create personal Web sites in minutes, 

including blogs, forums, music lists and photo albums to share with classmates and 

friends. Students can also display their SkyDrive contents to share projects and files 

more easilyΦ ²ƘŜƴ ƛǘΩǎ ǘƛƳŜ ǘƻ Ǉǳǘ ǘƘŜƛǊ ŜŘǳŎŀǘƛƻƴ ǘƻ ǿƻǊƪΣ ǎǘǳdents can set up e-

profiles for prospective employers. 

¶ Help keep your students safe online. Live@edu includes features and policies to protect the 

ǇǊƛǾŀŎȅ ƻŦ ȅƻǳǊ ǎǘǳŘŜƴǘǎΩ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ Ŝ-mail services include anti-

phishing technologies and Secure Sockets Layer (SSL)ςencrypted authentication. In addition, 

Live@edu policies prohibit third-party banner ads in e-mail and the sharing of information with 

third parties unless the student opts in.  
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¶ Stay in touch with alumni. Offer current and future alumni an e-mail address with your school 

brand that they can keep for life and use to stay connected with your institution and with fellow 

alumni. 

¶ Live@edu meets and supports your users where they already are ς online. Live@edu starts 

with a school-branded and school-managed Windows Live ID, providing access to both IT-

managed e-mail services and self-managed storage and collaboration services. Users have 

ŀŎŎŜǎǎ ǘƻ ǘƘŜƛǊ άŘƛƎƛǘŀƭ ŎŀƳǇǳǎέ, which provides co-branded e-mail and storage, in addition to 

access to collaboration and productivity services. 

Prerequisites 
Before your educational institution can start using Live@edu, you need to: 

¶ Decide on and configure your domain structure. This includes enrolling your priƳŀǊȅ ƻǊ άǘŜƴŀƴǘέ 

domain, and any accepted domains. 

¶ 5ŜŎƛŘŜ ƻƴ ŀ ǎǘǊǳŎǘǳǊŜ ŦƻǊ ȅƻǳǊ ǎǘǳŘŜƴǘǎΩ [ƛǾŜ L5ǎΦ 

¶ Configure a shared address space. 

Domain Structure 

Primary or Tenant Domain 

Before you can create an accepted domain in Live@edu, you first have to enrol a primary, or tenant, 

domain with Outlook Live.  

To enrol your primary domain with Live@edu and prove domain ownership, you must follow these 

steps: 

1. Enrol your primary domain: 

a. Go to Sign up for Microsoft Live@edu at http://microsoft.com/liveatedu, click Ready to 

enrol, and then click Continue. 

 

http://microsoft.com/liveatedu
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b. On the next page, provide information about your institution, such as name, type and 

country. 

 

c. In the Domain box, enter a valid unique domain name. 

 

d. In the Mail service section, verify that Outlook Live is listed as your recommended mail 

service, and then click Continue. 

Next, you create your administrator account: 

e. In the Administrator ID box, provide a user name for the administrator. The domain 

that you are enrolling is automatically appended to create a new Live ID for the 

administrator. 

Note: We recommend that you create an account to use specifically for domain 

administration and do not use the alias that you will use for your personal e-mail. You 

can create additional administrator accounts. However, the first administrator account 

is the only one that is granted full administrative access to all management interfaces. 

f. In the Create a password box, type the password to use with the administrator's Live ID. 

The minimum password length is six characters. We recommend that you use a strong 

password that contains 7ς16 characters, doesn't include common words or names, and 

combines uppercase and lowercase letters, numbers and symbols. 

g. In the Retype password box, type the password again. 
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h. Provide the contact information for the owner of the administrator account; this 

includes your name, a phone number and a contact e-mail address. 

i. In the Characters box, type the characters that you see in the box. If you have trouble 

reading the characters, you can click the speaker symbol for an audio version, or click 

the update symbol to generate a different set of characters. 

j. Review the Microsoft Service Agreement and Privacy Statement, the Microsoft 

Live@edu Terms of Use and the Custom Domains/Admin Centre terms of use, and then 

click I accept. 

 

k. A welcome message appears and a confirmation e-mail message is sent to the 

administrator at the e-mail address that you provided. If you decide not to complete 

domain configuration now, the confirmation e-mail includes the information that you 

need to return to later. 

 

l. Click Continue to connect to the Live@edu Service Management Portal, where 

administrators manage all aspects of the Live@edu service for their domain. 
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2. Confirm your domain ownership: 

a. After you have enrolled your organisation with Live@edu, configure Domain Name 

System (DNS) records to prove domain ownership. The home page of the Live@edu 

Service Management Portal displays the MX record and CNAME record information that 

you have to add to the DNS name server for your domain.  

 

b. Your domain status will be displayed as pending until the DNS updates are confirmed. 

After your domain status changes to Active, you can configure your domain. 
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Accepted Domains 

In Live@edu, an accepted domain is any Simple Mail Transfer Protocol (SMTP) namespace for which an 

Outlook Live organisation sends or receives e-mail. You can use accepted domains to enable subdomains 

or different domains within your existing domain. 

Accepted domain functionality also makes additional domains available for additional user e-mail 

addresses, which are often called proxy addresses. For example, if your organisation has used more than 

one domain for e-mail in the past, you may want to make sure that e-mail sent to a user at either 

domain is delivered to the user. Imagine that you have a primary domain of contoso.ac.uk and a legacy 

domain of contoso.net. In this case, you set up Outlook Live with the primary domain, contoso.ac.uk, 

and then create an accepted domain for contoso.net. When you create new users 

(student@contoso.ac.uk) in the primary domain, you can also add proxy addresses 

(student@contoso.net) for the users. 

Enabling Subdomains 

You can set up accepted domains to support subdomains. For example, consider an existing organisation 

for which the first domain enrolled is contoso.ac.uk. The administrator for contoso.ac.uk has enrolled 

the domain in Outlook Live and uses the contoso.ac.uk domain for two administrative mailboxes, 

postmaster@contoso.ac.uk and administrator@contoso.ac.uk. The primary domain is contoso.ac.uk. 

The administrator then creates an accepted domain for student mailboxes only. This accepted domain is 

students.contoso.ac.uk. After the administrator sets up the accepted domain, whenever the 

administrator creates a new mailbox, both the primary domain, contoso.ac.uk, and the accepted 

domain, students.contoso.ac.uk, are available in the New Mailbox dialog box, and the administrator can 

choose which domain to use. In this example, the administrator would create new student accounts in 

the students.contoso.ac.uk accepted domain. 

Mailboxes and Live ID accounts in accepted domains are created in the same way that they are created 

for the primary domain. A new Live ID is created with the accepted domain name that you select in the 

New Mailbox dialog box. Your users use the new Live ID, with the accepted domain, as their account to 

sign in. 
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Enabling Other Accepted Domains 

Accepted domains don't have to be subdomains. The contoso.ac.uk administrator can also create a new 

accepted domain for all alumni, such as contoso-alumni.ac.uk. These alumni mailboxes have a different 

domain name entirely. 

As in the subdomain scenario, both the primary domain and the accepted domain are available when 

you create new mailboxes, and new Live ID accounts are created with the accepted domain name. Also, 

as in the subdomain scenario, users use the new Live ID, with the accepted domain, as their account to 

sign in. 

Creating Accepted Domains 

You create accepted domains at Windows Live Admin Centre. Remember, you have to enrol your 

primary, or tenant, domain first. You must enrol all accepted domains by using the Live ID that is the 

administrator for your primary, or tenant, domain.  

To create an accepted domain: 

1. Make sure that the domain that you want to enrol as an accepted domain isn't already enrolled 

in another Live program. If the domain is enrolled in such a program, you have to cancel that 

service before you continue. 

2. To start the enrolment process for your accepted domain, sign in to the Live@edu Service 

Management Portal at http://eduadmin.live.com. Use the Live ID that is the administrator for 

the primary, or tenant, Outlook Live domain that you have already enrolled. 

3. Click Domains. On the Domains page, click Windows Live Admin Centre. 

4. On the Create a Windows Live experience for your domain page, make the following 

selections: 

a. In the Provide your domain name section, enter the domain name that will be the 

accepted domain that you want to use with Outlook Live. 

b. In the Choose mail service for your domain section, click Set up Outlook Live mail for 

my domain. 

c. When you are finished, click Continue. 

 

http://eduadmin.live.com/


Live@edu Implementation Guide 

Page 9 
03 June 2010 

Important: If the Assign a domain administrator page appears after you click Continue, 

click Cancel. Return to Step 1 above and verify that the domain isn't already enrolled in 

another Live program.  

5. On the Review settings and accept agreement page, verify the following settings: 

a. Verify that the yellow information bar says that you are registering an accepted domain 

in your primary Outlook Live domain. 

b. Verify that the name in the Domain box is your accepted domain name. 

c. Verify that the Live ID in the Administrator box is the administrator for the primary 

Outlook Live domain that you used in Step 2. 

d. Verify that Mail service is set to Outlook Live. 

Important: If the Mail service or Administrator settings are incorrect, click Cancel, and 

then return to Step 2 above. 

e. If the domain that you are enrolling is enrolled in another Live program with a different 

Live ID, you will get a warning that says that you must prove ownership. This behaviour 

is by design, even if you have cancelled your Live service according to Step 1. 

f. When you are ready to continue, click I Accept. 

6. In Windows Live Admin Centre, the Domain Settings page for the accepted domain opens. The 

status message says that your service is Pending DNS configuration. 

7. On the Domain Settings page, copy the value of MX server from the MX Record Configuration 

section and use it to create a new MX record at your DNS hosting service. The value of MX 

server starts with a set of numbers called the MX token and ends with the suffix 

mail.outlook.com, for example, 2134073478.mail.outlook.com (see the screen shot below). 

Important: If you are adding an accepted domain that is currently in use by another e-mail 

service in your organisation, changing the MX record to create the accepted domain will 

interrupt existing mail flow. Instead, use a CNAME record to prove ownership of the accepted 

domain. 
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8. After you create the MX record or CNAME record at your DNS hosting service, return to 

Windows Live Admin Centre to check the status of your service for the accepted domain on the 

Domain Settings page. To check for status updates on the Domain Settings page, click Refresh. 

When Windows Live Admin Centre detects the MX record or CNAME record, the status will 

change from Pending DNS configuration to Active. 

9. When the information bar on the Domain Settings page indicates that your service is Active, 

the Domain Settings page will show the domain as an accepted domain of the primary domain. 

10. Important: You must wait at least 24 hours before you provision users or configure co-branding 

for this domain. If you try to provision more than 500 users or if you try to configure co-

branding for this domain before waiting 24 hours, you will get errors. After 24 hours, the 

accepted domain will be available for selection in New Mailbox and Mailbox Details in the Web 

management interface for Outlook Live. It will also be selected as the domain for proxy 

addresses on existing mailboxes. 

Managing Accepted Domains 

When you set up accepted domains, the domains are added to the Outlook Live organisation that you 

already manage. Therefore, any Live ID that has administrative rights for your organisation will have full 

access to the accepted domains that you configure.  

After you set up accepted domains at Windows Live Admin Centre, the accepted domains are available 

in the E-Mail Options section of new and existing mailboxes when you click Details in the Mailboxes 

interface. For more information, go to Post-Deployment Service Management Tasks later in this guide. 

          

Live ID Structure 

Almost all customers ask ǘƘŜ ǎŀƳŜ ǉǳŜǎǘƛƻƴ ǿƘŜƴ ǘƘŜȅ ŀǊŜ ǇƭŀƴƴƛƴƎ ǘƘŜƛǊ [ƛǾŜϪŜŘǳ ŘŜǇƭƻȅƳŜƴǘΥ άIƻǿ 

ǎƘƻǳƭŘ L ŦƻǊƳŀǘ Ƴȅ ǎǘǳŘŜƴǘǎΩ Ŝ-Ƴŀƛƭ ŀŘŘǊŜǎǎŜǎΚέ 
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{ƻƳŜ ǇŜƻǇƭŜ ŎƘƻƻǎŜ ǘƘŜ ǎǘǳŘŜƴǘΩǎ ƴŀƳŜΤ ƻǘƘŜǊǎ ŎƘƻƻǎŜ ǘƘŜ ǎǘǳŘŜƴǘΩǎ ǎǘǳŘŜƴǘ ƴǳƳōŜǊΦ {ƻƳŜ ŎƘƻƻǎŜ ŀ 

combination of both student name and number, or a combination of name, date of birth and the name 

of their first pet. The point is that there is no right way to format the e-mail addresses; the part before 

the domain name can be whatever you want it to be. It just needs to be memorable, relatively simple 

and personally unique and identifiable. 

However, there are several best practice considerations: 

Simplicity. ̧ ƻǳΩǾŜ Ƨǳǎǘ ǎŜǘ ǳǇ [ƛǾŜϪŜŘǳ ŀǎ ȅƻǳǊ ƴŜǿ Ŝ-mail system and now you want students to use 

the service. Memorable, simple and personally identifiable addresses help because students will be 

much more likely to give out their student e-Ƴŀƛƭ ŀŘŘǊŜǎǎ όŀƴŘ ƛƴŘŜŜŘ ǊŜƳŜƳōŜǊ ǘƘŜƛǊ ƭƻƎƻƴ L5ύ ƛŦ ƛǘΩǎ ŀƴ 

address that they feel comfortable with. Combinations of joe.bloggs or j.bloggs suffixed with the year of 

enrolment or a student number to ensure that every address is unique often works well here. 

¶ Aliases and SMTP addresses. Outlook Live enables you to set e-mail aliases and more than one 

SMTP address. If you want to have something more formal as the Live ID that students log in 

ǿƛǘƘΣ ǘƘƛǎ ƛǎ ŀ ǾŜǊȅ ƎƻƻŘ ƻǇǘƛƻƴΦ ¸ƻǳ Ŏŀƴ ǎŜǘ ŀƭƭ ǳǎŜǊǎΩ [ƛǾŜ L5ǎ ǘƻ ōŜ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜƛǊ ǳƴƛǉǳŜ 

student number, but then specify a joe.bloggs-style alias and make that the primary SMTP 

address. In this way, students stiƭƭ ƘŀǾŜ ǘƘŜƛǊ άŦǊƛŜƴŘƭȅέ Ŝ-mail address and you can maintain a 

uniquely identifiable login and Live ID. 

¶ Single sign on (SSO). Using SSO does eliminate the worry around a login; students would be 

logged into their Outlook Live/Live@edu account automatically when they log in to your portal. 

Beware of addresses here; will students expect their e-mail address to be the same as their 

network login? If so, is it a sufficiently friendly address? 

Choice. There really is no right or wrong way to set the format for an e-mail address. Many customers 

choose the alias and SMTP address option, which seems to work well for both students and IT teams. 

²ƘŀǘŜǾŜǊ ǘƘŜ ŎƘƻƛŎŜΣ ƛǘΩǎ ǾŜǊȅ ƘŀǊŘ ǘƻ ŎƘŀƴƎŜ ȅƻǳǊ ƳƛƴŘ ŀŦǘŜǊ ȅƻǳΩǾŜ ŘŜǇƭƻȅŜŘ Ƴŀƴȅ ǳǎŜǊǎΣ ǎƻ ƛǘΩǎ ǿƻǊǘƘ 

building the decision about the format of the e-mail address into your Live@edu planning process. 

Shared Address Space 

You can configure your Outlook Live domain to share the same e-mail address space with your on-

premises e-mail addresses. 

If you are deploying Outlook Live mailboxes to supplement an existing on-premises messaging system, 

you may want to have a shared address space. A shared address space is when two different messaging 

systems share the same domain suffix. This configuration is also known as a split domain. The terms 

άŀŘŘǊŜǎǎ ǎǇŀŎŜέ ŀƴŘ άŘƻƳŀƛƴέ ŀǊŜ ǳǎŜŘ ƛƴǘŜǊŎƘŀƴƎŜŀōƭȅΦ 

Shared Address Space Options 

When you consider deploying a shared address space between your on-premises messaging system and 

Outlook Live, the fundamental question ƛǎΥ ά²ƘŜǊŜ ǿƛƭƭ Ŝ-mail arriving from senders on the Internet be 

ŘŜƭƛǾŜǊŜŘ ŦƛǊǎǘΚέ  
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There are two configuration options: 

¶ On-premises relay. All e-mail sent to recipients in the shared address space by a sender on the 

Internet is first delivered to the on-premises messaging system. The on-premises messaging 

system is responsible for forwarding e-mail addressed to recipients in Outlook Live.  

¶ Outlook Live relay. All e-mail sent to recipients in the shared address space by a sender on the 

Internet is first delivered to Outlook Live. Outlook Live is responsible for forwarding e-mail 

addressed to recipients in the on-premises messaging system by using mail users. 

Example of On-Premises Relay 

Contoso University uses the @contoso.edu address space for all faculty and staff e-mail addresses in an 

on-premises messaging system. The university plans to give Outlook Live mailboxes to all students. 

However, Contoso University wants all faculty, staff and students to use the @contoso.edu domain 

suffix for all e-mail addresses. All e-mail must leave the organisation with an @contoso.edu From: 

address, whether the sender is in the on-premises messaging system or in Outlook Live. All incoming 

messages with an @contoso.edu e-mail address should be correctly delivered whether the recipient is in 

the on-premises messaging system or in Outlook Live. To achieve this goal, Contoso University has to 

implement a shared address space. 

The following diagram illustrates the deployment of a shared address space for Contoso University. Note 

the following key points: 

¶ All e-mail sent to any @contoso.edu recipient by a sender on the Internet is first delivered to 

the on-premises messaging system. 

¶ The on-premises messaging system is responsible for forwarding e-mail addressed to students in 

Outlook Live. 
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Required Components for a Shared Address Space  

To make the shared address space work, you need the following components: 

¶ Multiple domains 

¶ Multiple e-mail addresses 

Multiple Domains  

To configure a single shared address space, you need to configure multiple domains. The following 

domains are required for a shared address space: 

¶ The domain for the shared address space itself. In this example, the shared domain is 

@contoso.edu. This is also the domain that is used for the on-premises messaging system. 

¶ A specific domain for mailboxes in Outlook Live. In this example, the Outlook Live domain is 

@live.contoso.edu. 

The Outlook Live domain must be different from the on-premises domain so that e-mail is correctly 

routed between the on-premises messaging system and Outlook Live. Senders and recipients who are 

outside the organisation ŀǊŜƴΩǘ ŎƻƴŎŜǊƴŜŘ ǿƛǘƘ ǘƘŜ Outlook Live domain, but it is a vital part of making 

the shared address space work correctly. 
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Multiple E-Mail Addresses  

A key ingredient to a shared address space is correctly configuring the e-mail addresses on mailboxes in 

the on-premises messaging system and in Outlook Live. 

The e-mail addresses must be configured on all mailboxes as follows: 

¶ Primary address. The primary address is used as the From: address for all messages that are 

sent from the mailbox. There can be only one value for the primary address. In this example, 

everyone's primary address is in the @contoso.edu shared address space. 

¶ Proxy addresses. Proxy addresses are additional addresses for a mailbox. Proxy addresses are 

also known as secondary e-mail addresses. The mailbox can receive e-mail that is sent to any of 

its proxy addresses. The primary address is always listed as a proxy address. 

The following table lists the correct values for the primary address and proxy addresses for on-premises 

mailboxes and Outlook Live mailboxes. 

 

On-premises mailboxes  Outlook Live mailboxes  

Primary address <user>@contoso.edu <user>@contoso.edu 

Proxy addresses <user>@contoso.edu ¶ <user>@contoso.edu 

¶ <user>@live.contoso.edu 

How Does E-Mail Delivery Work in the Shared Address Space?  

When you share an address space between an on-premises messaging system and Outlook Live, one of 

the messaging systems must be configured as authoritative for the shared address space. When the 

messaging system is designated as authoritative for the @contoso.edu domain, all unresolved recipients 

generate a non-delivery report (NDR). This configuration prevents e-mail for nonexistent recipients from 

bouncing back and forth indefinitely between the on-premises messaging system and Outlook Live. 

You configure the @contoso.edu shared address space in Outlook Live as a nonauthoritative address 

space. If the @contoso.edu recipient isn't found in the Outlook Live shared address book, the message is 

forwarded to the on-premises messaging system for processing. If the recipient doesn't exist, the on-

premises messaging system is responsible for generating the NDR. 

If @contoso.edu is configured as the authoritative namespace for the on-premises messaging system, 

how does the on-premises messaging system know to forward messages for valid Outlook Live 

recipients to Outlook Live without generating an NDR? The on-premises messaging system must be 

configured with a forwarding solution that converts the @contoso.edu recipients to @live.contoso.edu 

recipients. For example: 

¶ You create mail users or mail contacts in the on-premises address book for all Outlook Live 

recipients. 
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¶ You use address rewriting from @contoso.edu to @live.contoso.edu for all unresolved 

@contoso.edu recipients. 

Other forwarding solutions may also be available depending on the nature of the on-premises 

messaging system. Regardless of the forwarding solution that you use, make sure that e-mail for 

nonexistent recipients is handled correctly for both the on-premises messaging system and Outlook Live. 

Examples of How E-Mail Is Delivered by Using On-Premises Relay  

As noted earlier, the on-premises messaging system is configured to accept all incoming e-mail from the 

Internet for the shared address space. In the Contoso University example, all e-mail for the 

@contoso.edu domain is delivered to the on-premises messaging system. You accomplish this by 

configuring the MX record for the contoso.edu domain in an Internet-facing DNS server to point to the 

on-premises messaging system. 

After the e-mail arrives, the on-premises messaging system is responsible for correctly determining 

whether the recipient has a mailbox in the on-premises messaging system or in Outlook Live, and then 

delivering the message or forwarding the message as appropriate. 

Here are two interesting e-mail routing scenarios in a shared address space: 

¶ E-mail sent to students in Outlook Live. The messages could come from external senders on the 

Internet or from faculty and staff in the on-premises messaging system. The on-premises 

messaging system is configured to forward e-mail for students in Outlook Live to Outlook Live. 

The required configuration depends heavily on the nature of the on-premises messaging system. 

For details, go to How to Configure a Shared Address Space by Using On-Premises Relay later in 

this guide. 

¶ E-mail sent from students in Outlook Live to faculty and staff in the on-premises messaging 

system. The @contoso.edu shared address space is configured as an internal relay domain in 

Outlook Live. When the faculty or staff recipient isn't found in the Outlook Live shared address 

book, the message is routed to the Internet. The contoso.edu domain points to the on-premises 

messaging system, so the message is delivered successfully. 

For internal e-mail between recipients in the on-premises messaging system or between students in 

Outlook Live, the recipients are in their respective address books, so the message is delivered locally. 

For outgoing e-mail to recipients outside the organisation, the on-premises messaging system uses its 

existing path to the Internet to deliver e-mail messages to the Internet, and Outlook Live delivers 

messages directly to the Internet. 

Considerations  

In the shared address space scenario, when incoming e-mail is first delivered to the on-premises 

messaging system before it is forwarded to Outlook Live, the on-premises messaging system becomes a 

single point of failure. The Outlook Live domain can be functioning normally, but because something is 

wrong with the on-premises messaging system, e-mail can't be delivered to Outlook Live recipients. 
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Also, the on-premises messaging system is responsible for protecting messages that are forwarded to 

Outlook Live from spam and viruses. Failure to do so may cause Outlook Live to block or severely 

throttle the e-mail coming from the on-premises messaging system. 

How to Configure a Shared Address Space by Using On-Premises Relay 

Now let's walk through the process of configuring the shared address space that is described in the 

Contoso University example. The process requires configuration of elements in Outlook Live and in the 

on-premises organisation. 

Outlook Live Tasks 

First, perform the following tasks for Outlook Live. 

1. Enrol the live.contoso.edu domain  

You have to enrol a domain in Outlook Live that differs from the on-premises address space or the 

shared address space. In this example, the domain to enrol in Outlook Live is live.contoso.edu. 

To enrol the Outlook Live domain: 

a. Enrol your domain with Microsoft Live@edu. Enrol the live.contoso.edu domain, and use 

an MX record to prove domain ownership. 

b. Manage IP safelists. In the Live@edu Service Management Portal, click the Mail delivery 

tab, and then click Manage IP safelists. Identify all of the servers in the on-premises 

messaging system that are used to deliver e-mail to Outlook Live. These servers can be 

categorised as follows: 

¶ Internal mail servers. These servers contain mailboxes or are used for routing e-mail 

messages internally without being exposed to the Internet. 

¶ Gateway servers. These servers are connected to the Internet and are used to 

deliver e-mail to Outlook Live. 

¶ Note: You don't need a dedicated gateway server that only delivers e-mail to 

Outlook Live. If the gateway servers deliver e-mail to Outlook Live and to the 

Internet at large, they are considered gateway servers. If the on-premises messaging 

system uses a dedicated gateway server to deliver e-mail to Outlook Live only, that 

server is considered an internal mail server. 

c. Test mail flow. Although senders on the Internet won't use the @live.contoso.edu e-mail 

addresses, we recommend that you test the Outlook Live domain to verify that it is 

functioning correctly. To do this, create one or more test user accounts and use them to test 

mail flow. 

2. Add contoso.edu as an accepted domain  

After you enrol the Outlook Live domain, add the shared address space as an accepted domain so that 

you can set the primary address for Outlook Live accounts in the shared address space. In this example, 

the shared address space is contoso.edu. For instructions, go to Creating Accepted Domains earlier in 

this guide. 
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The on-premises messaging system is already using the MX record for contoso.edu. Therefore, when 

you create the accepted domain for contoso.edu, be sure to use a CNAME record to prove domain 

ownership. 

3. Configure contoso.edu as an internal relay domain  

If you don't configure the @contoso.edu shared address space as an internal relay domain, e-mail sent 

from students in Outlook Live to faculty and staff with @contoso.edu addresses in the on-premises 

messaging system won't be delivered, and NDRs will be generated. 

¢ƻ ŎƻƴŦƛƎǳǊŜ ϪŎƻƴǘƻǎƻΦŜŘǳ ŀǎ ŀƴ ƛƴǘŜǊƴŀƭ ǊŜƭŀȅ ŘƻƳŀƛƴΣ ǳǎŜ ǘƘŜ ²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭϰ ŎƻƳƳŀƴŘ-line 

interface. To learn how to install and configure Windows PowerShell and connect to Outlook Live, go to 

Deploying Live@edu Accounts by Using Windows PowerShell later in this guide. 

Run the following command after you have connected to the Outlook Live server-side session. 

Set-AcceptedDomain <shared address space> -DomainType InternalRelay 

For our example, contoso.edu is the shared address space, so we would run the following command. 

Set-AcceptedDomain contoso.edu -DomainType InternalRelay 

4. Create Outlook Live accounts with a primary e-mail address in the contoso.edu domain  

Use one of the following methods to create new accounts and set the primary e-mail address in the 

shared address space: 

¶ Create new Windows Live IDs in the @contoso.edu address space. 

Create individual accounts in the Web management interface. When you create an account, 

select the @contoso.edu shared address space, not the default Outlook Live address space 

@live.contoso.edu. When you select a Windows Live ID for the account in the contoso.edu 

domain, the primary e-mail address of the account is also set in the @contoso.edu domain. 

¶ Update the primary address of existing Windows Live IDs in the @live.contoso.edu address 

space to the @contoso.edu address space. 

If you've already created many accounts in your Outlook Live domain before you decided you 

wanted a shared address space, you need to update the primary address for those accounts to 

the @contoso.edu address space. The Windows Live IDs of your Outlook Live users can be in a 

completely different domain from their primary e-mail addresses. 

Note: You can use the CSV_Parser Windows PowerShell script to create new accounts and set the 

primary e-mail address at the same time, or to update the primary e-mail address of existing accounts. 

For more information, go to Deploying Live@edu Accounts by Using Windows PowerShell later in this 

guide. 

On-Premises Organisation Tasks 

Next, you configure elements in the on-premises messaging system. 
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5. Configure mail forwarding to Outlook Live  

You have to configure your on-premises messaging system to correctly forward e-mail to recipients in 

Outlook Live. The process for doing this depends on the software that is used in the on-premises 

messaging system:  

¶ Microsoft Exchange Server 2007. {ŜŜ άIƻǿ ǘƻ /ƻƴŦƛƎǳǊŜ 9ȄŎƘŀƴƎŜ нллт ǘƻ wƻǳǘŜ aŜǎǎŀƎŜǎ ŦƻǊ 

ŀ {ƘŀǊŜŘ !ŘŘǊŜǎǎ {ǇŀŎŜέ ŀǘ ƘǘǘǇΥκκƎƻΦƳƛŎǊƻǎƻŦǘΦŎƻƳκŦǿƭƛƴƪκΚ[ƛƴƪL5ҐмофсфпΦ bƻǘŜ ǘƘŀǘΣ ƛƴ ǘƘƛǎ 

case, the second messaging system has to be authoritative for the shared address space. In the 

Contoso University example, the first messaging system, which is the on-premises Exchange 

Server 2007 organisation, is authoritative for the @contoso.edu shared address space. 

Therefore, to make the shared address space work, you have to do the following in the on-

premises Exchange Server 2007 organisation: 

o Create an internal relay domain for the live.contoso.edu Outlook Live domain and create 

a Send connector for the @live.contoso.edu address space that uses smart host routing 

instead of DNS routing. The smart host value is the MX record for your Outlook Live 

domain on the Domain Settings page of Windows Live Admin Centre. 

o Configure a solution to convert @contoso.edu addresses into @live.contoso.edu 

addresses for Outlook Live users. 

Note: If you want the Outlook Live users to access their mailboxes by using Microsoft 

Office Outlook 2007, the Outlook Live users must be represented in the on-premises 

global address list as mail contacts or mail users. The CNAME autodiscover record that is 

required for Office Outlook 2007 clients to access their mailboxes points to the on-

premises Exchange Server organisation. In the Contoso University example, the 

autodiscover.contoso.edu CNAME record points to autodiscover.outlook.com. 

¶ Exchange Server 2003. {ŜŜ ǘƘŜ aƛŎǊƻǎƻŦǘ YƴƻǿƭŜŘƎŜ .ŀǎŜ ŀǊǘƛŎƭŜ онмтнмΣ άIƻǿ ǘƻ ǎƘŀǊŜ ŀƴ 

{a¢t ŀŘŘǊŜǎǎ ǎǇŀŎŜ ƛƴ 9ȄŎƘŀƴƎŜ нллл {ŜǊǾŜǊ ƻǊ ƛƴ 9ȄŎƘŀƴƎŜ {ŜǊǾŜǊ нллоέ ŀǘ 

http://go.microsoft.com/fwlink/?LinkID=3052&kbid=321721. In that article, Method 2 most 

closely resembles the Contoso University example. Method 1 requires the second messaging 

system to be authoritative for the shared address space. In the Contoso University example, the 

first e-mail system, which is the on-premises Exchange Server 2003 organisation, is authoritative 

for the @contoso.edu shared address space. 

¶ Zimbra. {ŜŜ ά{Ǉƭƛǘ 5ƻƳŀƛƴέ ŀǘ ƘǘǘǇΥκκǿƛƪƛΦȊƛƳōǊŀΦŎƻƳκƛƴŘŜȄΦǇƘǇΚǘƛǘƭŜҐ{Ǉƭƛǘψ5ƻƳŀƛƴΦ 

¶ Other messaging systems. Consult the documentation for your on-premises messaging system. 

You'll need to configure some kind of connector or smart host to route e-mail for recipients in 

Outlook Live without creating mail-routing loops for nonexistent recipients. 

6. Verify that everything works correctly  

After you have configured the shared address space, verify that mail flows as follows: 

¶ Inbound mail flow. All e-mail sent to the shared address space arrives at the on-premises 

messaging system. Messages for faculty and staff are delivered. Messages for students in 
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Outlook Live are forwarded to Outlook Live. Messages sent to nonexistent recipients generate 

an NDR. 

¶ Outbound mail flow. E-mail sent from students in Outlook Live and faculty and staff in the on-

premises messaging system to external recipients shows a From: address in the shared address 

space, @contoso.edu. 

¶ Replies. When external recipients reply to messages, the To: address in the reply is the shared 

address space, @contoso.edu. 

¶ On-premises delivery from Outlook Live. Messages sent from students in Outlook Live to 

faculty and staff in the on-premises messaging system are delivered. Messages sent to 

nonexistent recipients generate an NDR. 

¶ Outlook Live delivery from the on-premises messaging system. Messages sent from faculty and 

staff in the on-premises messaging system to students in Outlook Live are delivered. Messages 

sent to nonexistent recipients generate an NDR. 

Example of Outlook Live Relay 

The University of Fabrikam uses the @fabrikam.edu address space for all faculty and staff e-mail 

addresses in an on-premises messaging system. The university plans to give Outlook Live mailboxes to all 

students. However, the University of Fabrikam wants all faculty, staff and students to use the 

@fabrikam.edu domain suffix for all e-mail addresses. All e-mail must leave the organisation with an 

@fabrikam.edu From: address, whether the sender is in the on-premises messaging system or in 

Outlook Live. All incoming messages with an @fabrikam.edu e-mail address should be correctly 

delivered whether the recipient is in the on-premises messaging system or in Outlook Live. To achieve 

this goal, the University of Fabrikam has to implement a shared address space. 

The following diagram illustrates the deployment of a shared address space for the University of 

Fabrikam. Note the following key points: 

¶ All e-mail sent to any @fabrikam.edu recipient by a sender on the Internet is first delivered to 

Outlook Live. 

¶ Outlook Live is responsible for forwarding e-mail addressed to faculty and staff in the on-

premises messaging system using mail users. 
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Required Components for a Shared Address Space  

To make the shared address space work, you need the following components: 

¶ Multiple domains 

¶ Multiple e-mail addresses 

Multiple Domains  

To configure a single shared address space, you need to configure multiple domains. The following 

domains are required for a shared address space: 

¶ The domain for the shared address space itself. In this example, the shared domain is 

@fabrikam.edu. This is also the domain that is used for the Outlook Live organisation. 
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¶ A specific domain for mailboxes in the on-premises messaging system. In this example, the 

Outlook Live domain is @campus.fabrikam.edu. If the shared address is already used to deliver 

e-mail to the on-premises messaging system, you must add an on-premises domain for the on-

premises messaging system so that you can move the shared address space to Outlook Live. 

The Outlook Live domain must be different from the on-premises domain so that e-mail is correctly 

routed between Outlook Live and the on-premises messaging system. Senders and recipients who are 

outside the organisation ŀǊŜƴΩǘ ŎƻƴŎŜǊƴŜŘ ǿƛǘƘ ǘƘŜ ƻƴ-premises domain, but it is a vital part of making 

the shared address space work correctly. 

Multiple E-Mail Addresses  

A key ingredient to a shared address space is correctly configuring the e-mail addresses on mailboxes in 

the on-premises messaging system and in Outlook Live. 

The e-mail addresses must be configured on all mailboxes as follows: 

¶ Primary address. The primary address is used as the From: address for all messages that are 

sent from the mailbox. There can be only one value for the primary address. In this example, 

everyone's primary address is in the @fabrikam.edu shared address space. 

¶ Proxy addresses. Proxy addresses are additional addresses for a mailbox. Proxy addresses are 

also known as secondary e-mail addresses. The mailbox can receive e-mail that is sent to any of 

its proxy addresses. The primary address is always listed as a proxy address. 

The following table lists the correct values for the primary address and proxy addresses for on-premises 

mailboxes and Outlook Live mailboxes. 

 

Outlook Live mailboxes  On-premises mailboxes  

Primary address <user>@fabrikam.edu <user>@fabrikam.edu 

Proxy addresses <user>@fabrikam.edu ¶ <user>@fabrikam.edu 

¶ <user>@campus.fabrikam.edu 

 

How Does E-Mail Delivery Work in the Shared Address Space?  

When you share an address space between Outlook Live and an on-premises messaging system, one of 

the messaging systems must be configured as authoritative for the shared address space. When the 

messaging system is designated as authoritative for the @fabrikam.edu domain, all unresolved 

recipients generate an NDR. This configuration prevents e-mail for nonexistent recipients from bouncing 

back and forth indefinitely between Outlook Live and the on-premises messaging system. 

You configure the @fabrikam.edu shared address space in the on-premises messaging system as a 

nonauthoritative address space. If the @fabrikam.edu recipient isn't found in the on-premises 
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messaging system, the message is forwarded to Outlook Live for processing. If the recipient doesn't exist 

in the Outlook Live shared address book, Outlook Live is responsible for generating the NDR. 

If @fabrikam.edu is configured as the authoritative namespace for the Outlook Live organisation, how 

does Outlook Live know to forward messages for valid on-premises recipients to the on-premises 

messaging system without generating an NDR? The on-premises users must be represented in the 

Outlook Live shared address book as mail users. The mail user objects in the Outlook Live shared address 

book convert @fabrikam.edu e-mail addresses to @campus.fabrikam.edu e-mail addresses for delivery 

to the on-premises messaging system. 

Examples of How E-Mail Is Delivered by Using Outlook Live Relay 

As noted earlier, Outlook Live is configured to accept all incoming e-mail from the Internet for the 

shared address space. In the University of Fabrikam example, all e-mail for the @fabrikam.edu domain is 

delivered to Outlook Live. You accomplish this by configuring the MX record for the fabrikam.edu 

domain in an Internet-facing DNS server to point to Outlook Live. 

After the e-mail arrives, Outlook Live is responsible for correctly determining whether the recipient has 

a mailbox in Outlook Live or in the on-premises messaging system, and then delivering the message or 

forwarding the message as appropriate. 

Here are two interesting e-mail routing scenarios in a shared address space: 

¶ E-mail sent to faculty and staff in the on-premises messaging system. The messages could 

come from external senders on the Internet or from students in Outlook Live. The faculty and 

staff are represented in the Outlook Live shared address book as mail users. The mail user object 

converts the @fabrikam.edu e-mail address to an @campus.fabrikam.edu address for delivery 

to the on-premises messaging system. 

¶ E-mail sent from faculty and staff in the on-premises messaging system to students in Outlook 

Live. The @fabrikam.edu shared address space is configured as a nonauthoritative domain in 

the on-premises messaging system. When the student recipient isn't found in the address book 

of the on-premises messaging system, the message is routed to the Internet. The fabrikam.edu 

domain points to Outlook Live, so the message is delivered successfully. 

For internal e-mail between recipients in the on-premises messaging system or between students in 

Outlook Live, the recipients are in their respective address books, so the message is delivered locally. 

For outgoing e-mail to recipients outside the organisation, the on-premises messaging system uses its 

existing path to the Internet to deliver e-mail messages to the Internet, and Outlook Live delivers 

messages directly to the Internet. 

Considerations  

What if you are already using the shared address space as an authoritative domain in your on-premises 

messaging system? 
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Briefly, you'll have to configure a specific on-premises domain, such as campus.fabrikam.edu, as the 

authoritative domain for your on-premises messaging system. You need to leave the shared address 

space configured in the on-premises messaging system as a nonauthoritative domain. You can then 

enrol the shared address space in Outlook Live as an authoritative domain. 

What about redirecting the MX record for the shared address space from the on-premises messaging 

system to Outlook Live? 

Internet DNS servers cache their DNS query results for up to 48 hours. Therefore, when you redirect the 

MX record for the shared address space from the on-premises messaging system to Outlook Live, it is 

very likely that e-mail will be delivered to both locations during that 48-hour period. However, after you 

configure the shared address space as a nonauthoritative domain in the on-premises messaging system, 

you can configure mail routing to Outlook Live for recipients in the shared address space. 

Comparing On-Premises and Outlook Live Relays 

No shared address space configuration is perfect. Each has its advantages and disadvantages. You 

should carefully consider which configuration best suits the needs of your organisation.  

Option  Pros  Cons  

On-premises 

relay 
¶ Flexibility in how you configure 

forwarding to recipients in Outlook 

Live. 

¶ No change to existing mail flow is 

required for the on-premises 

messaging system. 

¶ You can continue to use the existing 

anti-spam and antivirus solution that 

protects your on-premises messaging 

system. 

¶ Configuring the solution that forwards e-

mail to Outlook Live recipients can be 

difficult to set up and maintain. 

¶ The on-premises messaging system is 

responsible for protecting messages that 

are forwarded to Outlook Live from spam 

and viruses. Failure to do so may cause the 

e-mail coming from the on-premises 

messaging system to be blocked or severely 

throttled by Outlook Live. 

Outlook Live 

relay 
¶ The Outlook Live anti-spam, anti-

phishing and antivirus mechanisms 

protect users in the on-premises 

messaging system. 

¶ Changes to the existing mail flow may be 

required for the on-premises messaging 

system. 

¶ You have to install and configure OLSync. 

For more information, go to Deploying 

Live@edu Accounts by Using Identity 

Lifecycle Manager 2007 and OLSync later in 

this guide. 
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Deployment Options 
After you set up a Live@edu domain and configure DNS to direct e-mail to it, you're ready to create user 

accounts. Each user account has its own Windows Live ID and mailbox.  

Microsoft provides several ways to deploy your Live@edu accounts, which include manual, 

programmatic and automated methods. In this section, we will examine and compare those different 

methods. 

Comparing the Deployment Options for Live@edu 

There are several ways to deploy Live@edu user accounts. You must decide which one works best for 

you in your environment: 

¶ Use the Web management interface to create accounts one at a time. If you have to create a few 

test users or occasionally create a new user, use the Web management interface for Outlook Live. In 

the Web management interface, select My Organization, select Users & Groups, select Mailboxes, 

and then click New. 

This method is recommended for schools that want to quickly provision a user or set of users to try 

the service. 

¶ Use the Web management interface to create multiple user accounts. If you have to create many 

user accounts during initial user provisioning, you can use the Web management interface for 

Outlook Live to import users by using a CSV file. This is the easiest way to create many accounts. In 

the Web management interface, select My Organization, select Users & Groups, select Mailboxes, 

and then click Import users. 

This method is recommended for schools that have simple enrolment process requirements and do 

not need to integrate with an on-premises information system. 

¶ Use Windows PowerShell to create multiple user accounts. You can use the CSV_Parser.ps1 

Windows PowerShell script, which also uses a CSV file, to provision many users and to create 

external contacts. The Windows PowerShell script enables you to configure more attributes, such as 

proxy addresses, and offers greater functionality than the Import users feature in the Web 

management interface. 

This method is recommended for: 

o Schools that want to create distribution lists for groups such as classes and some faculty and 

staff contacts in their global address list (GAL).  

o Schools that want simple automation of account management tasks (creation, changes and 

deletions).  

o Schools that have network administrators who are comfortable with command-line 

scripting. 

¶ Use Identity Lifecycle Manager 2007 and Outlook Live Directory Sync (OLSync) to automatically 

provision, update and synchronise user accounts. You can use a server running Identity Lifecycle 

Manager 2007 as the data source from which to draw user information, and OLSync to perform fully 

automated directory synchronisation for account provisioning and maintenance. 

This method is recommended for: 
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o Schools that want automated directory synchronisation with on-premises student 

directories or other student information systems, without programming.  

o Schools that want to take advantage of an existing server running Microsoft Identity 

Integration Server (MIIS) or Identity Lifecycle Manager. 

The following table highlights the key benefits of the available deployment methods. 

Deployment method  

Outlook Live 
Control Panel 
(GUI) 

Windows 
PowerShell 

Identity Lifecycle 
Manager/OLSync 

Rapid deployment No Yes No 

Simple deployment Yes No No 

Upload users from CSV file Yes Yes No 

Password synchronisation No No Yes 

Requires scripting knowledge No Yes No 

Automated provisioning 
No Possible Yes 

Automated updating 
No Possible Yes 

 

Deploying Live@edu Accounts by Using the GUI 
If you have to create a few test users or occasionally create a single new user, you can use the Web 

management interface for Outlook Live as the graphical user interface (GUI) to create individual users 

manually. 

However, if you have to create many user accounts ς such as when you are performing your initial user 

provisioning ς you can use the Web management interface for Outlook Live to import users by using a 

CSV file. Bulk provisioning is an effective way to: 

¶ Quickly provision users in an Outlook Live domain for testing and evaluation.  

¶ Provision users until you implement a more automated and permanent provisioning solution 

such as OLSync. 

¶ Provision a new group of users on a regular schedule, such as before the start of a new quarter 

or semester. 
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Where to Find the GUI 

You can provision individual user accounts or create distribution lists from Outlook Live Control Panel. 

To access Outlook Live Control Panel, sign in to your domain at https://eduadmin.live.com, and then, in 

the left navigation pane, click Users and groups.  

  

Here you will find a link to Outlook Live Control Panel. When you click this link, a new Microsoft 

Exchange Online window opens on the Users and Groups page. 

 

To create a small number of users, click New, fill in the details in the New Mailbox dialog box, and then 

click Save.  

https://eduadmin.live.com/
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To create several users at once, click Import users. 

 

Next, in the Import Users dialog box, select a CSV file to import, and then click Import.  
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CSV File Structure 

You can use any text editor, such as Notepad, or an application such as Microsoft Office Excel® to create 

the CSV file. You must format the file as described below and save the file as a .csv file. 

The first row, or header row, of the CSV file lists the names of the attributes, or fields, specified in the 

rows that follow. A comma separates each attribute name. Each row under the header row represents 

one user and supplies the information that will be used to create that user. The attributes in each row 

must be in the same order as the attribute names in the header row. A comma separates each attribute 

value. 

To get a sample CSV file that you can use as a template to create your own CSV import file, in the Import 

Users dialog box, click the sample CSV file link, and then save the sample.csv file. 
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Example CSV File Format  

Here's an example of the format for a CSV import file, which contains the required attributes. In this 

example, three new users are imported. 

Name,EmailAddress,FirstName,LastName,Password 

woodsj0210,johnw@cm.testington.org.uk,John,Woods,2101989 

xuy0131,xuy@cm.testington.org.uk,Xu,Ye,1311990 

zengjz0230,jeffreyz@cm.testington.org.uk,Jeffrey,Zeng,2301991 

You can then manage the imported users in the user interface. 

The same attribute in each row makes up a column. In the example, the column names are the same as 

the attributes in the header row. The example has five columns: Name, EmailAddress, FirstName, 

LastName and Password. The EmailAddress column, for example, includes the e-mail address for each 

new user: johnw@cm.testington.org.uk, xuy@cm.testington.org.uk and jeffreyz@cm.testington.org.uk. 

Required or Optional Attributes for the CSV File 

The five attributes used in the example CSV file are the required attributes. You can also include several 

optional attributes in your CSV file as the following table shows. 

Attribute  Description  

DisplayName  DisplayName specifies how the user name appears in the address book and in the list of 

mailboxes in the Web management interface. If you don't include DisplayName when you import 

new users, or if you use a null value, the value of the Name attribute is used for DisplayName. 

ForceChangePassword  When ForceChangePassword is set to 1, it creates a Windows Live ID that requires new users to 

change their password after they log on for the first time. If you don't use the 

ForceChangePassword attribute, new users aren't required to change the password that you set 

in the CSV import file. 

City  City specifies the city that is listed for the user in the address book. 

Company  Company specifies the company name that is listed for the user in the address book. 

CountryorRegion  CountryorRegion specifies the name of the country or region that is listed for the user in the 
address book. To find the valid values for the CountryorRegion attribute, in Outlook Live, click 
Options, click Account, click Edit, and then click Contact Location. In the drop-down menu for 
Country/Region, you'll find all the valid values. 

Department  Department specifies the department that is listed for the user in the address book. 
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MobilePhone  MobilePhone specifies the mobile phone number that is listed for the user in the address book. 

PostalCode  PostalCode specifies the postal code that is listed for the user in the address book. 

 

Best Practices for Using the GUI to Deploy Live@edu User Accounts 

Consider these best practices when you use the Web management interface and a CSV file to import 

new users: 

¶ Use your CSV file to test the import of a small batch of users and user data before you import 

a large number of users. This enables you to: 

o Troubleshoot potential problems to minimise mistakes when you import a large batch of 

users. 

o Test any optional attributes that you want to use in the header row. 

o Verify that you are using the correct data format for each attribute. 

o Verify that you can export data in the appropriate format from your student records 

database and that you have mapped it correctly to the appropriate attribute in the 

header row. 

¶ Verify that attribute values appear in the shared address book in the way that you intended. 

After you import a small group of test users, sign in to your account and see how the attribute 

values for each user are displayed in the shared address book. You may want to make changes, 

or add or remove an optional attribute from the header row. 

¶ Run smaller batches instead of one large batch. Although a CSV file can contain up to 50,000 

rows, it could take seven days or longer to import such a large number of users in one batch. If 

you want to provision a large number of users, consider using several smaller batches instead of 

one large batch. This approach enables you to validate results and, if necessary, resubmit in 

smaller batches instead of waiting for one large batch to be processed. 

¶ Require users to change their password. It's a good idea to use the ForceChangePassword 

attribute when you import new users. This will create a Windows Live ID that requires new users 

to change their password after they sign in for the first time. This is a security best practice to 

help ensure that only users know the password for their accounts.  

¶ Use the DisplayName attribute. Unless you have a policy of excluding users' display names in 

the shared address book and the Outlook Live Web management interface, consider using the 

optional DisplayName attribute in the CSV import file. By setting a specific display name for 

each user, you ensure that each user is easy to identify in the shared address book. If you don't 

set the optional DisplayName attribute, Exchange uses the Name attribute as the display name, 

which users may not immediately recognise.  

Note: If you want to use LastName, FirstName as the format for display names, do the following 

when you prepare the CSV import file: 
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o If you are using a text editor, include quotation marks in the DisplayName attribute 

value. For example, use "Adams, Terry" for a user named Terry Adams. 

o If you are using Office Excel, don't include quotation marks because Office Excel 

automatically adds them when you save the file as a CSV file. If you add quotation marks 

in Excel, they are included in the user's display name in the shared address book. 

How to Use the GUI to Deploy Multiple Live@edu User Accounts 

1. Sign in to your Live@edu domain. 

2. In the Service Management Portal, click Users and groups, and then click the Outlook Live 

Control Panel link. 

3. On the Mailboxes tab, click Import users. 

Only one import process for your domain can run at a time. If an import process is running when 

you submit your request, you'll get an error that explains that the current import process must 

finish before a new one can be started. 

4. In the Import Users dialog box, click Browse. 

5. In the Choose File to Upload dialog box, navigate to your CSV file, and then click Open. 

6. In the Import Users dialog box, click Import. 

The Web management interface displays a message that says that the CSV file is being uploaded 

ŀƴŘ ǾŜǊƛŦƛŜŘΦ 5ǳǊƛƴƎ ǘƘƛǎ ǇǊƻŎŜǎǎΣ 9ȄŎƘŀƴƎŜ ŎƘŜŎƪǎ ǘƘŜ /{± ŦƛƭŜ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ƛǘ ƛǎƴΩǘ ŜƳǇǘȅΣ ƻǊ 

contains too many entries, and follows the correct formatting and attribute requirements. 

Note: If any of these conditions aren't true, Exchange terminates the import process and 

displays an error that explains the reason for the failure. 

7. When the CSV file is validated, the verification message closes, and the import process starts. 

There may be a delay before the import process starts because the server process running on 

Exchange may be busy processing import requests for organisations.  

8. When the import process is finished, Exchange sends the administrator who submitted the CSV 

import file an e-mail that contains the final results of the import process. This information 

includes the start time of the import process, the total duration of the import process, the total 

number of users processed, the number of users successfully created and the number that 

failed. If there are any failures, it also attaches a CSV file (named ImportErrors.csv) that contains 

a row for each user who couldn't be imported and the reason for the failure. If there are no 

failures, the e-mail doesn't include this file. 
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Deploying Live@edu Accounts by Using Windows PowerShell 
To provision many users and to create external contacts, you can use the CSV_Parser.ps1 

Windows PowerShell script, which also uses a CSV file. The Windows PowerShell script enables you to 

configure more attributes, such as proxy addresses, and offers greater functionality than the Import 

users feature in the Web management interface. 

Windows PowerShell Installation and Versions 

Windows PowerShell is a command-line shell and scripting language that you can use to manage your 

organisation. It uses administrative tasks called cmdlets. Each cmdlet has required and optional 

arguments, which are called parameters, that identify which objects to act on or control how the cmdlet 

performs its task. You can combine cmdlets in scripts to perform complex functions that give you more 

control and help you to be more efficient. 

You use Windows PowerShell on a local computer to connect to your Outlook Live organisation and 

perform management tasks that aren't available or practical in the Web management interface. For 

example, you can create dynamic distribution groups, create or update many user accounts at one time 

and script automated solutions. 

Before you begin, make sure that you perform the following steps: 

1. Install and configure the latest versions of Windows PowerShell and Windows Remote 

Management (WinRM). 

2. Connect Windows PowerShell to Outlook Live. 
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Installing and Configuring the Latest Versions of Windows PowerShell and WinRM 

Before you can use Windows PowerShell with Outlook Live, make sure that you have the correct 

versions of Windows PowerShell and WinRM installed and configured on your computer.  

Note: To use WinRM, your computer must be running at least Windows Vista® Service Pack 1 (SP1) or 

Windows Server® 2008. 

Note: If you are running Windows 7 or Windows Server 2008, the correct version of Windows 

PowerShell is already installed. 

To install and configure the latest versions of Windows PowerShell and WinRM, follow these steps: 

1. Check the version of Windows PowerShell and WinRM on your computer and uninstall if 

required. For computers that are not running either Windows 7 or Windows Server 2008 R2 

(RTM) operating systems, you must uninstall any existing versions of Windows PowerShell and 

WinRM first. 

2. Download and install Windows PowerShell V2 and WinRM 2.0. Windows PowerShell V2 

introduces several significant features to Windows PowerShell 1.0 and Windows PowerShell V2 

that extends its use, improves its usability and enables you to control and manage the Windows 

environment more easily and comprehensively. You must download and install these new 

versions to deploy and manage your Live@edu user accounts.  

3. Verify that Windows PowerShell can run scripts. To verify that Windows PowerShell can run 

scripts, do the following: 

a. Click Start, point to All Programs, and then click Windows PowerShell V2. 

b. Right-click Windows PowerShell V2, and then click Run as administrator. If you get a 

user account control prompt that asks whether you want to continue, choose Continue. 

c. Run the following command. 

Get-ExecutionPolicy 

d. If the value that is returned is anything other than RemoteSigned, you need to change 

the value to RemoteSigned as detailed in the next step.  

Note: When you set the script execution policy to RemoteSigned, you can only run 

scripts that you create on your computer or scripts that are signed by a trusted source. 

e. If you need to change the execution policy to RemoteSigned to enable scripts to run in 

Windows PowerShell, run the following command in Windows PowerShell. 

Set-ExecutionPolicy RemoteSigned 

4. Verify that WinRM allows Windows PowerShell to connect to Outlook Live. To verify that 

WinRM allows Windows PowerShell to connect to Outlook Live, do the following: 

a. Click Start, point to All Programs, and then click Accessories. 

b. Right-click Command Prompt, and then click Run as administrator. If you get a user 

account control prompt that asks whether you want to continue, choose Continue. 



Live@edu Implementation Guide 

Page 34 
03 June 2010 

c. At the command prompt, run the following command. 

winrm get winrm/config/client/auth 

d. In the results, look for the value Basic =. If the value is Basic = false, you must change 

the value to Basic = true. 

e. To configure WinRM to support basic authentication on Windows Vista SP1 or Windows 

Server 2008, at the command prompt, run the following commands.  

net start winrm 

winrm set winrm/config/client/auth @{Basic="true"} 

net stop winrm 

Note: The value between the braces { } is case-sensitive. In Windows Server 2008, you 

don't have to start and stop the WinRM service. 

f. In the command output, verify the value Basic = true. 

Connecting Windows PowerShell to Outlook Live 

After you have installed and configured Windows PowerShell and WinRM on your computer, to manage 

your Outlook Live organisation, you have to connect Windows PowerShell on your local computer to 

Outlook Live. When you open Windows PowerShell on your computer, you're in the Windows 

PowerShell session of your local computer. A session is an instance of Windows PowerShell that 

contains all of the commands that are available to you. 

The Windows PowerShell session of your local computer, called the client-side session, only has the 

basic Windows PowerShell commands available to it. By connecting to Outlook Live, you connect to the 

Outlook Live server environment, called the server-side session, which contains the Outlook Live 

commands.  

To connect Windows PowerShell on your local computer to Outlook Live, follow these steps: 

1. Click Start, point to All Programs, click Windows PowerShell V2, and then click Windows 

PowerShell V2. 

2. Run the following command. 

$LiveCred = Get-Credential 

3. In the Windows PowerShell Credential Request window that opens, type the Windows Live ID 

and password of an Outlook Live administrator account. When you are finished, click OK. 

4. Run the following command. 

$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri 

https://ps.outlook.com/powershell/ -Credential $LiveCred -Authentication Basic ς

AllowRedirection 
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Note: The AllowRedirection parameter enables Outlook Live organisations all over the world to 

connect Windows PowerShell to Outlook Live by using the same URL. 

5. Run the following command. 

Import-PSSession $Session 

6. A progress indicator appears that shows the importing of Outlook Live commands into the 

client-side session of your local computer. When this process is complete, you can run Outlook 

Live commands. 

Using the Windows PowerShell CSV_Parser Script 

To use Windows PowerShell to deploy and manage your Live@edu users, you need to download and use 

the CSV_Parser.ps1 Windows PowerShell script. This script enables you to add new users, update 

existing users or delete existing users in Outlook Live. The script, which uses a CSV file to specify users, is 

a great way to create and configure many users or contacts simultaneously. 

Use the script for the following user types: 

¶ Mailbox users. Mailbox users are users in your Outlook Live domain who have a mailbox and a 

corresponding Windows Live ID. 

¶ Mail contacts. Mail contacts, also known as external contacts, don't have a Windows Live ID or a 

mailbox in your domain. For Outlook Live, mail contacts are users outside your organisation. 

However, their contact information includes an e-mail address that can be displayed in your 

address book. 

¶ Mail users. Mail users also don't have a mailbox in your domain. However, for Outlook Live, mail 

users are users inside your organisation, and they can have a Windows Live ID. For example, 

they can be users in your organisation who have on-premises e-mail accounts. 

Download the CSV_Parser.ps1 script and a sample.csv file from 

http://go.microsoft.com/fwlink/?LinkID=142060. 

After you download the script file, perform the following steps: 

1. Right-click the CSV_Parser.ps1 file, and then click Properties. 

2. On the General tab, if there is a Security ǎŜŎǘƛƻƴ ǘƘŀǘ Ƙŀǎ ǘƘŜ ǘŜȄǘ ά¢Ƙƛǎ ŦƛƭŜ ŎŀƳŜ ŦǊƻƳ ŀƴƻǘƘŜǊ 

ŎƻƳǇǳǘŜǊ ŀƴŘ ƳƛƎƘǘ ōŜ ōƭƻŎƪŜŘ ǘƻ ƘŜƭǇ ǇǊƻǘŜŎǘ ǘƘƛǎ ŎƻƳǇǳǘŜǊέ, click Unblock. If there is no 

Security section, you don't need to do anything. 

3. Click OK. 

File Structure of CSV_Parser.ps1 

You can use any text editor, such as Notepad, or an application such as Office Excel to create the CSV file 

that the CSV_Parser.ps1 script uses. You must format the file as described below and save the file as a 

.csv file. 

http://go.microsoft.com/fwlink/?LinkID=142060
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The first row, or header row, of the CSV file lists the names of the attributes, or fields, specified in the 

rows that follow. A comma separates each attribute name. Each row under the header row represents 

one user and supplies the information required for the Windows Live ID and the Outlook Live mailbox 

and address book listing. The attributes in each row must be in the same order as the attribute names in 

the header row. A comma separates each attribute value. If the attribute value for a particular record is 

null, don't type anything for that attribute. However, make sure that you include the comma to separate 

the null value from the next attribute. 

Example CSV File Format for CSV_Parser.ps1  

Here's an example of the correct format for a CSV file that the CSV_Parser.ps1 script uses. In this 

example, two mailbox users are being provisioned: Tamara Johnston and Ayla Kol. 

Action,Type,Name,EmailAddress,Password,FirstName,LastName,DisplayName 

Add,Mailbox,Tamara Johnston,TamaraJ@students.contoso.edu,P@ssw0rd,Tamara,Johnston,Tamara 

Johnston 

Add,Mailbox,Ayla Kol,Aylak@students.contoso.edu,P@ssw0rd,Ayla,Kol,Ayla Kol 

Supported Attributes for the CSV File Used with the CSV_Parser.ps1 Script 

There are many supported attributes for the CSV_Parser.ps1 script. The following table provides some of 

them, but for a full list of all of ǘƘŜ ŀǾŀƛƭŀōƭŜ ǊŜǉǳƛǊŜŘ ŀƴŘ ƻǇǘƛƻƴŀƭ ŀǘǘǊƛōǳǘŜǎΣ ǎŜŜ ά/ǊŜŀǘŜ ŀƴŘ /ƻƴŦƛƎǳǊŜ 

wŜŎƛǇƛŜƴǘǎ ǿƛǘƘ ǘƘŜ /{±ψtŀǊǎŜǊΦǇǎм ǎŎǊƛǇǘέ at http://help.outlook.com/en-us/140/cc713521.aspx.  

Attribute name  Required/optional  Description  

Action  Always required Action refers to the type of procedure being performed. Valid 

options are: 

¶ Add. This value creates new users in your domain. 

¶ Update. This value updates existing users in your 

domain. 

¶ Delete. This value deletes existing users from your 

domain. 

¶ PasswordReset. This value resets the password for an 

existing user. 

Type  Always required Type specifies the user type. Valid entries are: 

¶ Mailbox. This value specifies mailbox users in your 

domain who have a mailbox and a corresponding 

Windows Live ID. 

¶ MailContact. This value specifies a mail contact, a user 



Live@edu Implementation Guide 

Page 37 
03 June 2010 

Attribute name  Required/optional  Description  

outside your domain who doesn't have a 

Windows Live ID or a mailbox in your domain, but can 

receive e-mail messages at an external e-mail address. 

¶ MailUser. This value specifies a mail user, a user who 

doesn't have a mailbox in your domain. 

Name  Always required Name specifies an identifier for the user.  

 

When you create new mailbox users, the value of Name is used as 

the name of the Windows Live ID. The value of Name is also used 

for the value of DisplayName if you don't specify a value for 

DisplayName. The value of Name must be unique in your domain. 

ForceChangePassword  ¶ Optional for Add 

actions on 

mailbox users 

¶ Not used with 

Update or Delete 

actions 

ForceChangePassword is available only when you are creating 

new mailbox users.  

When ForceChangePassword is set to 1, it creates a 

Windows Live ID that requires new users to change their 

password after they log on for the first time.  

When ForceChangePassword is set to 0, or the 

ForceChangePassword attribute isn't defined in the header row, 

new users aren't required to change their password after they log 

on for the first time. 

 

Tip: If you have an existing on-premises directory service, you can use a directory export tool to export 

the user data from your existing directory service to a CSV data file. You can then edit that CSV file and 

modify the header row that lists the attribute names to match the attribute names that are specified in 

this table. Finally, you can use the resulting CSV file to import your user information to Outlook Live. 

Options for the CSV_Parser.ps1 Script 

The following table describes the options that you can use with the CSV_Parser.ps1 script. 

Parameter  Required  Description  

LiveCredential  Required The LiveCredential parameter specifies the Windows Live ID and password of an 

Outlook Live administrator account in your Outlook Live domain. To specify a value for 

the LiveCredential parameter, store the Windows Live ID credentials in a variable 

before you run the CSV_Parser.ps1 script. 

UsersFile  Required The UsersFile parameter specifies the name and location of the CSV_Parser.ps1 script. 

If you use a value that contains spaces, make sure that you enclose the whole value in 

quotation marks. 
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Parameter  Required  Description  

EndRow  Optional The EndRow parameter specifies the last data row of the CSV file to act upon. The 

default value is 1000000. If you don't specify a value, the script will act on all data 

rows in the CSV file until the end is reached. The header row that contains the column 

definitions isn't included in the count of data rows in the CSV file. 

LogDirectory  Optional The LogDirectory parameter specifies the location of the log files that the script 

generates. The name of a log file is <monthdateyear_time>RPSCSVParser.log. This file 

contains useful troubleshooting information. If you don't specify a value for 

LogDirectory, the log file is stored in the directory that is specified by the %TEMP% 

environment variable in your Windows profile. By default, the temporary directory is 

located at C:\Users\<username>\AppData\Local\Temp. 

If you specify a different log directory, make sure that the specified directory exists 

and that you have sufficient permissions to read and create files in that directory. 

LogVerbose  Optional The LogVerbose parameter enables detailed debug logging for advanced 

troubleshooting purposes. If you specify the LogVerbose parameter, detailed debug 

logging is enabled. 

RemoteURL  Optional The RemoteURL parameter specifies the URL that connects your local 

Windows PowerShell console to the remote Outlook Live service. You don't have to 

use this parameter. The script will automatically connect to the correct data centre. 

The only acceptable value for this parameter is https://ps.outlook.com/powershell/ . 

StartRow  Optional The StartRow parameter specifies the first row of the CSV file to act upon. The default 

value is 1. If you don't specify a value, the script will start on the first data row in the 

/{±Φ ¢ƘŜ ƘŜŀŘŜǊ Ǌƻǿ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ǘƘŜ ŎƻƭǳƳƴ ŘŜŦƛƴƛǘƛƻƴǎ ƛǎƴΩǘ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ Ŏƻǳƴǘ ƻŦ 

data rows in the CSV file. 

ValidateAction  Optional The ValidateAction parameter enables or disables validation. The default value is 

$true, which means all actions that the CSV_Parser.ps1 script performs are validated. 

Validation requires several seconds per object. If you are certain that the actions that 

you are performing with the CSV_Parser.ps1 script don't require validation, you can 

disable validation by setting the value to $false. 

$WarningPreference  Not 

applicable 

$WarningPreference controls the error handling for the script. You set the value for 

$WarningPreference by modifying the value in the CSV_Parser.ps1 script. The possible 

values are SilentlyContinue, Continue, Inquire, Suspend or Stop: 

¶ SilentlyContinue. If an error is encountered, the script continues without 

displaying the error. 

¶ Continue. If an error is encountered, the error is displayed and the script 

continues. 
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Parameter  Required  Description  

¶ Inquire. If an error is encountered, the script pauses and you are forced to 

choose whether to continue, halt or suspend the script. 

¶ Stop. If an error is encountered, the script stops. 

The default value is SilentlyContinue. 

 

How to Use the CSV_Parser Script to Deploy Users for Live@edu 

Here's an example that shows how to use the CSV_Parser.ps1 script with the following parameters: 

¶ Path to CSV_Parser.ps1 script ς C:\Tools\CSV_Parser.ps1 

¶ CSV file name and path ς C:\Data\Bulk Import.csv 

To use the CSV_Parser.ps1 script to import users defined in the C:\Data\Bulk Import.csv file:  

1. Click Start, point to All Programs, click Windows PowerShell V2, and then click Windows 

PowerShell V2. 

2. Run the following command. 

$LiveCred = Get-Credential 

3. In the Windows PowerShell Credential Request window, type the Windows Live ID and 

password of an Outlook Live administrator account, and then click OK. 

4. Run the following command. 

C:\Tools\CSV_Parser.ps1 -LiveCredential $LiveCred -UsersFile "C:\Data\Bulk Import.csv" 

5. Depending on the number of users and attributes that are defined in the CSV file, the script may 

take some time to run. Various messages and errors may be displayed. When the script is 

finished, you can view these messages in the log file named 

<monthdateyear_time>RPSCSVParser.log. By default, the log file is located at C:\Users\<user 

name>\AppData\Local\Temp\ , but you can specify the log file location by using the LogDirectory 

parameter detailed in the table above. 

PowerShell Cmdlets for Live@edu 

Administrators of Outlook Live organisations can use Windows PowerShell V2 CTP3 with WinRM V2 to 

manage recipients and domain settings, and to generate reports or help with troubleshooting. There are 

cmdlets for the following areas of Outlook Live administration: 

¶ Recipient management 

¶ Domain management 

¶ Permissions 
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¶ Policy 

¶ Reporting and troubleshooting 

¶ Client access settings 

¢ƻ ƎŜǘ ŀ Ŧǳƭƭ ƭƛǎǘ ŀƴŘ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǘƘŜǎŜ ŎƳŘƭŜǘǎΣ ǎŜŜ άwŜŦŜǊŜƴŎŜ ǘƻ !ǾŀƛƭŀōƭŜ tƻǿŜǊ{ƘŜƭƭ /ƳŘƭŜǘǎέ ŀǘ 

http://help.outlook.com/en-gb/140/dd575549.aspx. 

You can get more help about using individual cmdlets at the command line by using the commands in 

the following table. 

Help command  Description  Example  

Get-Help <cmdlet>  Provides information about the cmdlet usage and syntax. Get-Help Get-Mailbox  

Get-Help <cmdlet> -
Examples  

Shows examples of common cmdlet usage. Get-Help Get-Mailbox -
Examples  

Get-Help <cmdlet> -
Detailed  

Provides the cmdlet description, cmdlet syntax and a full list of 
parameters, including their usage and examples. 

Get-Help Get-Mailbox -
Detailed  

 

Outlook Live organisations have access to a subset of all Exchange management cmdlets and a subset of 

all parameters that are available for those cmdlets.  

Note: Command-line help doesn't currently differentiate between on-premises and Outlook Live 

deployments. Therefore, you will see some cmdlets and parameters that don't apply to Outlook Live.  

Deploying Live@edu Accounts by Using Identity Lifecycle Manager 2007 and 

OLSync 

What Is Identity Lifecycle Manager 2007? 

Identity Lifecycle Manager 2007 provides an integrated and comprehensive solution for managing the 

entire life cycle of user identities and their associated credentials. It provides identity synchronisation, 

certificate and password management and user provisioning in a single solution that works across 

Windows and other organisational systems. Using Identity Lifecycle Manager 2007, IT organisations can 

define and automate the procesǎŜǎ ǘƘŀǘ ŀǊŜ ǳǎŜŘ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ǳǎŜǊǎΩ ƛŘŜƴǘƛǘƛŜǎΦ 

Identity Lifecycle Manager 2007 enables organisations to reduce the cost of managing the identity and 

access life cycle by providing a single view of a user's identity across the heterogeneous enterprise and 

through the automation of common tasks. 

http://help.outlook.com/en-gb/140/dd575549.aspx
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What Is OLSync? 

OLSync, formerly known as both ELMA and GALSync 2010, is a set-once directory synchronisation tool 

that provides an automated solution to provision accounts from your on-premises Active Directory® 

directory service system into Outlook Live. The goal of directory synchronisation is to represent a single 

entity in different identity databases, and to keep the information about that entity consistent and up to 

date. 

This tool is a best fit for educational establishments who manage a large user base and want limited 

ongoing maintenance updates for provisioning. 

How Does OLSync Work? 

OLSync pulls user, contact, group and dynamic distribution group data from your on-premises Active 

Directory Domain Services (AD DS) or Active Directory, replicates it and synchronises it with your 

Outlook Live domain. After OLSync pulls in the data, it creates, manages and deletes accounts in Outlook 

Live, a process called "auto-provisioning". In addition, OLSync populates the shared address book in the 

corresponding Outlook Live domain. When OLSync runs, it completes a one-way synchronisation from 

your directory to the Outlook Live data centre that Microsoft operates. OLSync doesn't write 

information back to your directory. 

OLSync is a directory synchronisation tool that you use to replicate and synchronise user information 

between your on-premises AD DS or Active Directory directory service and Outlook Live. The goal of 

directory synchronisation is to represent a single entity in different identity databases, and to keep the 

information about that entity consistent and up to date. In addition, OLSync auto-provisions accounts in 

Outlook Live based on how you have configured OLSync and your on-premises recipient objects. 

OLSync is designed to simplify the complex task of directory synchronisation. Before you deploy OLSync, 

you need a high-level understanding about how directory synchronisation works and some basic 

concepts behind Identity Lifecycle Manager 2007. OLSync relies on Identity Lifecycle Manager 2007 

Feature Pack 1 (FP1) as its directory synchronisation engine. 

In addition, you need to understand how OLSync determines which on-premises recipient objects to 

include in synchronisation and provisioning. Finally, you must understand how the specific configuration 

of the recipient objects and OLSync determines the final synchronisation and provisioning behaviour of 

the resulting recipient objects in Outlook Live. 

How will this understanding help you? 

¶ Planning. An understanding of how OLSync works will help you plan for initial deployment and account provisioning. 
A basic OLSync infrastructure is fairly easy to deploy, but if your organisation grows or you want to deploy additional 
Outlook Live domains in the future, you'll need to understand how best to plan for directory synchronisation in a 
more complex deployment. 

¶ Security. You need to understand which recipient objects are being replicated to the Outlook Live domain and the 
implications for privacy and security. For example, recipient data, such as name, phone, title, office and other 
personal information, is synchronised to and exposed in the Outlook Live shared address book. In addition, you will 
need to create service accounts in your cross-premises organisation that have elevated rights.  
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¶ Troubleshooting. After you set up OLSync, running and maintaining the solution isn't hard. However, deployment 
relies on several manual configurations that can be error-prone. Understanding how OLSync works will help you 
troubleshoot potential connection and configuration errors. 

Basic Identity Lifecycle Manager 2007 Terminology 

Identity Lifecycle Manager 2007 is the directory synchronisation engine used by OLSync, so it's helpful to 

understand how the terms in the following table relate to Identity Lifecycle Manager 2007.  

Term  Definition  

Active Directory Management 

Agent (ADMA) 

The Identity Lifecycle Manager management agent provided by Microsoft to connect to AD 

DS or Active Directory.  

Connector space A staging area in Identity Lifecycle Manager that contains representations of selected 

objects and attributes in a connected data source, such as AD DS or Active Directory. The 

connector space contains a mirror image of the connected data source at a given point in 

time. 

Connector space entry An object in the Identity Lifecycle Manager connector space that is created either by data 

imported from the connected data source or by provisioning. These objects hold attribute 

values that can be imported or exported from corresponding objects in the connected data 

source or the metaverse. 

Outlook Live Management 

Agent (OLMA) 

The Identity Lifecycle Manager management agent provided by Microsoft to connect to 

Outlook Live.  

Management agent An Identity Lifecycle Manager component that consists of properties, rules and rule 

extensions that determine how an object is processed. A single management agent can 

have one or more run profiles that determine the management agent's behaviour, such as 

how or when the management agent runs. Each management agent has a connector space 

associated with it. 

Metaverse The data store that Identity Lifecycle Manager uses to contain the aggregated identity 

information from multiple connected data sources, providing a single global, integrated 

view of all combined objects. The metaverse is the core identity repository for Identity 

Lifecycle Manager and is often referred to as the metadirectory. 

Synchronisation The Identity Lifecycle Manager operation that copies information back and forth between a 

connector space and the metaverse, and applies appropriate rules to the data. 

There are two types of import and synchronisation operations: full and "delta". A full 

import or synchronisation occurs initially when a new connector space has been configured. 

Subsequent operations synchronise only data that is new or changed, that is, the "delta", or 

difference, since the last synchronisation. Delta operations are much faster. However, full 

operations may be needed again at some point because of certain kinds of error conditions. 

Identity Lifecycle Manager 2007 prompts you to run full operations if they are required. 

If you update the binary files that are included with OLSync or if you change the default 
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rules ς for example, by configuring custom attribute flows ς you must also run a full 

synchronisation cycle. 

OLSync Filtering Logic 

Filtering occurs during the import operation in an Identity Lifecycle Manager synchronisation cycle. The 

goal of filtering is to determine which recipient objects in the on-premises AD DS or Active Directory 

should be copied to the Identity Lifecycle Manager metaverse for synchronisation. 

When OLSync runs, Identity Lifecycle Manager filters out objects in the following order. After an object 

is filtered out, Identity Lifecycle Manager won't evaluate it again, nor will the object be copied to the 

ILM metaverse for synchronisation: 

1. Recipient objects that don't have required attributes. Identity Lifecycle Manager reads the 
recipient objects in the following table. If any of the required attributes are empty (null), the 
recipient object is filtered out. 

Recipient object type  Required attributes  

Mailbox-enabled user mail, legacyExchangeDN, proxyAddresses 

Mail-enabled user mail, targetAddress 

User (AD DS or Active Directory only; no Microsoft Exchange installed) mail 

Mail-enabled contact mail, targetAddress 

Distribution group, dynamic distribution group or security group mail, proxyAddresses, mailNickName 

2. Recipient objects where the adminCount attribute is set to 1. The adminCount attribute is used 
to identify users in protected administrator groups, such as the Domain Admins and 
Administrators. If the adminCount attribute is set to 1 on any recipient object, it is filtered out. 

3. Mailbox-enabled user objects that are specified as mailbox plans, discovery mailboxes or 
arbitration mailboxes. The msExchRecipientTypeDetails attribute is used to identify mailboxes 
that are specified as mailbox plans, discovery mailboxes or arbitration mailboxes. These 
mailbox-enabled users are filtered out.  

4. The mail attribute on an AD DS or Active Directoryςonly user that doesn't match the 
provisioning domain. In an on-premises environment where Microsoft Exchange hasn't been 
installed, OLSync filters out all user objects where the mail attribute doesn't contain an SMTP 
address that matches the provisioning domain.  

5. The attribute used to generate the Windows Live ID doesn't match any of the accepted 
domains. The final pass filters out recipient objects that are configured for auto-provisioning, 
but don't have an accepted domain match in the attribute that is used to generate the Windows 
Live ID.  
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The attribute used to generate the Windows Live ID must contain a domain name that matches 
one of the accepted domains that you have configured in Outlook Live. As described in step 4, 
by default, OLSync looks to the user principal name (UPN) for a match unless you have set the 
MVWindowsLiveIdAttributeName parameter to use a different attribute. In this case, OLSync 
matches the SMTP address that is stored in the attribute that you have specified in the 
MVWindowsLiveIdAttributeName parameter. In any case, if OLSync can't find a match to an 
accepted domain, the recipient object is filtered out. 

How Is Each Object Synchronised? 

Now let's look at how different recipient object types are synchronised from your on-premises domain 

to Outlook Live. 

Before we describe how each recipient object type is handled, let's take a look at some important 

concepts in the following table.  

Term  Definition  

Security 

principal objects 

Active Directory objects that are assigned security IDs (SIDs) and can be used to log on to the network and 

assigned access to domain resources.  

Provisioning 

domain 

The domain name of the Outlook Live domain that you are configuring with OLSync. When you deploy 

OLSync, you manually enter at least one provisioning domain ς for example, student.contoso.edu ς during 

the Identity Lifecycle Manager 2007 configuration process. The provisioning domain must be an accepted 

domain in your Outlook Live deployment. 

To simplify the mail-routing configuration between your on-premises organisation and Outlook Live, we 

recommend that the provisioning domain is also an authoritative domain in your Outlook Live organisation. 

With this configuration, the on-premises, mail-enabled userΩs targetAddress attribute will point to the 

authoritative domain in Outlook Live. Therefore, e-mail sent to the on-premises, mail-enabled user will be 

routed to the corresponding Outlook Live mailbox without any additional on-premises routing 

configuration. 

Accepted 

domain 

Any SMTP namespace for which an Outlook Live organisation sends or receives e-mail. OLSync uses the 

Outlook Live accepted domain data to determine what kind of Exchange recipient objects to create in the 

Outlook Live domain. For more information, see Accepted Domains. 

On-premises 

schema 

In addition to the Outlook Live accepted domain, the Active Directory schema that is running on-premises 

also dictates what kind of Exchange recipient objects OLSync creates in the Outlook Live domain. OLSync 

acts on an Active Directory schema where Microsoft Exchange hasn't been installed. OLSync also acts on 

the Active Directory schema where Exchange Server 2003 or later versions of Microsoft Exchange have 

been installed. 

targetAddress 

attribute 

An Active Directory attribute on Exchange recipient objects. In an Exchange environment, the 

targetAddress attribute is exposed as the "External address" address, and is used for routing e-mail.  

In the context of OLSync synchronisation and provisioning, accepted domains are important. As a best 

practice, all of the domains in your on-premises forest should be represented and configured as 

http://help.outlook.com/en-us/140/cc511399.aspx
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accepted domains in your Outlook Live deployment. In addition, all users in your on-premises forest 

should have UPNs that match one of the accepted domains in your Outlook Live deployment. An 

important change to the most recent version of OLSync is how new, accepted domains are handled after 

OLSync has already run. Depending on your configuration, OLSync may delete or create new recipient 

objects in Outlook Live if you add or remove an accepted domain. 

For example, consider an organisation with on-premises, mail-enabled users whose targetAddress 

attributes don't match an accepted domain in Outlook Live. When OLSync is run, external contacts are 

provisioned in Outlook Live that correspond to the on-premises, mail-enabled users. The administrator 

adds an accepted domain to Outlook Live that matches the targetAddress attributes on the mail-

enabled users. The next time OLSync is run, the external contacts that were created previously are 

deleted and mailbox-enabled users are created instead.  

Mail-Enabled User Objects 

A mail-enabled user object is an Active Directory security principal object that has at least one 

associated SMTP address. By default, a mail-enabled user object has a mail, targetAddress and 

proxyAddresses attribute. By default, each of these attributes shares the same e-mail value.  

When OLSync encounters a mail-enabled user object in your on-premises forest, it creates one of the 

following three types of objects in the corresponding Outlook Live organisation, depending on the mail-

enabled user's targetAddress attribute: 

¶ The mail-enabled user is synchronised to Outlook Live as a mailbox-enabled user object. If the 
mail-enabled user's targetAddress attribute matches a provisioning domain, an Outlook Live 
mailbox is provisioned for the user. The resulting Windows Live ID for the provisioned user is 
controlled by the MVWindowsLiveIdAttributeName parameter. By default, the Windows Live ID 
will match the on-premises user's UPN. 

¶ The mail-enabled user is synchronised to Outlook Live as a mail-enabled user. If the mail-
enabled user's targetAddress attribute doesn't match a provisioning domain, but it does match 
an accepted domain in the Outlook Live organisation, a mail-enabled user is created in Outlook 
Live. However, a Windows Live ID isn't created for this account.  

¶ The mail-enabled user is synchronised to Outlook Live as an external contact. If the mail-
enabled user's targetAddress attribute doesn't match a provisioning domain, and it also doesn't 
match an accepted domain in the Outlook Live organisation, an external contact is created in 
Outlook Live. Outlook Live represents external users as external contacts, while internal users 
are represented by mail-enabled users. OLSync distinguishes between internal and external 
users according to whether the associated targetAddress attribute matches an accepted 
domain. 

Mailbox-Enabled User Objects 

A mailbox-enabled user object is an Active Directory security principal object that has Exchange-specific 

attributes, such as homeMDB.  
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When you run OLSync, mailbox-enabled user objects in your on-premises organisation are synchronised 

to the Microsoft data centre as either mail-enabled user objects or mail contacts. This means that the 

Outlook Live address book contains all of the users from your on-premises organisation.  

Mailbox-enabled user objects don't have a targetAddress attribute in Active Directory. Therefore, when 

OLSync runs, it reads the proxyAddresses attribute to determine how to synchronise the object to 

Outlook Live. 

If the proxyAddresses attribute contains a primary SMTP address that matches an accepted domain in 

Outlook Live, a mail-enabled user is created. For the purposes of e-mail routing, the targetAddress 

attribute on the corresponding mail-enabled user in Outlook Live will match the primary SMTP address 

of the on-premises, mailbox-enabled user. 

On the other hand, if the proxyAddresses attribute doesn't contain a primary SMTP address that 

matches an accepted domain in Outlook Live, a mail contact is created.  

Mail Contacts 

A mail contact isn't a security principal object. It is an object that has at least one SMTP address 

associated with it. Use mail contacts to represent people outside your organisation who have external e-

mail addresses and to whom users in your organisation frequently send mail.  

When OLSync encounters a mail contact object in your on-premises forest, it creates one of the 

following two types of objects in the corresponding Outlook Live organisation, depending on the 

external contact's targetAddress attribute: 

¶ The mail contact is synchronised to Outlook Live as an external contact. If the mail contact's 
targetAddress attribute doesn't match an Outlook Live accepted domain, an external contact is 
created in Outlook Live.  

¶ The mail contact is synchronised to Outlook Live as a mail-enabled user. If the mail contact's 
targetAddress attribute matches an accepted domain in the Outlook Live organisation, a mail-
enabled user is created in Outlook Live. 

Groups 

A group can be a security group or an e-mail distribution group, which is called a "public group" in 

Outlook Live. Security groups are security principal objects. You can mail-enable a security group, but 

this isn't a best practice.  

E-mail distribution groups, security groups and dynamic distribution groups don't have a targetAddress 

attribute on their respective objects in Active Directory. Therefore, when OLSync runs, it reads the 

proxyAddresses attribute to discover the primary SMTP address, which, in turn, determines how OLSync 

synchronises the object to Outlook Live. 

If the primary SMTP address of a given e-mail distribution group, security group or dynamic distribution 

group is set to any accepted domain, the group is synchronised to Outlook Live as a set of mail-enabled 

users. Groups that have a primary SMTP address that doesn't match an accepted domain are 
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synchronised to Outlook Live as external mail contacts. In both cases, groups that are synchronised to 

Outlook Live don't expose the objects in the on-premises group to Outlook Live users.  

Quick Guide to How Objects Are Synchronised 

The following tables summarise how objects are synchronised. The first table shows recipient objects 

that are present in an organisation that is running Microsoft Exchange. The second table shows a user 

object in an Active Directory organisation where Microsoft Exchange isn't installed. 

On-premises recipient object - 

Microsoft Exchange on-premises  

Configuration of the on-premises recipient object  Synchronised to 

Outlook Live as:  

Mail-enabled user The targetAddress attribute of the on-premises recipient object 

is set to the provisioning domain. 

Mailbox-enabled 

user 

Mail-enabled user The targetAddress attribute of the on-premises recipient object 

is set to the accepted domain, which isn't a provisioning domain. 

Mail-enabled user 

Mail-enabled user The targetAddress attribute of the on-premises recipient object 

is set to neither the provisioning domain nor the accepted 

domain. 

External contact 

Mail contact The targetAddress attribute of the on-premises recipient object 

is set to neither the provisioning domain nor the accepted 

domain. 

External contact 

Mail contact The targetAddress attribute of the on-premises recipient object 

is set to any accepted domain. 

Mail-enabled user 

Mailbox-enabled user The primary SMTP address of the on-premises recipient object is 

set to any accepted domain. 

Mail-enabled user 

Mailbox-enabled user The primary SMTP address of the on-premises recipient object is 

not set to any accepted domain. 

External contact 

Distribution group, dynamic 

distribution group or security 

group 

The primary SMTP address of the on-premises recipient object is 

set to any accepted domain. 

Mail-enabled user 

Distribution group, dynamic 

distribution group or security 

group 

The primary SMTP address of the on-premises recipient object is 

set to neither the provisioning domain nor the accepted domain. 

External contact 

On-premises recipient object - Active Directory only, no 

Microsoft Exchange on-premises  

Mail attribute of on-premises user 

object set to:  

Synchronised to Outlook 

Live as:  
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Active Directory user Provisioning domain Mailbox-enabled user 

Active Directory contact N/A  Not synchronised 

Provisioning Domain, targetAddress and UPN 

As you think about deploying OLSync and how you will provision users, it's important to understand the 

relationship between the provisioning domain, the targetAddress attribute and the userPrincipalName 

attribute. You will need to prepare the recipient objects in your on-premises domain before you deploy 

OLSync. How the targetAddress and userPrincipalName attributes are set on these recipient objects will 

dictate how OLSync will auto-provision users. 

The provisioning domain is used by OLSync as a trigger for provisioning. You must specify at least one 

provisioning domain when you configure OLSync. If the OLSync provisioning domain parameter includes 

a domain that matches a targetAddress value on a given mail-enabled user in the on-premises AD DS or 

Active Directory, provisioning is triggered. 

By default, if the on-premises UPN domain name for the given recipient object doesn't match an 

accepted domain, OLSync won't provision a user. On the other hand, if the on-premises UPN does match 

an accepted domain in Outlook Live, provisioning will work.  

By default, when OLSync provisions a Windows Live ID for a user, the Windows Live ID for the 

provisioned user matches the on-premises UPN domain. However, the resulting Windows Live ID for the 

provisioned user can be changed by setting the MVWindowsLiveIdAttributeName parameter. 

The following diagram shows how each recipient object can be synchronised. 
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OLSync Prerequisites  
Before you deploy OLSync, you should make sure that you know what the prerequisites are.  

The "out-of-the-box" OLSync solution requires AD DS and Active Directory directory service on-premises. 
OLSync supports an on-premises topology where only AD DS and Active Directory are deployed or where 
Exchange Server 2003 or later versions of Microsoft Exchange are deployed. Learn more at Implement 
Outlook Live Directory Sync.  

http://help.outlook.com/en-us/140/dd575560.aspx
http://help.outlook.com/en-us/140/dd575560.aspx


Live@edu Implementation Guide 

Page 50 
03 June 2010 

Hardware and Software Prerequisites 

Review the prerequisites in the following table, and be sure to read Outlook Live Directory Sync Known 

Issues, which describes current known issues. 

Prerequisite  Description  More information  

Hardware Recommended requirement for either a 

physical or virtualised server: 

¶ Pentium 4 1-GHz processor or 
higher. 

¶ 2 GB of memory (1 GB minimum). 

Hard disk requirements: 

¶ 350 MB for default installation. 

¶ 1 GB for log file on a separate hard 
disk. 

¶ 8 GB for database files on a separate 
hard disk. 

  

Operating system OLSync must be installed on 32-bit 

Windows Server 2008 Enterprise or 

Windows Server 2003 Enterprise SP2. 

How to obtain the latest service pack for Windows 

Server 2003 

Microsoft SQL Server® SQL Server 2008 SP1 or SQL Server 2005 

SP3. 

Prepare Your On-Premises Organisation for OLSync 

Windows PowerShell 

and Windows Remote 

Management 

The latest versions of Windows 

PowerShell V2 and Remote Management 

(WinRM) V2. 

Use Windows PowerShell 

Configure WinRM to 

allow basic 

authentication 

If you get remote server errors when you 

try to connect to Outlook Live with 

Windows PowerShell, configure WinRM 

to allow basic authentication. 

Windows PowerShell: FAQs for Administrators 

Microsoft .NET 

Framework  

.NET Framework 3.5 SP1 Microsoft .NET Framework 3.5 Service Pack 1 

Identity Lifecycle 

Manager Server 

Identity Lifecycle Manager Server 2007 

FP1.  

If you are deploying Identity Lifecycle 

Manager at a school, you may qualify for 

the discounted Identity Lifecycle 

Manager EDU SKU. For more information, 

Prepare Your On-Premises Organisation for OLSync 

http://help.outlook.com/en-us/140/dd878115.aspx
http://help.outlook.com/en-us/140/dd878115.aspx
http://go.microsoft.com/fwlink/?LinkId=3052&kbid=889100
http://go.microsoft.com/fwlink/?LinkId=3052&kbid=889100
http://help.outlook.com/en-us/140/dd490633.aspx
http://help.outlook.com/en-us/140/cc546278.aspx
http://help.outlook.com/en-us/140/cc875890.aspx
http://go.microsoft.com/fwlink/?LinkId=152380
http://help.outlook.com/en-us/140/dd490633.aspx


Live@edu Implementation Guide 

Page 51 
03 June 2010 

contact your Education Licence Reseller. 

Identity Lifecycle 

Manager 2007 FP1 

strong naming hotfix 

Hotfix rollup version 3.3.1101.2. A hotfix rollup package (build 3.3.1101.2) is available for 

Identity Lifecycle Manager 2007 Feature Pack 1 

Identity Lifecycle 

Manager 2007 FP1 

Sync Engine 

Configuration Windows 

PowerShell cmdlets 

Updated Windows PowerShell cmdlets. Identity Lifecycle Manager 2007 FP1 Sync Engine 

Configuration PowerShell Commandlets 

Current version of 

OLSync setup file 

Galsync.msi. Download the Galsync.msi file here. The Galsync.msi file 

is on the Microsoft Connect download page. To access 

and download the Galsync.msi file, you must be signed 

in with the Windows Live account that has access to the 

Live@edu Microsoft Connect site. 

Don't know which Windows Live account has access to 

the Microsoft Connect download page? If your 

organisation is running Outlook Live, a representative 

from your organisation had to use a Windows Live 

account to set up the initial Outlook Live domain. That 

initial Windows Live account is the account that you 

must use to access the Live@edu Microsoft Connect 

site. 

Internet connectivity The computer running Identity Lifecycle 

Manager 2007 FP1 must be able to 

communicate with both the internal 

Active Directory servers and Outlook Live. 

  

Prerequisites for Identity Lifecycle Manager 

You can't install OLSync on a server running Identity Lifecycle Manager in addition to other management 

agents. 

If you are running the pre-release version of the OLMA, referred to as Release 2 Exchange Labs 

Management Agent (R2 ELMA), R3 ELMA or ELMA, on the computer running Identity Lifecycle Manager 

2007 FP1, see Upgrade ELMA or GALSync 2010 to Outlook Live Directory Sync. 

If you are running other management agents on the computer running Identity Lifecycle Manager 2007 

FP1, you must either install OLSync on another computer or remove the management agents from the 

computer running Identity Lifecycle Manager 2007 FP1 before you install OLSync. For information about 

how to remove existing management agents, see How do I delete CS and MV data, and decommission 

Management Agents? 

http://go.microsoft.com/fwlink/?LinkId=3052&kbid=960765
http://go.microsoft.com/fwlink/?LinkId=3052&kbid=960765
http://go.microsoft.com/fwlink/?LinkID=152464
http://go.microsoft.com/fwlink/?LinkID=152464
http://go.microsoft.com/fwlink/?LinkId=164627
http://help.outlook.com/en-us/140/ee514468.aspx
http://go.microsoft.com/fwlink/?LinkId=152460
http://go.microsoft.com/fwlink/?LinkId=152460
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Identity Lifecycle Manager Live Licensing 

The Identity Lifecycle Manager live licence gives access to the full Identity Lifecycle Manager client, with 

the restriction that the only outgoing connection is for Outlook Live. If an institution wants more 

outgoing connections from the same server that is running Identity Lifecycle Manager, the institution is 

not eligible. Microsoft Education Large Account Resellers (EdLARs) are the preferred partner for this 

product. You can find a complete list of Microsoft EdLARs on the Microsoft Education United Kingdom 

Web site. 

Deploy ing OLSync 
Follow these steps to deploy and configure OLSync. These steps explain how to deploy OLSync in a single 
on-premises Active Directory forest that connects to a single Outlook Live hosted tenant organisation. If 
you need to connect multiple Active Directory forests to synchronise with Outlook Live, contact your 
Microsoft representative. 

Before You Begin 

Be sure you understand what OLSync does, how it works and what you need to deploy. Before you move 

forward, read Implement Outlook Live Directory Sync, OLSync Prerequisites and Outlook Live Directory 

Sync Known Issues. 

1. Deploy Outlook Live 

Before you can deploy OLSync, you have to deploy your Outlook Live domain or domains. 

For more information, see Outlook Live for Live@edu. 

2. Prepare Your On-Premises Organisation 

Now you need to install Identity Lifecycle Manager 2007 FP1 and all dependencies in your on-premises 

organisation.  

You may also need to enable your Outlook Live domain as an additional UPN domain name in your on-

premises provisioning domain.  

Finally, we recommend that you test the OLSync deployment before you go into production. For testing 

purposes, create some on-premises test accounts to sync into Outlook Live. 

For more information, see Prepare Your On-Premises Organisation for OLSync. 

3. Configure Outlook Live Authentication for OLSync 

OLSync requires access to your Outlook Live domain to create mail user, mailbox and external contact 

objects. To authenticate with Outlook Live, you must create and use a Windows Live ID service account. 

For more information, see Create an OLSync Service Account in Outlook Live. 

4. Create an On-Premises OLSync Service Account 

The on-premises OLSync service account is used by Identity Lifecycle Manager FP1 to access the on-

premises AD DS or Active Directory directory service. After you create the account, you need to grant it 

specific permission to initiate directory replication.  

http://www.microsoft.com/uk/education/buy/where/reseller-search.mspx
http://www.microsoft.com/uk/education/buy/where/reseller-search.mspx
http://help.outlook.com/en-us/140/dd575560.aspx
http://help.outlook.com/en-us/140/dd891075.aspx
http://help.outlook.com/en-us/140/dd878115.aspx
http://help.outlook.com/en-us/140/dd878115.aspx
http://help.outlook.com/en-us/140/ms.exch.edu.deployment.aspx
http://help.outlook.com/en-us/140/dd490633.aspx
http://help.outlook.com/en-us/140/dd490638.aspx
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For more information, see Create an On-Premises OLSync Service Account. 

5. Run OLSync Setup 

OLSync setup installs the OLMA configuration and other files in the appropriate Identity Lifecycle 

Manager directories. OLSync setup also imports the OLMA configuration and management agents.  

For more information, see Run OLSync Setup. 

6. Configure the OLSync Hosted Management Agent 

The hosted management agent manages the connection to Outlook Live.  

For more information, see Configure the OLSync Hosted Management Agent. 

7. Specify Which On-Premises Organisational Units You Want to Synchronise with Outlook Live 

(Optional) 

Before you synchronise all of the accounts in the provisioning domain, we recommend that you test the 

OLSync synchronisation by creating test accounts in a test organisational unit in your on-premises 

provisioning domain. In this way, you can verify that accounts are synchronised and provisioned as you 

planned.  

For more information, see Specify the On-Premises Organizational Units that are Synchronized to 

Outlook Live. 

8. Perform a Full Data Synchronisation 

To perform the first data synchronisation with Outlook Live, you must run synchronisation operations 

from Identity Lifecycle Manager FP1 in a specific order that is unique to full data synchronisation.  

For more information, see Perform a Full OLSync Synchronisation to Outlook Live. 

9. Verify That the On-Premises Accounts Have Been Synchronised 

After you've completed the OLSync configuration and initial synchronisation, you need to verify that the 

synchronisation was successful.  

For more information, see Verify OLSync Synchronization to Outlook Live. 

Perform ing Subsequent OLSync Data Synchroni sations to Outlook Live  
After you create or delete users, mail users or contacts in your on-premises organisation, you have to 
resynchronise OLSync data to keep your corresponding Outlook Live domain up to date.  

If you've never synchronised your OLSync configuration, make sure that you follow the procedures 
in Perform a Full OLSync Synchronization to Outlook Live. 

There are two ways to resynchronise OLSync data. Using a Windows PowerShell script is the 
recommended approach. 

http://help.outlook.com/en-us/140/dd490632.aspx
http://help.outlook.com/en-us/140/dd490626.aspx
http://help.outlook.com/en-us/140/dd490630.aspx
http://help.outlook.com/en-us/140/dd490631.aspx
http://help.outlook.com/en-us/140/dd490631.aspx
http://help.outlook.com/en-us/140/dd490628.aspx
http://help.outlook.com/en-us/140/dd490627.aspx
http://help.outlook.com/en-us/140/dd490628.aspx
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Run the Synchronisation Operations by Using a Windows PowerShell Script 

When you run OLSync setup, the script, StartSync.ps1, is copied to the following directory: <system 

drive>:\Program Files\Microsoft Identity Integration Server\SourceCode\Scripts. Use this script to 

automate synchronisation operations with Windows PowerShell: 

1. On the computer that is running Identity Lifecycle Manager FP1, click Start, click All Programs, 
click Windows PowerShell V2, and then click Windows PowerShell V2. 

2. Navigate to <system drive>:\Program Files\Microsoft Identity Integration 
Server\SourceCode\Scripts. 

3. Run the following command. 

.\StartSync 

Windows PowerShell will run each synchronisation operation and then report on the status. All data in 

the Status column should say "success". If you get errors, see Troubleshoot Outlook Live Directory Sync.  

To create a scheduled task that runs the StartSync.ps1 script, run the following command. 

.\StartSync -schedule 

This command creates a scheduled task that runs the StartSync.ps1 script every two hours from 8 A.M. 

to 8 P.M. You can change the frequency of the task by opening the StartSync.ps1 script and modifying 

the sc, mo, st and du parameters in the following line of code.  

schtasks.exe /create /sc HOURLY /MO 2 /st 08:00:00 /du 0012:00 /tn "$taskname" /tr 

"$PSHOME\powershell.exe -c $($myinvocation.mycommand.definition)" 

For more information about the sc, mo, st and du parameters, and how to modify Schtask.exe, see How 

to use Schtasks.exe to Schedule Tasks in Windows Server 2003.  

Run the Synchronisation Operations by Using the Identity Lifecycle Manager FP1 User Interface 

Synchronisation operations must be run in order. If they're not run in order, you may corrupt your 

metaverse data. Running the synchronisation operations manually requires several similar steps and is 

error-prone. Therefore, it is a best practice to use the script as described in the first section of this topic. 

We include the manual steps here in case you need to refer to them for troubleshooting purposes.  

1. Click Start, click All Programs, click Microsoft Identity Integration Server, and then click Identity 
Manager. 

2. In the Identity Manager window, click Management Agents. 
3. Right-click the management agent that you want to synchronise, and then click Run.  
4. In the Run Management Agent dialog box, select the operation that you want to run, and then 

click OK. 
Note: You can queue more than one management agent synchronisation in the Identity 
Lifecycle Manager FP1 user interface. Identity Lifecycle Manager FP1 runs them in the order that 
you set them. You can view a log of operations that have run by clicking the Operations tab in 

http://help.outlook.com/en-us/140/dd490634.aspx
http://go.microsoft.com/fwlink/?LinkId=3052&kbid=814596
http://go.microsoft.com/fwlink/?LinkId=3052&kbid=814596
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the main Identity Lifecycle Manager FP1 console. 
Run operations on these management agents in the order in the following table. 

Management agent  Operation  

1. OnPremise Delta Import (Stage Only) 

2. Hosted Delta Import (Stage Only) 

3. OnPremise Delta Sync  

4. Hosted Delta Sync  

5. Hosted Export  

6. Hosted Delta Import (Stage Only) 

5. To verify that the synchronisation was successful, in the main Identity Manager window, click 
Operations. Synchronisation is successful when all values in the Status column say "success". If 
you get errors, see Troubleshoot Outlook Live Directory Sync. 

Post-Deployment Service Management Tasks 
You can perform several management tasks after deploying Live@edu. The Service Management Portal, 

which is at http://eduadmin.live.com, is the place from which you manage your Live@edu services for 

your educational institution. It provides centralised and easy access to all of your administrative tasks. 

Available management tasks include: 

¶ Editing the institution profile. 

¶ Creating and configuring users and groups. 

¶ Configuring domains. 

¶ Configuring co-branding. 

¶ Setting mail delivery options. 

¶ Configuring SSO. 

¶ Running reports. 

 

Editing the Institution Profile 

On the Institution profile page, you can update your institution's name and location, and add contact 

information. 

http://help.outlook.com/en-us/140/dd490634.aspx
http://eduadmin.live.com/
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Creating and Configuring Users and Groups 

On the Users and groups page, you can choose which method you want to use to create and manage 

your users and distribution groups. If you choose to use the Web management interface option, you can 

click the link to Outlook Live Control Panel. 

Outlook Live Control Panel has three tabs on the left-hand side to configure areas of your Live@edu user 

environment. 

Users & Groups 

The Users & Groups ǘŀō ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ŎǊŜŀǘŜ ŀƴŘ ƳŀƴŀƎŜ ǳǎŜǊǎΩ ƳŀƛƭōƻȄŜǎΣ ƎǊƻǳǇǎ ŀƴŘ ŜȄǘŜǊƴŀƭ 

contacts.  

Mailboxes 

Using the Mailboxes tab on the Users & Groups tab, you can create new mailboxes, import multiple 

ƳŀƛƭōƻȄŜǎ ŦǊƻƳ ŀ /{± ŦƛƭŜΣ ǾƛŜǿ ǘƘŜ ŘŜǘŀƛƭǎ ƻŦ ŀ ǎǇŜŎƛŦƛŎ ƳŀƛƭōƻȄΣ ŘŜƭŜǘŜ ƳŀƛƭōƻȄŜǎ ŀƴŘ ǊŜǎŜǘ ŀ ǳǎŜǊΩǎ 

ǇŀǎǎǿƻǊŘ ƛŦ ŀ ǳǎŜǊ ŦƻǊƎŜǘǎ ƛǘ ŀƴŘ ŎŀƴΩǘ ǊŜŎƻǾŜǊ ƛǘΦ  
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Public Groups 

Using the Public Groups tab on the Users & Groups ǘŀōΣ ȅƻǳ Ŏŀƴ ŎǊŜŀǘŜ ŀƴŘ ƳŀƴŀƎŜ ȅƻǳǊ ǳǎŜǊǎΩ Ŝ-mail 

groups. 

 

A group is a collection of two or more people that appears in the shared address book. When an e-mail 

goes to a group, it goes to all members of the group. Using a group, instead of typing individual e-mail 

addresses, saves time and ensures that 

everyone is kept informed. It's a good 

idea to use groups to send messages to 

many users simultaneously so that you 

don't exceed the maximum recipient 

limit for each message. 

Administrators and regular users can 

create groups. If they own the group, 

they can add and remove members. 

Users can also join the group on their 

own, if the group is open to new 

members.  
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How might you use a group? In a school, an instructor could create a group called "Learn Spanish" for 

students who are interested in studying Spanish. Students add themselves to the group, and the 

instructor adds all of the Spanish department staff simply by adding the Spanish staff distribution group 

as a member. Together, they use the "Learn Spanish" group to set up study sessions and to discuss 

homework questions, overseas study opportunities and recommended books. 

External Contacts 

You can use the External Contacts tab on the Users & Groups tab to manage external contacts. External 

contacts represent people outside your organisation who can be displayed in your organisation's 

address book and other address lists. External contacts have e-mail addresses outside your organisation 

and can't sign in to your domain. 

 

Administrator Roles 

On the Administrator Roles tab on the Users & Groups tab, there are seven categories of administrator 

role, enabling you to have complete control over the management capabilities of your users. 

Any user can be added to any of the following roles: 
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¶ Discovery Management 

Enables members to search the mailboxes. 

¶ Help Desk 

Members have the same rights over all mailboxes that an individual has over his or her own 

mailbox. 

¶ Organization Management 

Members of this group can manage Exchange objects. This allows a high level of control 

including password resets, adding other users to administrator roles, creating mail recipients 

and so on. 

¶ Recipient Management 

Members of this management role group have rights to create, manage and remove Exchange 

recipient objects in the Exchange organisation. 

¶ Records Management 

Members of this management role group can configure compliance features such as retention 

policy tags, message classifications, transport rules and so on. 

¶ UM Management 

Members of this management role group can manage Unified Messaging organisation, server 

and recipient configuration. 

¶ View-Only Organization Management 

This role enables members to view information about users and configuration, but not change 

it. 

User Roles 

On the User Roles tab on the Users & Groups tab, there are two user roles for self-administration: 

 

¶ RoleAssignmentPolicy-DefaultMailboxPlan 

This enables users to set their Outlook Web App options, including distribution groups. 

¶ RoleAssignmentPolicy-GalDisabledMailboxPlan 

This enables users to set their Outlook Web App options, not including distribution groups. 
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E-Mail Migration 

The E-Mail Migration tab on the Users & Groups tab ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ŎƻǇȅ ǳǎŜǊǎΩ ŜȄƛǎǘƛƴƎ ƳŀƛƭōƻȄ 

contents to Outlook Live. You must specify the IMAP server, authentication type, encryption method 

and port number for the IMAP server. You can exclude folders and you must then specify a CSV file to 

migrate a batch of mailboxes. 

Mail Controls 

The Mail Controls tab includes the Rules, Domains, IP Safelisting, Closed Campus and Bad Words tabs. 

Rules 

The Rules tab on the Mail Controls tab enables you to create and edit rules, also known as transport 

rules, to control the flow of e-mail in your school or university. For example, you may want to manage or 

monitor e-mail that is sent to outside organisations or to prevent e-mail with specific words from 

circulating inside your organisation. You can also create a disclaimer or global signature that will be 

displayed at the end of all e-mail sent from your organisation. 

 

Alternatively, you could create a rule that forwards all messages that are intended for a specific 

recipient to another e-mail address for approval. 

  

To Create a Rule 

1. In Outlook Live Control Panel, click Rules, and then click New. 

2. In the New Rule dialog box, you must first specify which messages you want the rule to apply to. 

You can select only one of the options in the following table. 
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ϝ LŦ ǘƘŜ ƳŜǎǎŀƎŜΧ  ¦ǎŜ ǘƘƛǎ ǘƻ ǎǇŜŎƛŦȅΧ  

Lǎ ǊŜŎŜƛǾŜŘ ŦǊƻƳΧ  Who sends the message. 

Lǎ ǎŜƴǘ ǘƻΧ  Who receives the message. 

Lǎ ǊŜŎŜƛǾŜŘ ŦǊƻƳ ǘƘƛǎ ǎŎƻǇŜΧ  Whether the message is from inside or outside your organisation. 

Lǎ ǎŜƴǘ ǘƻ ǘƘƛǎ ǎŎƻǇŜΧ  Whether the message is sent to people inside or outside your 
organisation. 

Lǎ ǊŜŎŜƛǾŜŘ ŦǊƻƳ ŀ ƳŜƳōŜǊ ƻŦΧ  Whether the message is sent from users in a certain group. 

Lǎ ǎŜƴǘ ǘƻ ŀ ƳŜƳōŜǊ ƻŦΧ  Whether the message is received from users in a specific group. 

LƴŎƭǳŘŜǎ ǘƘŜǎŜ ǿƻǊŘǎ ƛƴ ǘƘŜ ǎǳōƧŜŎǘ ƻǊ ōƻŘȅΧ  Messages with specific words.  

LƴŎƭǳŘŜǎ ǘƘŜǎŜ ǿƻǊŘǎ ƛƴ ǘƘŜ ǎŜƴŘŜǊϥǎ ŀŘŘǊŜǎǎΧ  Messages received from specific domains or outside organisations. 

Includes these words in the recipients' 
ŀŘŘǊŜǎǎΧ  

Messages sent to specific domains or outside organisations. 

[Apply to all messages]  That the action is applied to all messages. 

 

3. Now specify what you want the rule to do. You can select only one of the options in the 

following table. 

ϝ 5ƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΧ  ¦ǎŜ ǘƘƛǎ ǘƻΧ  

Forward the message 

ŦƻǊ ŀǇǇǊƻǾŀƭ ǘƻΧ  

Select one or more recipients to approve or reject the message for delivery. For more 

ƛƴŦƻǊƳŀǘƛƻƴΣ ǎŜŜ άApprove or Reject Messages Sent to a Groupέ ŀǘ  

http://help.outlook.com/en-gb/140/dd229062.aspx.  

Redirect the message 

ǘƻΧ  

Redirect the message to anyone in the address book. 

Reject the message 

and include the 

explanation:  

Create a customised message that will be returned to the sender along with the rejected 

message. For example, for a rule that filters on specific inappropriate words, you can explain that 

your organisation doesn't accept messages that contain inappropriate words. 

Delete the message 

without notifying 

anyone  

Delete the message without notifying the recipient or sender. 

Blind carbon copy 

(Bcc) the message to:  

Add one or more e-mail recipients to the Bcc addresses on the message. For example, you might 

use this to monitor messages that can't be moderated by using message approval on a group. 

Append a disclaimer Insert text that appears at the end of the message body. For example, you could apply the 

following disclaimer to all messages: "This message may contain sensitive or confidential 

http://help.outlook.com/en-gb/140/dd229062.aspx
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ϝ 5ƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΧ  ¦ǎŜ ǘƘƛǎ ǘƻΧ  

ǘƻ ǘƘŜ ƳŜǎǎŀƎŜΧ  material and is for the intended recipients only."  

Note: When you are asked to select users or groups, the address book will open. Double-click to 

select the users or groups, and then click OK. 

4. When you've finished, click Save. The name of the rule is automatically created based on what 

you specify in Step 1. If you create more than one rule that has the same name, the name of the 

rule that you create later is appended with a number. 

 

You can also use the toolbar buttons to turn rules on and off, change the order in which rules are 

applied and delete existing rules. 

Note: Creating and managing rules in the Web management interface is easy. However, you can apply 

only one condition and one action in each rule that you create there. Also, not all conditions or actions 

are available in the Web management interface. If you use Windows PowerShell, you can create 

complex rules, which look for messages based on almost any message attribute and specify multiple 

conditions. You can also define virtually any action that you can think of, in addition to multiple actions. 

Furthermore, you can specify exceptions for a rule. 

Domains 

The Domains tab on the Mail Controls tab enables you to manage mail domains. You cannot add mail 

domains here; you must use the Service Management Portal to add mail domains. 

IP Safelisting 

The IP Safelisting tab on the Mail Controls tab enables you to see your IP safelists that you have set up 

in the Service Management Portal. You should always have your gateway servers and internal mail 

servers in your IP safelists to ensure e-mail delivery. 

Closed Campus 

The Closed Campus tab on the Mail Controls tab enables you to block all external e-mail, or block all 

external e-mail with specific exceptions. 



Live@edu Implementation Guide 

Page 63 
03 June 2010 

 

Bad Words 

The Bad Words tab on the Mail Controls tab enables you to specify a list of inappropriate words or 

phrases and block the delivery of e-mail containing these words. 

Reporting 

The Reporting tab contains the Delivery Reports and Mailbox Searches tabs. 

Delivery Reports 

The Delivery Reports tab on the Reporting tab enables you to search for message status on e-mail that 

was sent to or from a specific user, with a certain subject, during the past two weeks. 
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To Begin a Delivery Report Search 

1. In Outlook Live Control Panel, click Reporting. 

2. Under Delivery Reports, in the Mailbox to search box, click Browse to select the mailbox from 

the list, and then click OK. This is a required step. 

3. Click one of the following: 

o Search for messages sent to. Use this to narrow your search for messages sent to 

specific users. You can enter more than one e-mail address here, separated by using a 

comma. If you select this option, you can also leave the field blank to find messages sent 

to anyone. 

o Search for messages received from. Use this to narrow your search for messages 

received from a specific user. If you select this option, the field is required. You can only 

enter one e-mail address here. 

o Search for these words in the subject line. Enter subject line information here, or leave 

it blank to expand your search.  

4. When you are finished, click Search. If you want to start again, click Clear. 

5. If your search returns messages that fit the search criteria, the Search Results pane will display 

information about them under the following columns: From, To, Subject and Sent Time. Select 

an item, and then click Delivery Report to view the detailed results. 

6. If your search doesn't return any messages that fit the search criteria, the Search Results pane 

will show the following message: There are no items to show in this view. 

Cross-Mailbox Searches and Compliance Tools 

The mailbox search function enables you to perform advanced searches on specific, or all, mailboxes. To 

create a search, click Reporting, click Mailbox Searches, and then click New. You can then specify the 

words you are searching for, the e-mail address of the sender or recipient, the date range of the 

messages and the mailboxes that you wish to search. You must then specify the name of the search and 

the mailbox in which to store the search results. 
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Configuring Domains 

You manage your Live@edu domains in Windows Live Admin Centre, which you can access by clicking 

Domains on the navigation menu in the Live@edu Service Management Portal. You can manage your 

own domain by clicking the domain name under the Domain section, or you can add an accepted 

domain by clicking the Windows Live Admin Centre link.  
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Managing Your Domain 

When you click your domain name, Windows Live Admin Centre opens at the Domain settings page. 

Here you can see information about configuring domain options such as setting your MX record; 

implementing the Autodiscover service for Office Outlook 2007 (and later) clients; creating server trusts 

with other mail servers and adding Service Location (SRV) records to configure Live Messenger to work 

with other instant messaging clients so that they can communicate with users in your domain. 

Custom Addresses 

Custom addresses enable you to have friendly names in your domain that are backed by Windows Live 

services. For example, you can point the domain "mail.cm.testington.org.uk" to the URL where you host 

your e-mail, such as http://outlook.com. 

To enable a custom address: 

1. Choose a Windows Live service from the drop-down menu, and then click Add. 

2. Define the subdomain that you will use for the service. 

3. Go to your DNS provider and create a CNAME record for the subdomain. 

4. Point the CNAME record to go.domains.live.com. 

Adding Accepted Domains 

You can use the Your domains link in Windows Live Admin Centre to view your enrolled domains and 

add accepted domains. For more information, see Creating Accepted Domains earlier in this guide. 

Configuring Co-Branding 

You can customise the look and feel of your Live@edu service on the Co-branding page of Windows Live 

Admin Centre. Using co-branding, you can add a school logo, configure the header links and provide 

additional links that are specific to your school.  

Note: Co-branding is also the only way to stop automated adverts appearing on your site. However, you 

ŘƻƴΩǘ ƴŜŜŘ ǘƻ ŀŘŘ ŀƭƭ ƻŦ ǘƘŜ Ŏƻ-branding features; you only have to make a minor change to stop the 

adverts, so if you want to keep the Outlook Live default look and feel, you can. 

To configure co-branding, click Co-branding on the navigation menu in the Live@edu Service 

Management Portal. Then, click the Windows Live Admin Centre link. 
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The Customize Windows Live services page enables you to configure co-branding for your institution. 

 

You select the service that you want to change from the services that are listed under Co-branding in 

the left pane or under the Service column in the right pane. 

Co-Branding Outlook Live 

You can customise Outlook Live in several ways: 

¶ Organisation name. ̧ ƻǳ Ŏŀƴ ǎƘƻǿ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ƴŀƳŜ ƻƴ ǘƘŜ ƛƴǘŜǊŦŀŎŜΦ 

¶ Image or logo. You can display an image or logo for your institution. The branding interface 

informs you of the required file format and size properties for your image or logo.  
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¶ Logoff redirection link. You can redirect users to a custom URL when they sign out of their 

Outlook Live service. If you choose to leave this blank, your users will be redirected to the 

Windows Live Admin Centre main page at domains.live.com. 

 

¶ External links. You can provide links in the interface to organisation-specific sites of your choice. 

 

Reminder: �/�š�[�•���]�u�‰�}�Œ�š���v�š���š�}��
ensure that your logo fits 

within the parameters of 

the listed image properties.  






















