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Introduction

Live@edu is more than just freenaail ¢ it enablesyou to provide your students with communication
and collaboration tools that meet the expectations of students today, without adding cost to your IT
infrastructure.With a Microsofthosted solution, you t a reliable and eastp-manage solution for

your school.

We provide free, hosted services that give students the services that they expect, suclsBs 10
mailboxes, collaboration tools, mobile phone access2m&B otloud-based storage. We provide ttso
and guidance that makes it simple for IT to manage the domain and integrate with existing IT
investmentssuch assharePointWeb Parts, Moodle IntegrationSSQor Identity Lifecycle Manager
linking to Active Directory. Yourraail data is stored withinhe EU, which can be important for data
protection.

Depending on your needs, there are several options for provisioning your Live@edu user accounts,
ranging from single manual user interface tasks to fully synckedrand automated solutions.

Of these methods, usinddentity Lifecycle Manage€?007 andOLSync provides several key benefits over
the other provisioning methods.

If you want more information, or help, on implementing your Live@edu solution, or with anything to do
with Live@eduuse the followingesources.

For discussion, initial conversations, changes to terms and conditions and so on:

1 Contact your Microsoft account representative, or a member of the Microsoft UK Education
Team.

For a sekhelp Web site for deployment and service questions amslgers:

9 UseOutlook LiveHelp athttp://help.outlook.com.

For case studies, customer testimonials and product specification:

9 Visithttp://microsoft.com/liveatedu

For updates from the UK team, idecific questions and UK customer case studies:

91 View the UK Live@edu Bloghitp://blogs.msdn.com/ukliveatedu

For a worldwide customer community forum, staffed and maded by global Microsoft Live@edu
teams:

1 ViewOutlook LiveAnswers ahttp://www.outlookliveanswers.com

To get started with Live@edu, visitttp ://www.microsoft.com/liveatedu .
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Implementation Guide Roadmap

You may already be part of the way through your Live@edu deployment, or perhaps you have a specific
deployment question and want to jump straight to a particular deployment topic, or perhapsiyply

do not have time to read the whole guide. In any of these cases, you can use this roadmap to navigate
quicklyto each of the sections about the deployment requirements for implementing Microsoft®
Live@edu, and the deployment options for Live@adaounts.

Roadmap to Deployment Prerequisites
Click the links to navigate to threlevantsection of the guidedepending on your neexl

1 How should we structureour domainsin a Live@edu implementatio Fa information about
decidng an and configuing your domain structurego toDomain Structuren page3 of this
guide.

f HowshouldweO2 y F A 3dzNB 2 dzNI RoiinftinStignadom defiding én a lstBucture
F 2 NJ @ 2 dzN¥indlawdzRé& D8, §Qdive D Structuren pagell of this guide.

1 We want ourMicrosoft Office Outlook®Live domain to use the samemail addresses as our
existing email domain Forinformationaboutconfiguring a shared address space, g8hbared
Address Spaagen pagel?2 of this guide.

Roadmap to Deployment Options
Use this roadmap to navigate to your preferred deployment option for Live@edu accounts.

Click tre links to navigate to theelevantsection of the guidedepending on your needs

1 We want to deploy several Live@edu accounfsickly, but we do not have scripting skillsFor
informationaboutdeploying Live@edu accourig using aWeb management interface and a
commaseparated valueqSYfile, go toDeploying Live@edu Accounts by Using the @I
page25 of this guide.

1 We want to deploy multiple Live@edu accounts in the shortest timessible For information
aboutdeploying Live@edu accourtig usinga scripted command shell interfacgo to
Deploying Live@edu Accounts by Using Windows Powei@hpHge32 of this guide.

I We want to ulse an automatedsynchronsation method to deploy multiple Live@edu
accounts For informationaboutdeploying Live@edu accourtty usingautomated
synchrongation, go toDeploying Live@edu Accounts by Using Identity Lifecycle Manager 2007
andOLSynmn paged0 of this guide.
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Guide Overview

Audience

This guide is suitable for Network Managers, IT Managers, IT Decision Makers and any other staff
members who may be responsible for managing lthénfrastructure in your educational establishment.

Live@edu Overview
Live@edu is a free, familiar and reliaatlook Liveservice for students and alumni that has your

a0K22tQa yIYS |yR f 2 3naikblive@eRu irklidesiothef grogfamsiakd-sgfvic8sdza

GKFG AyONBIF &S @& 2 dzNata ah&dariufdicate. [Tidedefinklud@ document@Rafing, 6 2
shared workspaces, blogs, instant messaging, mobile alerts, video chat and motzileasnd document
access.

Live@edu is a platform that supports the collaborative campus of the 21st century. & @ffegigabytes

(GB) of email storage and 25 GB of additional file storage, so your students can participate in online
tutorials, collaborate on assignments, discuss ideas with faculty and build lifelong relationships with
your educational institution. La@edu operates on popular Web browsers for Windows® (Windows
Internet Explorer® and Firefox), the Macintosh (Firefox and Safari) and Linux (Firefox support pending)
2LISNF GAy3 aeadsSvyao LY FRRAUGAZ2YS yz2iast@dyfe Aa Al

Live@edu provides students, staff, faculty and alumni with f@mgn, primary email addresses and

other applications that they can use to collaborate and communicate online. Microsoft regularly updates
and adds to Live@edu services, so your ingtitutan continually expand the set of services that you

offer students and alumni. The software that is used in the Live@edu service is the same as, or related
to, Microsoft software that is used in many workplaces, so you have new ways to prepare yarmtstu

for the postcollege world. Backed by Microsoft and a proven, enterpgissale infrastructure, Live@edu

T N

KSflLla @2dz YSSUG @&2dzNJ aiGdzZRSyiaQ Odz2NNByd I yR ¥Fdzi dzNB

Students can sign on with a single identity to access services that you-taantbwithyour school logo
and colours to be consistent with your brand and school identity. Students also want to share

AYTF2NNYIEGA2Yy aSlyftSaate 06SG6SSy aSNBAOS&as T2N SEIlY

live chat from theifOutlook Liveaccount. Live@edu facilitates these seamless interactions.

Solving ReaWorld Challenges

Live@edu can help reduce some of the common problems with supporting a university IT infrastructure,
including:

1 High maintenance costs.

1 Too much time spent maintaiimg email systems for students and alumni rather than working
on more strategic initiatives.

9 Lack of common tools for students to communicate and collaborate with others on campus.

Pagel
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1 Keeping students safer online and helping to keep their data private.

Key Benefits
Using Live@edu, you can:

 Savetimeandmoney. A 3SXSRdz A4  FNBS aSNIBAOS FT2N a0OKz22f
K2AG0SR aSNIWAOS: a2 eé2dz R2y Qi KI @S G2 62NNE | 02
systems.

1 Give students an gnail address that uses the university domai®@ffer students a unique-e
mail mailbox that they can keep after they graduaten&il accounts include anmail inbox
throughOutlook Livewith a 16GB inbox and 2B attachments; along with spam filtering,
shared calendars and other features.
1 Build on what you havelLive@edu works with the investments that you and your students have
Ff NBFRe YIRS® LGIQa O2YLI GAo0fS $gAGK 2AYyR264az al
with your existing student directories.
1 Give students the applications that they want and lethem work together with faculty.
Live@edu includes applications that can help collaboration, including:
o0 Microsoft OfficeWeb Apps Create, edit and view Microsoftffice documents in the
web browser enabling students and faculty to acceskareand ceauthorwork that
they have created either on the full Office clients or on thebvwased service.
0 2AYR2g6a [ AJZSudénis baveNih &ifinakd?5GB, passworgrotected,
online storage space to share documents among devices and with other students.
Students can set up personal and shared folders within their SkyDrive and turn shared
access on or off.
0 Windows Live Messengefutlook Liventeroperates with Live Messenger to enable
users to keep in touch with friends and family by using the communication methods that
they want to use: email or chat.
o Windows Live Alertst Yy A 3SNBAGASa Oly aSyR FfSNIa RANBC
mobile devices. Alerts can quickly notify students about sports announcements,
schedule changes, breaking news or security alerts.
0 Windows Live Spaceghis enables users to create persovab sites in minutes,
including blogs, forums, music lists and photo albums to share with classmates and
friends. Students can also display their SkyDrive contents to share projects and files
moreeasiyp 2 KSy A0Qa GAYS G2 Lidniscand dpdl SRdzOF (A 2
profiles for prospective employers.
1 Help keep your students safe onlinkive@edu includes features and policies to protect the
LINAR @ O 2F @&2dzNJ aiddzRSy (i aQ-maikserweesfcludelantiA 2 y & @ C2 NJ
phishing technologies and Secure Sockets LayergBhypted authentication. In addition,
Live@edu policies prohibit thirgarty banner ads in-enail and the sharing of information with
third parties unless the student opts in.

Page2
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1 Stay in tou® with alumni. Offer current and future alumni an-mail address with your school
brand that they can keep for life and use to stay connected with your institution and with fellow
alumni.

1 Live@edu meets and supports your users where they already@oaline. Live@edu starts
with a schoobranded and schoahanaged Windows Live ID, providing access to both IT
managed email services and sethanaged storage and collaboration services. Users have
FO0Saa (2 GKSwhidhearevides bdirdnded edlaiVahddsdrage, in addition to
access to collaboration and productivity services.

Prerequisites
Before your educational institution can start using Live@edu, you need to:

f Decide on and configure your domain structure. This includes enrolling ydttpNE 2 NJ a G Sy |y
domain, and any accepted domains.

f 5SOARS 2y | aAGNUzOGdzZNBE F2NJ 82dzNJ aidzRSyiaQ [ A@BS

1 Configure a shared address space.

Domain Structure

Primary or Tenant Domain
Before you can create an accepted domain in Live@edu, you first have taegmiolary, or tenant,
domain withOutlook Live

To enrol your primary domain with Live@edu and prove domain ownership, you must follow these
steps:

1. Enrol your primary domain:
a. Go toSign up for Microsoft Live@edat http://microsoft.com/liveateduy, clickReady to
enrol, and then cliclContinue

Microsoft
Live@edu

Sign up for Microsoft Live@edu

Microsoft Live@edu provides the co-branded email hosting and online tools for your
school at no cost, to help your students collaborate on campus and equip them for
the real world with Microsoft tools.

Your enrolment options are:

@' Ready to enrol

Select this option if you are ready to enrol your school in the Live@edu
programme

Explore

Select this option if you wish to explore the benefits of the Live@edu

Page3
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b. On the next page,mpvideinformation about your institution, such as name, type and

C.

d.

country.

Microsof ft
Live@edu

Sign up for Microsoft Live@edu

Microsoft Live@edu provides the co-branded email hosting and online tools for your
school at o cost, to help your students collaborate on eampus and equip them for

the real world with Microsoft tools.

Step 1 of 2: Identify your institution and domain

Allinformation is required.

Institution name:
Contoso University
Institution type
Callege/Uriversity
Institution Web address:

www.contoso-university.ac.uk

Country/Region:
United Kingdom
Address:

University Hill

city

London

State/Province:

England

Postcode:
W1 1AA

In theDomainbox, enter a valid uniqgue domain name.

Domain;

@ contose.acuk is eligible for enrolment.

contoso.ac.uk

Mail service;

The recommended mail service is Outlook

Live
More options

60 back

Domains are identified with the email
addresses that you create. For example,
enrol contosa.edu to create an account
like maria@contoso.edu.

Your current mail delivery system won't
change until you make additional
configuration changes after enrolment.

In the Mail servicesection, verify thaDutlook Liveis listed as your recommended mail

service, and then clicRontinue

Next, you create your administrator account:

e.

03 June 2010

In the Administrator IDbox, provide a user name for the administrator. The domain
that you are enrolling is automatically appended to create a new Live ID for the

administrator.

Note: We recommend that you create an account to use specifically for domain

administration and do ot use the alias that you will use for your personathail. You
can create additional administrator accounts. However, the first administrator account
is the only one that is granted full administrative access to all management interfaces.
In the Create apasswordbox, type the password to use with the administrator's Live ID.

The minimum password length is six characters. We recommend that you use a strong

password that contains¢d 6 characters, doesn't include common words or names, and
combines uppercasand lowercase letters, numbers and symbols.
In the Retype passwordox, type the password again.

Paged
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h. Provide the contact information for the owner of the administrator account; this
includes your name, a phone number and a contantadl address.

i. IntheChagactersbox, type the characters that you see in the box. If you have trouble
reading the characters, you can click the speaker symbol for an audio version, or click
the update symbol to generate a different set of characters.

j- Review the Microsoft Servicegfeement and Privacy Statement, the Microsoft
Live@edu Terms of Use and the Custom Domains/A@aitte terms of use, and then
clickl accept

Characters:
9RSRZAM3

We may send you information and offers about Microsoft Live@edu products and
services to your contact email address.

[C] 1want more information and offers about Microsoft products and services

Clicking I accept means that you agree to the Microsoft Service Agreement and
Privacy Statement for the new administrator's account (a windows Live 1D) being
created for you. It also means that you agree to the terms of the Live@edu
programme in the Microsoft Live@edu Terms of Use and the Custom
Domains/Admin Centre on behalf of your institution.

Go back

k. A welcome message appears and a confirmationa@d messages sent to the
administrator at the email addresghat you provided. If you decide not to complete
domain configuration now, the confirmationraail includes the information that you
need to return to later.

Subject: Vour domain is now enrolled with Microsoft Live@edu

1 0

Welcome to the Microsoft Live@edu programme!

Thanks for enrolling your domain with Live@edu. We hope you've had a chance to explore our suite of mobile, desktop and Web-
based services specifically tailored for the needs of educational institutions like yours

Now let's get started!

Sign in

The first step is to sign in to the Live@edu Service Management Portal, where you'll find everything you need to get started.

1. Go to the Live@edu Service Management Portal.
2. Sign in with your administrator account: admin@contoso.ac.uk

Deploy your mail service

After signing in to the Service Management Portal, you'll learn more about the next steps in your initial deployment process:

1. Confirm your domain ownership by updating the MX or CNAME record of your DNS.
2. Configure DNS to route incoming mail to your enrolled domain

3. Test the mail flow.

4. Plan and provision user accounts.

Best regards,

The Microsoft Live@edu team

I. ClickContinueto connect to the Live@edu Service Management Portal, where
administrators manage all aspects of the Live@edu service for their domain.

Pageb
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Microsoft

Live@edu

Thank you for enrolling in Live@edu

Ready to get started? The Live@edu Service Management Portal connects you to
the latest information about Live@edu services. It's where you'll start for all your
Live@edu management and deployment tasks.

In the Service Management Portal, you can:

- Learn how to prove your domain ownership
« Provision user accounts and groups

- Customise the experience with co-branding

+ Get usage reports

+ See critical outage notifications and learn about program updates

We'll send an email to steve@ryannet.edipse.co.uk to confirm the enrolment of
your domain. It will include a link to the Service Management Portal and a
reminder that you'll need to sign in with your new administrator account 1D
(admin@contoso.ac.uk).

Continue

2. Confirm your domain ownership:
a. After you have enrolled yowrganiation with Live@edu, configure Domain Name
System(DNS) records to prove domain ownership. The home page of the Live@edu
Service Management Portal displays the MX record and CNAME record information that
you have to add to the DNS name server for your domain.

Microsoft .
Live@edu administrator@contoso.ac.uk
sign out.
Service Management Portal
Contoso University
& You must canfrm domain evnerzhip befere centinuing.
Institution profile
To prove domain ownership, create the following DNS record:
Users and groups
N DNS record type:  CNAME
Jomains Alias: 274438685 contosoacuk
Co-branding Value:  domainsiive.com
Mail delivery
For further instructions, select your domain registrar below. Typically, this is also your domain hosting service.
Single sign-on
Domain registrar: | Select one... [=] what s this?
Reports
Support
Service status Getting started
After you've confirmed domain ownership, you can quickly test the mail flow and begin —

your deployment.
sk questions and find answers
on a communty forum,

Plan your Outlook Live deployment v
Live@edu
Create user accounts y
¥ Outlook Live
Setup an MX record v Windows Live services
Office Live Workspace
Test mail flow ¥
Add your own brand to your site v

Advanced options
Enable single sign-on (550} B

Configure additional e-mal routing options v

Recommended tasks

On the Institution profile page, provide a distribution list for eritical notifications. While
you're there enter an estimated deployment size to help us better support your capacity
needs,

Institution profile

Join the Live@edu community and see how others manage their Live@edu services.

Live@edu community

Get materials to help market Live@edu to your students,
Student Launch Kit

b. Your domain status will be displayed as gieig until the DNS updates are confirmed.
After your domain status changes to Active, you can configure your domain.
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M .
Live@edu admin@contoso.ac.uk

sign out

Service Management Portal

Contoso University

Hom,

Insti
Users and groups

Domains |
Co-branding cage
Mail

\8 This page cannot be viewed until you confirm domain ownership

Service Management Portal Home

ery
Single sign-on
Reports

Support

Accepted Domains

In Live@edu, an accepted domain is any Simple Mail Transfer Protocol (SMTP) namespace for which an
Outlook Liveorgangation sends or receives-mail. You can use accepted domains to enable subdomains
or different domains within your existing domain.

Accepted domain functionality also makes additional domains available for additional-osal e
addresses, which amften called proxy addresses. For example, if yagansation has used more than
one domain for email in the past, you may want to make sure thanail sent to a user at either
domain is delivered to the user. Imagine that you have a primary domaionddso.ac.uk and a legacy
domain of contoso.net. In this case, you set@utlook Livewith the primary domain, contoso.ac.uk,
and then create an accepted domain for contoso.net. When you create new users
(student@contoso.ac.uk) in the primary dain, you can also add proxy addresses
(student@contoso.net) for the users.

Enabling Subdomains

You can set up accepted domains to support subdomains. For example, consider an esdstimsgtion

for which the first domain enrolled is contoso.ac.uk. Themistrator for contoso.ac.uk has enrolled

the domain inOutlook Liveand uses the contoso.ac.uk domain for two administrative mailboxes,
postmaster@contoso.ac.uk and administrator@contoso.ac.uk. The primary domain is contoso.ac.uk.
The administradr then creates an accepted domain for student mailboxes only. This accepted domain is
students.contoso.ac.uk. After the administrator sets up the accepted domain, whenever the
administrator creates a hew mailbox, both the primary domain, contoso.ac.akthenaccepted

domain, students.contoso.ac.uk, are available inkeav Mailboxdialog box, and the administrator can
choose which domain to use. In this example, the administrator would create new student accounts in
the students.contoso.ac.uk acceptedrdain.

Mailboxes and Live ID accounts in accepted domains are created in the same way that they are created
for the primary domain. A new Live ID is created with the accepted domain name that you select in the
New Mailboxdialog box. Your users use the nkive ID, with the accepted domain, as their account to
sign in.

Page7
03 June 2010



Live@edu Implementation Guide

Enabling Other Accepted Domains

Accepted domains don't have to be subdomains. The contoso.ac.uk administrator can also create a new
accepted domain for all alumni, such as contadamni.ac.uk These alumni mailboxes have a different
domain name entirely.

As in the subdomain scenario, both the primary domain and the accepted domain are available when
you create new mailboxes, and new Live ID accounts are created with the accepted domain Isame. A
as in the subdomain scenario, users use the new Live ID, with the accepted domain, as their account to
sign in.

Creating Accepted Domains

You create accepted domains at Windows Live Adb@nte. Remember, you have to enrol your
primary, or tenant, domain first. You must enrol all accepted domains by using the Live ID that is the
administrator for your primary, or tenant, domain.

To create an accepted domain:

1. Make sure that the domain that youamt to enrol as an accepted domain isn't already enrolled
in another Live program. If the domain is enrolled in such a program, you have to cancel that
service before you continue.

2. To start the enrolment process for your accepted domain, sign in to tleg@ddu Service
Management Portal atttp://eduadmin.live.com Usethe Live ID that is the administrator for
the primary, or tenantQutlook Livedomain that you have already enrolled

3. ClickDomains On theDomainspage, clickWindows Live AdmirCente.

4. On theCreate a Windows Live experience for your domaiage, make the following
selections:

a. IntheProvide your domain nameection, enter the domain name that will be the
accepted domain that you want to usettviOutlook Live

b. IntheChoose mail service for your domagection, clickSet up Outlook Live mail for
my domain

c. When you are finished, cliékontinue

£7 Windows Live™ Home Profile People Mail Photos Morev MSNY [

Your domains
Create a Windows Live experience for your domain

WWW.

Example: lucernepublishing.com

@ Set up Windows Live Hotmail for my domain
Set up Qutlook Live mail for my domain
MNo mail for my domain (you can add mail later)

Continue H Cancel
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Important: If the Assign a domain administratopage appears after you cli€Gontinue
clickCancel Return to Step 1 above and verify that the domain isn't already enrolled in
another Live program.

5. On theReview settings and accept agreemepage, verify the following settings:
a. Verify that the yellow information bar says that you are registedngccepted domain
in your primaryOutlook Livedomain.
Verify that the name in th®omainbox is your accepted domain name.
c. Verify that the Live ID in th&dministrator box is the administrator for the primary
Outlook Livedomain that you sed in Step 2.
d. Verify thatMail serviceis set toOutlook Live
Important: If the Mail service or Administrator settings are incorrect, cllakcel and
then return to Step 2 above.
e. If the domain that you are enrolling is enrolled in another Live progsdtim a different
Live ID, you will get a warning that says that you must prove ownership. This behaviour
is by design, even if you have cancelled your Live service according to Step 1.
f.  When you are ready to continue, clicRccept
6. In Windows Live Admi@ente, the Domain Settinggpage for the accepted domain opens. The
status message says that your servideéading DNS configuration
7. On theDomain Settingpage, copy the value &fiX serverfrom the MX Record Configuration
section and use it to creatersew MX record at your DNS hosting service. The value of MX
server starts with a set of numbers called the MX token and ends with the suffix
mail.outlook.com, for example, 2134073478.mail.outlook.com (see the screen shot below).
Important: If you are addig an accepted domain that is currently in use by anothara!
service in youprgangation, changing the MX record to create the accepted domain will
interrupt existing mail flow. Instead, use a CNAME record to prove ownership of the accepted
domain.

Token
Mail

ﬂ Your =ervice is Pendlng DNS configuration. Flease make the reguired DNS changes.
L]

Mail service will be dabled if vou have MX records pointed to other mail services.

MX Record Configuratiog: (required)

This DNS receord is requied to set up mail

DNS Record Type:fMx

Host: communityofcling.org

M server:@mail.nutluuk.cam
TTL: 3600 or 1 hour

Priority: 0 (or High pricrity)

More information
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8. After you create the MX record or CNAME record at your DNS hosting service, return to
Windows Live Admi@ente to check the status of your service for the accepted domain on the
DomainSettings page. To check for status updates on emain Settingpage,clickRefresh
When Windows Live Admi@ente detects the MX record or CNAME record, the status will
change fromPending DNS configuratioto Active.

9. When the information bar on thBomain Settingpage indicates that your serviceAstive,
the DomainSettingspage will show the domain as an accepted domain of the primary domain.

10. Important: You must wait at least 24 hours before you provision users or configtseaoaling
for this domain. If you try to provision more than 500 users or if you try tdigore ce
branding for this domain before waiting 24 hours, you will get errors. After 24 hours, the
accepted domain will be available for selectioNiew MailboxandMailbox Detailsin the Web
management interface foDutlook Live It will also beselected as the domain for proxy
addresses on existing mailboxes.

Managing Accepted Domains

When you set up accepted domains, the domains are added t@thkok Liveorgansation that you
already manage. Therefore, any Live ID that has admitiistreghts for yourorgansation will have full
access to the accepted domains that you configure.

After you set up accepted domains at Windows Live Adpeinte, the accepted domains are available
in the EMail Optionssection of new and existing mailkes when you clicRetailsin the Mailboxes
interface. For more informatiorgo toPostDeployment Service Management Takiter in this guide

/& Mailbox - Windows Intemet Ex_ e |

‘6;_ https://pod51002.outlook.com/ecp/UsersGroups/EditMailbox.aspxTid=35B%7B%22_t ﬁ ‘

yuwy0131 @
“Required fields -

General &

First name:

Wei

Windows Live ID:

[weiy @cm. testington.org.uk

Last nami
i
*Display name:
yuwy0131
I
|

Contact Information

Select what to manage: My Organization ¥ Organization

E-Mail Options
- 8 & @

Rules Maiboxes  Groups  External Contacts Primary e-mail sddress: weiy@cm. testington.org.uk
Other e-mail addresses:

50 Add...

» oK K

J save ¥ cancel

€ Internet | Protected Mode: Off 5 v R10% -

Live IDSructure
Almost all customersaskKS &1 YS [[dzSaidA2y gKSy (GKS& IINB LI YyYyAy
AK2dA R L F2NXNYIAfrer RRNBRSySHI0¢ S
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combination of both student name anmdimber, or a combination of name, date of birth and the name

of their first pet. The point is that there is no right way to format thmeil addresses; the part before

the domain name can be whatever you want it to be. It just needs to be memorablayedyasimple

and personally unique and identifiable.

However, there are several best practice considerations:

Simplicity., 2 dzQ@S 2dza G a S i dzl-tha] Systed ¥rfel Rode ydu vans@idieNd ty/uSes S

the service. Memorable, simple and personatlgritifiable addresses help because students will be

much more likely to give out their student¥el Af | RRNB&aa o0FyR AYRSSR NBYSYo
address that they feel comfortable with. Combinations of joe.bloggs or j.bloggs suffixed withahef

enrolment or a student number to ensure that every address is unique often works well here.

1 Aliases and SMTP addresséxtlook Liveenables you to set-enail aliases and more than one
SMTP address. If you want to have something more foamd#he Live ID that students log in
GAGKY GKA&A A& || @SNE 3JI22R 2LIiA2y® , 2dz Oy &aSi
student number, but then specify a joe.blogstyle alias and make that the primary SMTP
address. In this way, studentststt K I @S { K-Ba4il HddrésE Al Wy darf Baintaiba
uniquely identifiable login and Live ID.
1 Single sign on (SSQ@Jsing SSO does eliminate the worry around a login; students would be
logged into theirOutlook LivéLive@edu account autontigally when they log in to your portal.
Beware of addresses here; will students expect theiaél address to be the same as their
network login? If so, is it a sufficiently friendly address?

Choice.There really is no right or wrong way to set the fotrfa an email address. Many customers

choose the alias and SMTP address option, which seems to work well for both students and IT teams.

2 KIF GS@SNJ 6KS OK2A0S> Ad0Qa @SNE KIFINR (2 OKIFy3aS &2dz
building thedecision about the format of the-mail address into your Live@edu planning process.

Shared Address Space

You can configure youtlook Livedomain to share the samemail address space with your-on
premises email addresses.

If you are deployin@utlook Livemailboxes to supplement an existing-premises messaging system,

you may want to have a shared address space. A shared address space is when two different messaging
systems share the same domain suffix. This configuration is also lamesplit domain. The terms

GFr RRN’&aa alLl OS¢ IyR GR2YIFAY¢ |NB dzaSR AYyGSNOKFy3S

Shared Address Space Options

When you consider deploying a shared address space between yqreorises messaging system and
Outlook Livethe fundamental questioh & Y & 2 K-@ailXBrrivind fforh sefders on the Internet be
RSt AOSNBR FTANROKE
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There are two configuration options:

1 Onpremises relayAll email sent to recipients in the shared address space by a sender on the
Internet is first delivered to the opremises messaging system. Thegyamises messaging
system is responsible for forwardingneail addressed to recipients Dutlook Live

9 Outlook Liverelay. All email sent to recipients in the shared address space by a sender on the
Internet is first delivered tdutlook LiveOutlook Lives responsible for forwarding-mail
addressed to recipients in the ggremises messaging system by using mail users.

Example of OrPremises Relay

Contoso University uses the @contoso.edu address space for all faculty andratiffagldresses in an
on-premises messaging system. The university plans to@iN@ok Livemailboxes to all students.
However, Contoso University wants all facutgff and students to use the @contoso.edu domain
suffix for all email addresses. Albmail must leave th@rgansation with an @contoso.edu From:
address, whether the sender is in the-premises messaging system oQntlook Live All incoming
messages with an @contoso.edurail address should be correctly delivered whether the recipient is in
the on-premises messaging system oQntlook Live To achieve this goal, Contoso University has to
implement a shared address space.

The followng diagram illustrates the deployment of a shared address space for Contoso University. Note
the following key points:

1 All email sent to any @contoso.edu recipient by a sender on the Internet is first delivered to
the onpremises messaging system.

9 The onpremises messaging system is responsible for forwardimgi¢ addressed to students in
Outlook Live
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Shared address space: @contoso.edu

' On-premises e-mail system Outlook Live organization
Authaoritative domain: Authaoritative domain:
contoso.edu live.contoso.edu
Non-authoritative domain: Non-authoritative domain:
live.contoso.adu contoso.edu

Faculty & staff mailboxes student mailboxes
Primary e-mail address: Primary e-mail address:
e ontoso.edu @contoso.edu
Proxy e-mail address: Proxy e-mail address:
@contoso.edu @contoso.edu

@live.contoso.edu
Forwarding Ta:
solution |<student=@live contoso.edu
-
= []

From: @contoso.edu
Ta: <anyone>@contoso.edu

Public DNS server:
MX record:
contoso.edu

lve.contoso,adu

RequiredComponents for a Shared Address Space
To make the shared address space work, you need the following components:

1 Multiple domains
1 Multiple e-mail addresses

Multiple Domains
To configure a single shared address space, you need to configure multiple domains. The following
domains are required for a shared address space:

1 The domain for the shared address space itséffthis examplethe shared domain is
@contoso.edu. This is also the domain that is used for tApremises messaging system.

1 A specific domain for mailboxes i®utlook Live In this example, th®©utlook Livedomain is
@live.contoso.edu.

TheOutlook Livedomain must be different from the epremises domain so thatmail is correctly
routed between the orpremises messaging system addtlook Live Senders and recipients who are
outside theorgangationt NBYy Qi 02 y OGUNGSKLRedammain, But itliska Sital part of making
the shared address space work correctly.
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Multiple EMail Addresses
A key ingredient to a shared address space is correctly configuringrtteel @addresses on mailboxes in
the on-premises messaging system andiutlook Live

The email addresses must be configured on all mailboxes as follows:

9 Primary addressThe primary address is used as the From: address for all messages that are
sent from the mailbox. There can be only one value for the primary address. In this example,
everyone's primary address is in the @contoso.edu shared address space.

1 Proxy addressesProxy addresses are additional addresses for a mailbox. Proxy addresses are
also known as secondaryneail addresses. The mailbox can receivaadl that is sent to any of
its proxy addresses. The primary address is always listed as a proxy address.

Thefollowing table lists the correct values for the primary address and proxy addressesfioeroises
mailboxes andutlook Livemailboxes.

On-premises mailboxes Outlook Livemailboxes
Primary address <usep@-contoso.edu <usep@contoso.edu
Proxy addresses <usep@contoso.edu 1 <user@contoso.edu

{ <usep@live.contoso.edu

How Does BMail Delivery Work in the Shared Address Space?

When you share an address space between apr@mises messaging system addtlook Lve, one of

the messaging systems must be configured as authoritative for the shared address space. When the
messaging system is designated as authoritative for the @contoso.edu domain, all unresolved recipients
generate a nordelivery report (NDR). This configuration ypeats email for nonexistent recipients from
bouncing back and forth indefinitely between the-premises messaging system a@dtlook Live

You configure the @contoso.edu shared address spaCeiilook Liveas a nonauthoritative address
spae. If the @contoso.edu recipient isn't found in Beatlook Liveshared address book, the message is
forwarded to the oRpremises messaging system for processing. If the recipient doesn't exist,the on
premises messaging system is responsible éoiegating the NDR.

If @contoso.edu is configured as the authoritative namespace for theremises messaging system,
how does the ofpremises messaging system know to forward messages for@atldok Live

recipients toOutlook Livewithout generating an NDRIhe onpremises messaging system must be
configured with a forwarding solution that converts the @contoso.edu recipients to @live.contoso.edu
recipients. For example:

1 You create mail users or mail contacts in theppamises address book for @utlook Live
recipients.
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1 You use address rewriting from @contoso.edu to @live.contoso.edu for all unresolved
@contoso.edu recipients.

Other forwarding solutions may also be available depending on the nature of tipeeomises
messaging system. Regardlesshef forwarding solution that you use, make sure thanail for
nonexistent recipients is handled correctly for both thegmemises messaging system addtlook Live

Examples of How-Mail Is Delivered by Using tremises Relay

As noted earlierthe onpremises messaging system is configured to accept all incomimgjldrom the
Internet for the shared address space. In the Contoso University examplenall ér the
@contoso.edu domain is delivered to the-premises messaging system. Youaamaplish this by
configuring the MX record for the contoso.edu domain in an Intefaeing DNS server to point to the
on-premises messaging system.

After the email arrives, the ofpremises messaging system is responsible for correctly determining
whetherthe recipient has a mailbox in the gmemises messaging system oQntlook Liveand then
delivering the message or forwarding the message as appropriate.

Here are two interesting-enail routing scenarios in a shared address space:

1 Email sent b students inOutlook Live The messages could come from external senders on the
Internet or from faculty and staff in the epremises messaging system. Theppsamises
messaging system is configured to forwarthail for students irDutlook Livao Outlook Live
The required configuration depends heavily on the nature of thgpmises messaging system.
For detailsgo toHow to Configure a Shared Address Space by UsifRyénises Reldater in
this guide.

1 Email sent from students irDutlook Liveto faculty and staff in the oRpremises messaging
system.The @contoso.edu shared address space is configured as an internal relay domain in
Outlook Live When the faculty or staff recipi¢isn't found in theOutlook Liveshared address
book, the message is routed to the Internet. The contoso.edu domain points to tipeeonises
messaging system, so the message is delivered successfully.

For internal email between recipients in then-premises messaging system or between students in
Outlook Livethe recipients are in their respective address books, so the message is delivered locally.

For outgoing email to recipients outside therganigation, the onpremises messaging systares its
existing path to the Internet to delivermail messages to the Internet, a@ltlook Livedelivers
messages directly to the Internet.

Considerations

In the shared address space scenario, when incomimgigis first delivered to then-premises
messaging system before it is forwardedQatlook Livethe onpremises messaging system becomes a
single point of failure. Th®utlook Livedomain can be functioning normally, but because something is
wrong with the onpremisesmessaging system;mail can't be delivered t@utlook Liveecipients.
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Also, the orpremises messaging system is responsible for protecting messages that are forwarded to
Outlook Liverom spam and viruses. Failure to do so may c&stook Liveo block or severely
throttle the e-mail coming from the opremises messaging system.

How to Configure &sharedAddress Space by Using @nemises Relay

Now let's walk through the process of configuring the shared address space that i®eésocrihe
Contoso University example. The process requires configuration of elemedttidok Liveand in the
on-premisesorgansation.

Outlook LiveTasks
First, perform the following tasks f@utlook Live

1. Enrol the live.contasedu domain
You have to enrol a domain @utlook Livehat differs from the ompremises address space or the
shared address space. In this example, the domain to enfolittook Lives live.contoso.edu

To enrol theOutlook Livedomain:

a. Enrol your domain with Microsoft Live@edutenrol the live.contoso.edu domain, and use
an MX record to prove domain ownership.

b. Manage IP safelistdn the Live@edu Service Management Portal, clickvibé delivery
tab, and then cliclManage IPsafelists Identify all of the servers in the ggremises
messaging system that are used to delivanail to Outlook Live These servers can be
categorsed as follows:

1 Internal mail serversThese servers contain mailboxes or are used for routintpi
messages internally without being exposed to the Internet.

1 Gateway serversThese servers are connected to the Internet and are used to
deliver email toOutlook Live

1 Note: You don't need a dedicated gateway server that only delivarai to
Outlook Livelf the gateway servers delivermaail to Outlook Liveand to the
Internet at large, they are considered gateway servers. If theremises messaging
systemuses a dedicated gateway server to delivenail to Outlook Liveonly, that
server is considered an internal mail server.

c. Test mail flow.Although senders on the Internet won't use the @live.contoso.eduad
addresses, we recommend that you télsé Outlook Livedomain to verify that it is
functioning correctly. To do this, create one or more test user accounts and use them to test
mail flow.

2. Add contoso.edu as an accepted domain

After you enrol theDutlook Livedomain, add theshared address space as an accepted domain so that
you can set the primary address fOoutlook Liveaccounts in the shared address space. In this example,
the shared address space is contoso.edu. For instructgmng) Creating Accepted Domaiesirlier in

this guide
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The onpremises messaging system is already using the MX record for contoso.edu. Therefore, when
you create the accepted domain for contoso.edu, be sure to use a CNAME record to prove domain
ownership.

3. Configure contoso.edu as an internal relay domain

If you don't configure the @contoso.edu shared address space as an internal relay domaihsent
from students inOutlook Liveo faculty and staff with @contoso.edu addressethim on-premises
messaging system won't be delivered, and NDRs will be generated.

¢t2 O2yFAIAdNBE X002y i(i2a2dSRdz a Yy AYOGSNYIl f-indBft I &
interface. To learn how to install and configure Windows PowerShell and doton@atlook Livego to
Deploying Live@edu Accounts by Using Windows Powelt&tezlin this guide.

Run the following command after you have connected toGhelook Liveserversidesession.
SetAcceptedDomain <shared address spad@emainType InternalRelay

For our example, contoso.edu is the shared address space, so we would run the following command.
SetAcceptedDomain contoso.edDomainType InternalRelay

4. CreateOutlook Liveaccounts with a primary-enail address in the contoso.edu domain
Use one of the following methods to create new accounts and set the primargileaddress in the
shared address space:

1 Create new Windows Live IDs in the @contoso.edu address space.
Crate individual accounts in the Web management interface. When you create an account,
select the @contoso.edu shared address space, not the defautlbok Liveaddress space
@live.contoso.edu. When you select a Windows Live ID for the accourd gotitoso.edu
domain, the primary anail address of the account is also set in the @contoso.edu domain.

1 Update the primary address of existing Windows Live IDs in the @live.contoso.edu address
space to the @contoso.edu address space.
If you've already crédad many accounts in youtlook Livedomain before you decided you
wanted a shared address space, you need to update the primary address for those accounts to
the @contoso.edu address space. The Windows Live IDs oOymlaok Livausers an be in a
completely different domain from their primary-mail addresses.

Note: You can use the CSV_Parser Windows PowerShell script to create new accounts and set the
primary email address at the same time, or to update the primaiyail address of é@xting accounts.
For more informationgo toDeploying Live@edu Accounts by Using Windows Powelt&teelin this
guide

OnPremisesOrganiation Tasks
Next, you configure elements in the -qumemisesmessaging system.
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5. Configure mail forwarding ©©Outlodk Live

You have to configure your ggremises messaging system to correctly forwan&il to recipients in
Outlook Live The process for doing this depends on the software that is us#e onpremises
messaging system:

T Microsoft Exchange Server2007.5S &1 26 (2 /2y FA3dzNB 9EOKI y3aS H
I { KINBR ! RRNBFaa {LI OS¢ Il KIGLIWKKkI2DYAONR&AZ2TI
case, the second messaging systaas to be authoritative for the shared address space. In the
Contoso University example, the first messaging system, which is tpesonises Exchange
Server 2000rgangation, is authoritative for the @contoso.edu shared address space.

Therefore, to makéhe shared address space work, you have to do the following in the on
premises Exchange Server 2@dgankation:
o Create an internal relay domain for the live.contoso.€lutlook Livedomain and create
a Send connector for the @live.contoso.edu axdr space that uses smart host routing
instead of DNS routing. The smart host value is the MX record forGQutlmok Live
domain on theDomain Settingpage of Windows Live Adm@Zente.
o Configure a solution to convert @contoso.edu addresses@lige.contoso.edu
addresses foOutlook Liveusers.
Note: If you want theOutlook Livausers to access their mailboxes by using Microsoft
Office Outlook 2007, th®utlook Livausers must be represented in the @nemises
global addresfist as mail contacts or mail users. The CNAME autodiscover record that is
required for Office Outlook 2007 clients to access their mailboxes points to the on
premises Exchange Senagansation. In the Contoso University example, the
autodiscover.conteo.edu CNAME record points to autodiscover.outlook.com.

 Exchange Server2008.5S G(KS aAONRAa&A2FG Yy26f SRAS .1 &S I NI
{a¢t | RRNBaa aLl O0S Ay 9EOKIyYy3IS wuwnnn {SNBSNI 2N
http://go.microsoft.com/fwlink/?LinkI3>3052&kbid=321721. In that article, Method 2 most
closely resembles the Contoso University example. Method 1 requires the second messaging
system to be authoritative for the shared address space. In the Contoso University example, the
first eemail systemwhich is the ompremises Exchange Server 2@@8aniation, is authoritative
for the @contoso.edu shared address space.

 Zmbra{ SS a{ LI AG 52YIAYyé G KGGLIYKKGATAPI AYONF 9O

9 Other messaging system&onsult the documentation foyour onpremises messaging system.

You'll need to configure some kind of connector or smart host to routeaé for recipients in
Outlook Livewithout creating ma#routing loops for nonexistent recipients.

6. Verify that everything works corrdgt
After you have configured the shared address space, verify that mail flows as follows:

1 Inbound mail flow.All email sent to the shared address space arrives at thpr@mises
messaging system. Messages for faculty and staff are delivered. Messageglénmts in
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Outlook Liveare forwarded toOutlook Live Messages sent to nonexistent recipients generate
an NDR.

1 Outbound mail flow.Email sent from students i@utlook Liveand faculty and staff in the en
premises messaging systémexternal recipients shows a From: address in the shared address
space, @contoso.edu.

1 RepliesWhen external recipients reply to messages, the To: address in the reply is the shared
address space, @contoso.edu.

1 Onpremises delivery fromOutlook Live Messages sent from students@utlook Liveo
faculty and staff in the opremises messaging system are delivered. Messages sent to
nonexistent recipients generate an NDR.

9 Outlook Livedelivery from the onpremises messaging systemlessages sent from faculty and
staff in the onpremises messaging system to student®irtlook Liveare delivered. Messages
sent to nonexistent recipients generate an NDR.

Example ofOutlook LiveRelay

The University of Fabrikam uses the @fabrikam.edu address space for all faculty andradff e
addresses in an epremises messaging system. The university plans to@iteok Livenailboxes to all
students. However, the University of Fabrikaranis all faculty, staff and students to use the
@fabrikam.edu domain suffix for alireail addresses. Allmail must leave th@rgansation with an
@fabrikam.edu From: address, whether the sender is in thpremises messaging system or in
Outlook Live All incoming messages with an @fabrikam.edual address should be correctly
delivered whether the recipient is in the ggremises messaging system oQntlook Live To achieve
this goal, the University of Fabrikam has to implement aethaddress space.

The following diagram illustrates the deployment of a shared address space for the University of
Fabrikam. Note the following key points:

1 All email sent to any @fabrikam.edu recipient by a sender on the Internet is first delivered to
Outlook Live

9 Outlook Lives responsible for forwarding-mail addressed to faculty and staff in the-on
premises messaging system using mail users.
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Shared address space: @fabrikam.adu

On-premises e-mail system Outlook Live organization
Authoritative domain: Authoritative domain:
campus.fabrikam edu fabrikam.edu
MNen-authoritative domain: Mon-authoritative domain:
fabrikam.edu campus. fabrikam_edu
Faculty & staff mailboxes Student mailboxes

Primary e-mail address: Primary e-mail address:

@fabrikam.edu @fabrikam.edu

Proxy e-mail address: Proxy e-mail address:

@eampus.fabrikam.edu @fabrikam.edu

To: Mail users

<anyone > Dcyi RS- Primary e-mail address:

—ay @campus.fabrikam.edu
= Proxy e-mail addresses:

I @fabrikam.edu

icampus fabrikam.adu

Internet

From: @fabrikam.edu From: @fabrikam.adu

To: <anyone > @fabrikam.edu

Public DNS server: Public DNS server:

campusfabrikam.edu fabrikam.edu

RequiredComponents for a Shared Address Space
To make the shared address space work, yeed the following components:

1 Multiple domains
9 Multiple e-mail addresses

Multiple Domains
To configure a single shared address space, you need to configure multiple domains. The following
domains are required for a shared address space:

1 The domain for tle shared address space itself this example, the shared domain is
@fabrikam.edu. This is also the domain that is used foCth#ook Lve organsation.
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1 A specific domain for mailboxes in the goremises messaging systerim this example, the
Outlook Livedomain is @campus.fabrikam.edu. If the shared address is already used to deliver
e-mail to the onpremises messaging system, you must add apremises domain for the on
premises messaging system so that you can move the shared addaessts@utlook Live

TheOutlook Livedomain must be different from the epremises domain so thatmnail is correctly

routed betweenOutlook Liveand the onpremises messaging system. Senders and recipients who are
outside theorgangation NBy Qi 02 y O SNdniides démiaiin,fout ifl i&vita pArt of making
the shared address space work correctly.

Multiple EMail Addresses
A key ingredient to a shared address space is correctly configuringrttegl @ddresses on mailboxes
the onpremises messaging system andintlook Live

The email addresses must be configured on all mailboxes as follows:

1 Primary addressThe primary address is used as the From: address for all messages that are
sent from the mailbox. There nde only one value for the primary address. In this example,
everyone's primary address is in the @fabrikam.edu shared address space.

1 Proxy addressef?roxy addresses are additional addresses for a mailbox. Proxy addresses are
also known as secondaryneail addresses. The mailbox can receivaail that is sent to any of
its proxy addresses. The primary address is always listed as a proxy address.

The following table lists the correct values for the primary address and proxy addressespfentises
mailboxes andOutlook Livenailboxes.

Outlook Livemailboxes On-premises mailboxes
Primary address <usep@fabrikam.edu <usep@fabrikam.edu
Proxy addresses <user@fabrikam.edu 1 <user@fabrikam.edu

I <user@campus.fabrikam.edu

How Does BMail Delivery Work in the Shared Address Space?

When you share an address space betw&erlook Liveand an orpremises messaging system, one of
the messaging systems must be configured as authoritative for the shared address spaceéh&/hen
messaging system is designated as authoritative for the @fabrikam.edu domain, all unresolved
recipients generate an NDR. This configuration prevemsi for nonexistent recipients from bouncing
back and forth indefinitely betwee®utlook Liveand the orpremises messaging system.

You configure the @fabrikam.edu shared address space in H#peesnises messaging system as a
nonauthoritative address space. If the @fabrikam.edu recipient isn't found in thEremises

Page2l
03 June 2010



Live@edu Implementation Guide

messaging system, threessage is forwarded ©Outlook Liveor processing. If the recipient doesn't exist
in the Outlook Liveshared address bookutlook Livas responsible for generating the NDR.

If @fabrikam.edu is configured as the authoritative nanaespfor theOutlook Liveorganiation, how
doesOutlook Liveknow to forward messages for valid-pnemises recipients to the epremises
messaging system without generating an NDR? Theremises users must be represented in the
Outlook Liveshared address book as mail users. The mail user objects Duth@ok Liveshared address
book convert @fabrikam.edumail addresses to @campus.fabrikam.edumail addresses for delivery
to the onpremises messaging system.

Examples of 6w EMail Is Delivered by Usir@utlook LiveRelay

As noted earlierQutlook Lives configured to accept all incomingneail from the Internet for the
shared address space. In the University of Fabrikam examplemalil éor the @fabrikanedu domain is
delivered toOutlook Live You accomplish this by configuring the MX record for the fabrikam.edu
domain in an Internetacing DNS server to point @utlook Live

After the email arrivesQutlook Livas responsible focorrectly determining whether the recipient has
a mailbox inDutlook Liveor in the onpremises messaging system, and then delivering the message or
forwarding the message as appropriate.

Here are two interesting-enail routing scenarios in a sharaddress space:

1 Email sent to faculty and staff in the opremises messaging systemhe messages could
come from external senders on the Internet or from student®iurtlook Live The faculty and
staff are represented in th®utlook Liveshared address book as mail users. The mail user object
converts the @fabrikam.edumail address to a @campus.fabrikam.edu address for delivery
to the onpremises messaging system.

1 Email sent from faculty and staff in the ofpremises messaging system to studentsGutlook
Live The @fabrikam.edu shared address space is configasednonauthoritative domain in
the onpremises messaging system. When the student recipient isn't found in the address book
of the onpremises messaging system, the message is routed to the Internet. The fabrikam.edu
domain points taOutlook Liveso the message is delivered successfully.

For internal email between recipients in the epremises messaging system or between students in
Outlook Livethe recipients are in their respective address books, so the message is delivered locally.

Foroutgoing email to recipients outside therganigation, the onpremises messaging system uses its
existing path to the Internet to delivermail messages to the Internet, a@utlook Livedelivers
messages directly to the Internet.

Considerations
What if you are already using the shared address space as an authoritative domain in-yoemises
messaging system?
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Briefly, you'll have to configure a specificpremises domain, such as campus.fabrikam.edu, as the
authoritative domain for your ofpremises messaging system. You need to leave the shared address
space configured in the gpremises messaging system as a nonauthoritative domain. You can then
enrol the shared address spaceOnitlook Liveas an authoritative domain.

What about rediecting the MX record for the shared address space from thpremises messaging
system toOutlook Live@

Internet DNS servers cache their DNS query results for up to 48 hours. Therefore, when you redirect the
MX record for the shared address spamti the onpremises messaging system@uitlook Liveit is

very likely that email will be delivered to both locations during that-A8ur period. However, after you
configure the shared address space as a nonauthoritative domain in tpeepnisesmessaging system,

you can configure mail routing ©utlook Livdor recipients in the shared address space.

Comparing OrPremises andutlook LiveRelays
No shared address space configuration is perfect. Each has its advantages and thgadvafou
should carefully consider which configuration best suits the needs ofgrganiation.

Option Pros Cons
On-premises Flexibility in how you configure I Configuring the solution that forwards e
relay forwarding to recipients i©utlook mail toOutlook Livaecipients can be
Live difficult to set up and maintain.
No change to existing mail flow is f  The onpremises messaging system is
required for the oRpremises responsible for protecting messages that
messaging system. are forwarded toOutlook Livdrom spam
You can continue to use the existing and viruses. Failure to do so may cause tl
anti-spam and antivirus solution that e-mail coming from the ompremises
protects your oRpremises messagin messaging system toe blocked or severel
system. throttled by Outlook Live
Outlook Live 1 TheOutlook Liveanti-spam, anti 1 Changes to the existing mail flow may be
relay phishing and antivirus mechanisms required for the ospremises messaging
protect users in the ompremises system.
messaging system. 1 You have to install and configure OLSync
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For more informationgo toDeploying
Live@edu Accounts by Using Identity
Lifecycle Manager 2007 ai@l Syntater in
this guide
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Deployment Options

After you set up a Live@edu domain and configure DNS to dinectileto it, you're ready to create user
accounts. Each user account has its own Windows Live ID and mailbox.

Microsoft provides several ways to deploy ydhive@edu accounts, which include manual,
programmatic and automated methods. In this section, we will examine and compare those different
methods.

Comparing the Deployment Options for Live@edu
There are several ways to deploy Live@edu user accountsniystidecide which one works best for
you in your environment:

1 Use the Web management interface to create accounts one at a tithgou have to create a few
test users or occasionally create a new user, use the Web management interf&etiimok Live In
the Web management interface, selddly Organization selectUsers & GroupsselectMailboxes
and then clickNew.

This method is recommended for schools that want to quickly provision a user or set of users to try
the service.

1 Use the Web managem interface to create multiple user account$f you have to create many
user accounts during initial user provisioning, you can use the Web management interface for
Outlook Liveto import users by using a CSV file. This is the easiest way te eneaty accounts. In
the Web management interface, selddly Organization selectUsers & GroupsselectMailboxes
and then clickmport users
This method is recommended for schools that have simple enrolment process requirements and do
not need to integate with an onpremises information system.

1 Use Windows PowerShell to create multiple user accountsu can use the CSV_Parser.psl
Windows PowerShell script, which also uses a CSV file, to provision many users and to create
external contacts. The WindoviPowerShell script enables you to configure more attributes, such as
proxy addresses, and offers greater functionality than the Import users feature in the Web
management interface.

This method is recommended for:
0 Schools that want to create distributiorsts for groups such as classes and some faculty and
staff contacts in their global address list (GAL).
0 Schools that want simple automation of account management tasks (creation, changes and
deletions).
0 Schools that have network administrators who are ¢orable with commandine
scripting.

9 Use Identity Lifecycle Manager 2007 and Outlook Live Directory Sync (OLSync) to automatically
provision, update andsynchronse user accountsYou can use a server running ldentity Lifecycle
Manager 2007 as the data source from which to draw user information, and OtdSyerdorm fully
automated directorysynchronsation for account provisioning anchaintenance.

This method is recommended for:
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o Schools that want automated directosynchronsation with on-premises student
directories or other student information systems, without programming.

0 Schools that want to take advantage of an existing server running Microsoft ldentity
Integration ServerNIIS) or Identity Lifecycle Manager.

The following table highlights the key benefits of the available deployment methods.

Outlook Live

Control Panel Windows Identity Lifecycle
Deployment method (GUI) PowerShell Manager OLSync
Rapid deployment No Yes No
Simple deployment Yes No No
Upload users from CSV file Yes Yes No
Passwordsynchrongation No No Yes
Requires scripting knowledge No Yes No
Automated provisioning No Possible ves
Automated updating No Possible Yes

Deploying Live@edu Accounts ising the GUI
If you have to create a few test users or occasionally create a single new user, you can use the Web

management interface foDutlook Liveas the graphical user interface (GUI) to create individual users
manually

However, if you havo create many user accoungssuch as when you are performing your initial user
provisioningg you can use the Web management interface®@artlook Liveto import users by using a
CSYV file. Bulk provisioning is an effective way to:

9 Quickly provisin users in a®utlook Livedomain for testing and evaluation.
9 Provision users until you implement a more automated and permanent provisioning solution
such afOLSync.

1 Provision a new group of users on a regular schedule, such as before the stawfquarter
or semester.
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Where to Find the GUI

You can provision individual user accounts or create distribution lists from Outlook Live Control Panel.
To access Outlook Live Control Panel, sign in to your domhitpat//eduadmin.live.comandthen, in

the left navigation pane, cliddsers and groups

Microsoft” .. a :
administrator@guide.testington.org.uk
Live@edu @g 2R
Service Management Portal
Contoso University
Home Users and groups
Institution profile After you set up your domain and configure the DNS settings, you can create and Help and how-to
- < (r

Users and groups manage users and distribution groups in different ways. To help you decde which tool is
Not sure where to start? This is

right for you, see Which one should T use?
your gateway to help.

Domains

Co-branding Outlook Live Control Panel g;ﬂong. L\-,-e‘ He;lp

Mail delivery You can provision individual user accounts or create a distribution list from Outlook Live e Hve Workspace
Control Panel.

Single sign-an Outlook Live Control Panel

Reports i
To learn more about creating user accounts, see Create user accounts.

Support

Windows PowerShell and Windows Remote Management
You can use Windows PowerShell to connect to Outlook Live remotely and bulk-create
and configure user accounts.

Service status

To learn more, see Create and configure users and contacts with Windows PowerShell.

GALSync 2010

You can use GALSync 2010 to replicate and synchronise user, contact, group and
dynamic distribution group data between your on-premises Active Directory and your
Outlook Live domain.

To learn more, see Implement GALSync 2010.

Here you will find a link to Outlook Live Control Panel. When you click thia livekv Microsoft
Exchange Onlingindow opens on théJsers and Grouppage.

~ ExchangeOnline
Select what to manage: My Organization

r— S & @

Rules Mailboxes Groups External Contacts

Reporting

& Import users.., | [i=]Details | §& ResetPassword | X = &

yel

Display Name + |E-Mail Address

Administrator ~ admin@cm. testington.org.uk

To create a small number of users, ciigw, fill in the details in theNew Mailboxdialog box, and then
clickSave
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£ New Mailbox - Windows Internet Explorer F=aroy
€] https://pod51002.outlook.com/ecp/UsersGroups/MewMailbox.aspx
Mew Mailbox i
*Required fields

First name:

Initial:

Last name:

* Display name:

* Windows Live ID:

@  cmtestington.org.uk -

* Password:

* Confirm password:

|| Require password change on next logan

J save | ¥ cancel

To create several users at once, clitiport users

S, Mucrosor® A
< ExchangeOnline :...
Select what to manage: VMy Organization w

v § B &

Rules Mailboxes Groups External Contacts

Reporting

(&]

I Import users..,

J=| Details | §A ResetPassword = X
)

Search mailboxeS

Display Name + E-Mail Address
Administrator ~ admin@cm. testington.org.uk

Next,in the Import Usersdialog box, select a CSV file to import, and then dhigdort.
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r 1
E Import Users - Windows Internet Explorer - E@Iﬂ

| £ | https://pod51002.outlook.com/ecp/UsersGroups/ImportUsers.aspx % |

Import Users

Add new users with a C5V file
Learn more about how to import new users and review a sample C5V file,

When the importing process is complete, a report will be e-mailed to
admin@cm. testington.org. uk.

Select a CSV file to impart:

 Import | & Cancel

&) Internet | Protected Mode: Off fy v H100% -

CS\File Structure

You can use any text editor, such as Notepad, or an application such as Microsoft Office Excel® to create
the CSV file. You must format the file as described below avel the file as a .csv file.

The first row, or header row, of the CSV file lists the names of the attributes, or fields, specified in the
rows that follow. A comma separates each attribute name. Each row under the header row represents
one user and supplgethe information that will be used to create that user. The attributes in each row
must be in the same order as the attribute names in the header row. A comma separates each attribute
value.

To get a sample CSYV file that you can use as a template te great own CSV import file, in theport
Usersdialog box, click theample CSV filknk, and then save the sample.csv file.

Impart Users

Add new users with a CSV file

Learn more about how to import new users and refriew a sample C5V file,

When the importing process is complete, a repart wil e
admin@cm. testington. org. uk.

Select a CSV file to import:
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Example CSVile Format
Here's an example of the format for a CSV import file, which contains the required attributes. In
example, three new users are imported.

Name,EmailAddress,FirstName,LastName,Password

wo0dsj0210,johnw@cm.testington.org.uk,John,Woo0ds,2101989

xuy0131,xuy@cm.testington.org.uk,Xu,Ye, 1311990

zengjz0230,jeffreyz@cm.testington.org.uk,Jeffrey,Zeng,2301991

You can then manage the imported users in the user interface.

The same attribute in each row makes up a column. In the example, the column names are the same as
the attributes in the header row. The example has five coluriasne EmailAddressFirstName
LastNameand Password TheEmailAddressolumn, for example, includes thersail address for each

new user: johnw@cm.testington.org.uk, xuy@cm.testington.org.uk and jeffreyz@cm.testington.org.uk.

Required or Optional Attributes for the CSV File
The fiveattributes used in the example CSV file are the required attributes. You can also include several
optional attributes in your CSV file as the following table shows.

Attribute

DisplayName

ForceChangePasswor

City

Company

CountryorRegion

Department
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Description

DisplayNamespecifies how the user name appears in the address book and in the list of
mailboxes in the Web management interface. If you don't inciDiglayNamewvhen you import
new users, or if you use a null value, the value oftlaeneattribute is used foDisparyName

When ForceChangePasswoisl set tol, it creates a WindowkivelD that requires new users to
change their password after they log on for the first time. If you don't use the
ForceChangePasswodltribute, new users aren't required to change the password that you ¢
in the CSV import file.

City specifies the city that is listed for the user in the address book.

Companyspecifies the company name that is listed for the user in the address book.

CountryorRegiorspecifies the name of the country or region that is listed for the user in the
address book. To find the valid values for @euntryorRegiorattribute, in Outlook Liveclick
Options, clickAccount clickEdit, and then clickContact LocationIn the dropdown menu for
Country/Region, you'll find all the valid values.

Departmentspecifies the department that is listed fdret user in the address book.
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MobilePhone MobilePhonespecifies the mobile phone number that is listed for the user in the address bo

PostalCode PostalCodespecifies the postal code that is listed for the user in the address book.

Best Practice$or Using the GUI to Deploy Live@edu User Accounts

Consider these best practices when you use the Web management interface and a CSV file to import
new users:

1 Use your CSV file to test the import of a small batch of users and user data before you import
alarge number of usersThis enables you to:

o Troubleshoot potential problems tminimise mistakes when you import a large batch of
users.

0 Test any optional attributes that you want to use in the header row.

o Verify that you are using the correct data fornfat each attribute.

o Verify that you can export data in the appropriate format from your student records
database and that you have mapped it correctly to the appropriate attribute in the
header row.

9 Verify that attribute values appear in the shared addrelsok in the way that you intended.

After you import a small group of test users, sign in to your account and see how the attribute
values for each user are displayed in the shared address book. You may want to make changes,
or add or remove an optional @ibute from the header row.

1 Run smaller batches instead of one large batéithough a CSV file can contain up to 50,000
rows, it could take seven days or longer to import such a large number of users in one batch. If
you want to provision a large numbef users, consider using several smaller batches instead of
one large batch. This approach enables you to validate results and, if necessary, resubmit in
smaller batches instead of waiting for one large batch to be processed.

1 Require users to change thairassword.It's a good idea to use theorceChangePassword
attribute when you import new users. This will create a Windows Live ID that requires new users
to change their password after they sign in for the first time. This is a security best practice to
help ensure that only users know the password for theioaods.

1 Use the DisplayName attributdJnless you have a policy of excluding users' display hames in
the shared address book and tlutlook LiveNeb management interface, consider using the
optional DisplayNameattribute in the CSV import file. Betting a specific display name for
each user, you ensure that each user is easy to identify in the shared address book. If you don't
set the optionaDisplayNamaeattribute, Exchange uses tidameattribute as the display name,
which users may not immedialy recognse.

Note: If you want to usd_astNameFirstNameas the format for display names, do the following
when you prepare the CSV import file:
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o Ifyou are using a text editor, include quotation marks inEhgplayNameattribute
value. For example, es'’Adams, Terry" for a user named Terry Adams.

o Ifyou are using Office Excel, don't include quotation marks because Office Excel
automatically adds them when you save the file as a CSV file. If you add quotation marks
in Excel, they are included in the w'sadisplay name in the shared address book.

How to Use the GUI to Deploy Multiple Live@edu User Accounts

1.
2.

o

Sign in to your Live@edu domain.

In the Service Management Portal, cligkers and groupsand then click th®utlook Live

Control Panelink.

On theMailboxestab, clickimport users

Only one import process for your domain can run at a time. If an import process is running when
you submit your request, you'll get an error that explains that the current import process must
finish before a new one carelstarted.

In thelmport Usersdialog box, clicBrowse

In the Choose File to Uploadialog box, navigate to your CSV file, and then Cjig&n

In theImport Usersdialog box, clickmport.

The Web management interface displays a message that saytheh@iSV file is being uploaded
YR OSNAFASRO® 5dz2NAy3 (KAAa LINROSaaxr 9EOKIy3S
contains too many entries, and follows the correct formatting and attribute requirements.

Note: If any of these conditions aren't true, Exchange terminates the import process and
displays an error that explains the reason for the failure.

When the CSV file is validated, the verification message closes, and the import process starts.
There may be aalay before the import process starts because the server process running on
Exchange may be busy processing import requestsrifaniations

When the import process is finished, Exchange sends the administrator who submitted the CSV
import file an emai that contains the final results of the import process. This information

includes the start time of the import process, the total duration of the import process, the total
number of users processed, the number of users successfully created and the rnhatber

failed. If there are any failures, it also attaches a CSV file (hamed ImportErrors.csv) that contains
a row for each user who couldn't be imported and the reason for the failure. If there are no
failures, the email doesn't include this file.
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Processing of your provisioning request has completed
Microsoft Qutlook

Sent: 21 September 2009 13:55

To: Administrator

Attachments: ii]lmportE|'|'0|'s.-:5'-.-' (361E)

Import Users has completed - with some errors

/v Error Summary: (Review the attached ImpertErrors.csv file for spedfic details)

1 Row could not be imported as it contains data errors.
Please correct the .CSV before resubmitting these rows.,

File: SR_sample.csv
Started By: Administrator

Start Time: 21/09/2009 12:46:14
Run Time: 9 Minutes

Total Rows: 4

New Users: 3

Errors: 1

Deploying Live@edu Accountsy UsingWindows PowerShell

To provision many users and to create external contacts, you can use the CSV_Parser.psl
WindowsPowerShell script, which also uses a CSV file. The Windows PowerShell script enables you to
configure moreattributes, such as proxy addresses, and offers greater functionality than the Import
users feature in the Web management interface.

Windows PowerShell Installation and Versions

Windows PowerShell is a commalnge shell and scripting language that you cese to manage your
organgation. It uses administrative tasks called cmdlets. Each cmdlet has required and optional
arguments, which are called parameters, that identify which objects to act on or control how the cmdlet
performs its task. You can combiamdlets in scripts to perform complex functions that give you more
control and help you to be more efficient.

You use Windows PowerShell on a local computer to connect toQutlook Liveorgansation and

perform management tasks that aren't avdila or practical in the Web management interface. For
example, you can create dynamic distribution groups, create or update many user accounts at one time
and script automated solutions.

Before you begin, make sure that you perform the following steps:

1. Ingall and configure the latest versions of Windows PowerShell and Windows Remote
Management (WinRM).
2. Connect Windows PowerShell @utlook Live
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Installing and Configuring the Latest Versions of Windows PowerShell and WinRM
Before you can use WindowowerShell witfOutlook Livemake sure that you have the correct
versions of Windows PowerShell and WinRM installed and configured on your computer.

Note: To use WinRM, your computer must be running at least Windows Vista® Service Pack 1 (SP1) or
Windows Server® 2008.

Note: If you are running Windowsar Windows Server 200&e correct version ofWindows
PowerShell is already installed.

To install and cdilgure the latest versions of Windows PowerShell and WinRM, follow these steps:

1. Check the version of Windows PowerShell and WinRM on your computer and uninstall if
required. For computers that are not running either Windows 7 or Windows Server 2008 R2
(RTN) operating systems, you must uninstall any existing versions of Windows PowerShell and
WinRM first.

2. Download and install Windows PowerShell V2 and WinRM 2A0ndows PowerShell V2
introduces several significant features to Windows PowerShell 1.0 and WéndowerShell V2
that extends its use, improves its usability and enables you to control and manage the Windows
environment more easily and comprehensively. You must download and install these new
versions to deploy and manage your Live@edu user accounts.

3. Verify that Windows PowerShell can run scripfBo verify that Windows PowerShell can run
scripts, do the following:

a. ClickStart, point to All Programsand then clickVindows PowerShell V.2

b. RightclickWindows PowerShell V,2Zand then cliclRun asadministrator. If you get a
user account control prompt that asks whether you want to continue, ch@isginue

c. Run the following command.

GetExecutionPolicy

d. Ifthe value that is returned is anything other thRemoteSignedyou need to change
the valueto RemoteSigneds detailed in the next step.
Note: When you set the script execution policyRemoteSignedyou can only run
scripts that you create on your computer or scripts that are signed by a trusted source.
e. If you need to change the execution policyRemoteSignedo enable scripts to run in
Windows PowerShell, run the following command in Windows PowerShell.

SetExecutionPolicy RemoteSigned

4. Verify that WinRM allows Windows PowerShell to connect@utlook Live To verify that
WinRM allows Windows PowerShell to connecOatlook Livedo the following:
a. ClickStart, point to All Programsand then cliclAccessories
b. RightclickCommand Promptand then cliclRun as administratarlf you get a usr
account control prompt that asks whether you want to continue, chd@eatinue
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c. Atthe command prompt, run the following command.
winrm get winrm/config/client/auth

d. Inthe results, look for the valugasic =If the value iBasic = falseyou must chage
the value toBasic = true

e. To configure WinRM to support basic authentication on Windows Vista SP1 or Windows
Server 2008, at the command prompt, run the following commands.

net start winrm
winrm set winrm/config/client/auth @{Basic="true"}
net stop whrm

Note: The value between the braces { } is casasitive. In Windows Server 2008, you
don't have to start and stop the WinRM service.

f. Inthe command output, verify the valugasic = true

Connecting Windows PowerShell ©Outlook Live

After you have installed and configured Windows PowerShell and WinRM on your computer, to manage
your Outlook Liveorgangation, you have to connect Windows PowerShell on your local computer to
Outlook Live When you open Windows PowerSheail your computer, you're in the Windows

PowerShell session of your local computer. A session is an instance of Windows PowerShell that
contains all of the commands that are available to you.

The Windows PowerShell session of your local computer, calledidmt-side session, only has the
basic Windows PowerShell commands available to it. By connectidgttook Liveyou connect to the
Outlook Liveserver environment, called the servside session, which contains theitlook Live
commands.

To connect Windows PowerShell on your local computé&udook Livefollow these steps:

1. ClickStart, point to All Programs clickWindows PowerShell V,2and then clickVindows
PowerShell V2
2. Run the following command.

$LiveCred SetCredential

3. Inthe Windows PowerShell Credential Request window that opens, type the Windows Live ID
and password of a®utlook Liveadministrator account. When you are finished, clizk
4. Run the following command.

$Session = NeWwSSessioiConfgurationName Microsoft.Exchang€onnectionUri
https://ps.outlook.com/powershell/-Credential $LiveCreduthentication Basig
AllowRedirection

Page34
03 June 2010



Live@edu Implementation Guide

Note: TheAllowRedirectiorparameter enable®utlook Liveorgansationsall over the world to
connect Windows PowerShell t®utlook Liveby using the same URL.

5. Run the following command.
Import-PSSession $Session

6. A progress indicator appears that shows the importin@oflook Liveecommands into the
client-side session of your local computerh@h this process is complete, you can Duatlook
Livecommands.

Using the Windows PowerShell CSV_Parser Script

To use Windows PowerShell to deploy and manage your Live@edu users, you need to download and use
the CSV_Parser.psl Windows Power&eeipt. This script enables you to add new users, update

existing users or delete existing user©intlookLive The script, which uses a CSV file to specify users, is

a great way to create and configure many users or contacts simultaneously.

Use he script for the following user types:

1 Mailbox usersMailbox users are users in yoDutlook Livadomain who have a mailbox and a
corresponding Windows Live ID.

1 Mail contacts.Mail contacts, also known as external contacts, don't have a WindwwdDior a
mailbox in your domain. F@utlook Livemail contacts are users outside yarganiation.
However, their contact information includes anmail address that can be displayed in your
address book.

1 Mail users.Mail users also don't havee mailbox in your domain. However, foutlook Live mail
users are users inside yoorganiation, and they can have a Windows Live ID. For example,
they can be users in yowrgansation who have ompremises email accounts.

Download the CSV_Pargesl script and a sample.csv file from
http://go.microsoft.com/fwlink/?LinkID=142060

After you download the script file, perform the following steps:

1. Rightclick theCSV_Parser.pdile, and hen clickProperties

2. OntheGeneraltab, if there is Securityd SOG A2y GKI G KIFI&a GKS GSEG 6G¢K.
O2YLIzi SN ' yR YAIK(G 0SS of 2 QtlikRnblock If tkeBefisido LINR (0 S O
Securitysection, you don't need to do anyitig.

3. ClickOK

File Structure of CSV_Parser.psl
You can use any text editor, such as Notepad, or an application such as Office Excel to create the CSV file
that the CSV_Parser.psl script uses. You must format the file as described below and savaslze file

.csv file.
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The first row, or header row, of the CSV file lists the names of the attributes, or fields, specified in the
rows that follow. A comma separates each attribute name. Each row under the header row represents
one user and supplies the inforan required for the Windows Live ID and tBeitlook Livanailbox

and address book listing. The attributes in each row must be in the same order as the attribute names in
the header row. A comma separates each attribute value. If the attributeefalua particular record is

null, don't type anything for that attribute. However, make sure that you include the comma to separate
the null value from the next attribute.

Example CSV File Format for CSV_Parser.psl
Here's an example of the correct formfar a CSV file that the CSV_Parser.ps1 script uses. In this
example, two mailbox users are being provisioned: Tamara Johnston and Ayla Kol.

Action,Type,Name,EmailAddress,Password,FirstName,LastName,DisplayName

Add,Mailbox,Tamara Johnston,TamaraJ@studeatgoso.edu,P@sswOrd, Tamara,Johnston, Tamara
Johnston

Add,Mailbox,Ayla Kol,Aylak@students.contoso.edu,P@sswOrd,Ayla,Kol,Ayla Kol

Supported Attributes for the CSV File Used with the CSV_Parser.psl Script

There are many supported attributes for the CSV_Pgpsérscript. The following table provides some of

them, but for afull listofabfi KS | @F At 6t S NBIdZANBR FyR 2LWGA2Yy L |
WSOALIASy(Ga o6AlGK G Kabhttp:/helpputldokdrs/&nsl Ta0kcc7 E362M.Aspil £

Attribute name Required/optional Description
Action Always required Actionrefers to the type of procedure being performed. Valid
options are:

9 Add. This value creates new users in your domain.

9 Update This value updates existing users in your
domain.

9 Delete This value deletes existing users from your
domain.

9 PasswordResefhis value resets the password for an

existing user.
Type Always required Typespecifies the user type. Valid entries are:

9 Mailbox. This value specifies mailbox users in your
domain who have a mailbox and a corresponding
WindowsLivelD.

 MailContact This value specifies a mail contact, a use
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Attribute name Required/optional Description

outside your domain who doesn't have a
WindowsLivelD or a mailbox in your domain, but can

receive email messages at an externafreai address.

I MailUser. This value specifies a mail user, a user who

doesn't have a mailbox in your domain.
Name Always required Namespecifies an identifier for the user.

When you create new mailbox users, the valu®afmeis used as
the name of the WindowkivelD. The value dflameis also used
for the value oDisplayNamef you don't specify a value for
DisplayName The value oNamemust be unique in your domain

ForceChangePasswor 1 Optional forAdd ForceChangePasswoisl available only when you are creating
actions on new mailbox users.
mailbox users WhenForceChangePassworsl set tol, it creates a
f  Not used with WindowsLivelD that requires new gser§ to change their
passvord after they log on for the first time.
Updateor Delete
actions WhenForceChangePasswoisl set to0, or the

ForceChangePasswodltribute isn't defined in the header row,
new users aren't required to change their password after they |
on for the first time.

Tip: If you have an existing goremises directory service, you can use a directory export tool to export
the user data from your existing directory service to a CSV data file. You can then edit that CSV file and
modify the header row that lists the attributgames to match the attribute names that are specified in

this table. Finally, you can use the resulting CSV file to import your user informaturtltmok Live

Options for the CSV_Parser.psl Script
The following table describes the options thlyaiu can use with the CSV_Parser.psl script.

Parameter Required  Description

LiveCredential Required = TheLiveCredentigbarameter specifies the WindowsvelD and password of an
Outlook Liveadministrator account in youbutlook Livedlomain. To specify a value fc
the LiveCredentigbarameter, store the Windowsive ID credentials in a variable
before you run the CSV_Parser.pstript.

UsersFile Required = TheUsersFilparameter specifies the name and location of tb8V_Parser.pstript.
If you use a value that contains spaces, make sure that you enclose the whole va
guotation marks.
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Description

TheEndRowparameter specifies the last data row of the CSV file to act upon. The
default value i2000000 If you don't specify a value, the script will act on all data
rows in the CSV file until the end is reached. The header row that contaireetumn
definitions isn't included in the count of data rows in the CSV file.

TheLogDirectoryparameter specifies the location of the log files that the script
generates. The name of a log file menthdateyear_timeRPSCSVParser.log. This fi
contains useful troubleshooting information. If you don't specify a value for
LogDirectorythe log file is stored in the directory that is specified by the % TEMPY
environment variable in your Windows profile. By default, theyperary directory is
located at GUser§<username\ AppDatalLocal Temp.

If you specify a different log directory, make sure that the specified directory exist
and that you have sufficient permissions to read and create files in that directory.

TheLogVerbosparameter enables detailed debug logging for advanced
troubleshooting purposes. If you specify thegVerbosg@arameter, detailed debug
logging is enabled.

TheRemoteURparameter specifies the URL that connects your local
WindowsPowerShell console to the remo@utlook Liveservice. You don't have to
use this parameter. The script will automatically connect to the correct cieniae.
The only acceptable valuerfthis parameter iittps://ps.outlook.com/powershell/ .

TheStartRowparameter specifies the first row of the CSV file to act upon. The def
value isl. If you don't specify a value, the script will start on the first data row in th
/{+xd ¢KS KSIRSNINRg GKIFG O2ydGlAya (K
data rows in the CSV file.

TheValidateActiorparameter enables or disables validation. The default value is
$true, which means all actionbat the CSV_Parser.pstript performs are validated.
Validation requires several seconds per object. If you are certain that the actions
you are performing with th€€SV_Parser.pstript don't require validation, you can
disable validation by settintpe value to$false

$WarningPreferenceontrols the error handling for the script. You set the value for
$WarningPreferencby modifying the value in th€SV_Parser.pstript. The possible

values areSilentlyContinug Continue Inquire, Suspendor Stop:

9 SilentlyContinue If an error is encountered, the script continues without
displaying the error.

9 Continue If an error is encountered, the error is displayed and the script

continues.
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Parameter Required  Description

9 Inquire. If an error is encounter, the script pauses and you are forced to

choose whether to continue, halt or suspend the script.

9 Stop If an error is encountered, the script stops.

The default value iSilentlyContinue

How to Use the CSV_Parser Script to Deploy Users for Live@edu
Here's an example that shows how to use the CSV_Parser.psl script with the following parameters:

1 Pathto CSV_Parser.psl scq@\TooldCSV_Parser.psl
1 CSV file name and pathC\Data Bulk Import.csv

To use the CSV_Parser.psl script to import usersatbfinthe Q:Datd Bulk Import.csv file:

1. ClickStart, point to All Programs clickWindows PowerShell V,2zand then clickVindows
PowerShell V2
2. Run the following command.

$LiveCred = Getredential

3. Inthe Windows PowerShell Credential Request window, tigpaVindows Live ID and
password of afDutlook Liveadministrator account, and then cli€xK
4. Run the following command.

C\TooldCSV_Parser.pslliveCredential $LiveCredsersFile "CData Bulk Import.csv"

5. Depending on the number of users and #dtrtes that are defined in the CSV file, the script may
take some time to run. Various messages and errors may be displayed. When the script is
finished, you can view these messages in the log file named
<monthdateyear_time>RPSCSVParser.log. By defaelipdtfile is located at GJserd<user
namexAppDataLocal Temp, but you can specify the log file location by usingltbgDirectory
parameter detailed in the table above.

PowerShell Cmdlets for Live@edu

Administrators ofOutlook Liveorganeationscan use Windows PowerShell V2 CTP3 with WinRM V2 to
manage recipients and domain settings, and to generate reports or help with troubleshooting. There are
cmdlets for the following areas @utlook Liveadministration:

1 Recipient management
i Domain management
1 Permissions
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1 Policy
1 Reporting and troubleshooting
91 Client access settings

7 A A

¢2 3ISG F Fdzff fAald FYR RSAONARLIIAZ2Y 2F (KS&aS OYRE S
http://help.outlook.com/engb/140/dd575549.aspx

You can get more help about using individual cmdlets at the commanbyinsing thecommands in
the following table.

Help command Description Example

GetHelp <cmdlet> Provides information about themdlet usage and syntax. GetHelp GetMailbox
GetHelp <cmdlet> = Shows examples of common cmdlet usage. GetHelp GetMailbox-
Examples Examples

GetHelp <cmdlet>  Provides the cmdlet description, cmdlet syntmda full list of GetHelp GetMailbox-
Detailed parametersincludingtheir usage and examples. Detailed

Outlook Liveorgansationshave access to a subset of all Exchange management cmdlets and a subset of
all parameters that are available for those cmdlets.

Note: Commandine help doesn't currently differentiate between grremises andutlook Live
deployments. Therefore, you will see some cmdlets and parameters that don't apPiytkook Live

Deploying Live@edu Accounts by Using Identitfecycle Manager 2007 and
OLSync

What Is Identity Lifecycle Manager 20077

Identity Lifecycle Manager 2007 provides an integrated and comprehensive solution for managing the

entire life cycle of user identities and their associated credentials. It proud@etity synchrongation,

certificate and password management and user provisioning in a single solution that works across

Windows and otheprgangational systems. Using Identity Lifecycle Manager 200@rd¢@nsationscan

define and automate the procé&sS a4 G KIF G ' NB dzASR G2 Yl ylF3S G§KSANI dza

Identity Lifecycle Manager 2007 enabtarganiationsto reduce the cost of managing the identity and
access life cycle by providing a single view of a user's identity across the heterogeneous erdagorise
through the automation of common tasks.

Paged40
03 June 2010


http://help.outlook.com/en-gb/140/dd575549.aspx

Live@edu Implementation Guide

Whatls OLSync?

OLSync, formerly known asth ELMA anALSyn2010, is a sebnce directorysynchrongation tool

that provides an automated solution to provision accounts from youpmmises Active Directo®y
directory service system intQutlook Live The goal of directorgynchrongationis to represent a single
entity in different identity databases, and to keep the information about that entity consistent and up to
date.

This tool is a best fit fazducational establishments who manage a large user base and want limited
ongoing maintenance updates for provisioning.

How Does OLSync Work?

OLSync pulls user, contact, group and dynamic distribution group data from yquennisesActive
Directory Domai Services (AD D&) Active Directoryreplicatesit andsynchronsesit with your

Outlook Livedomain. After OLSync pulls in the data, it creates, manages and deletes accaduatook
Live a process called "auorovisioning' In addition, OLSync populates the shared address book in the
correspondingOutlook Livedomain. When OLSync runs, it completes a-oag synchrongation from

your directory to theOutlook Livedata centre that Microsoft operates. OLSync doesn't write

information back to your directory.

OLSync is a directosynchrongation tool that you use to replicate angiynchronge user information
between your orpremisesAD DS or Active Directory directory service @udlook Live The goal of
directorysynchrongationis to represent a single entity in different identity databases, and to keep the
information about that entity consistent and up date. In addition, OLSync aupoovisions accounts in
Outlook Livebased on how you have configuredl8/nc and your epremises recipient objects.

OLSync is designed to simplify the complex task of direstorghronsation. Before you deploy OLSync,
you need a higtevel understanding about how directosynchronsation works and some basic
concepts behid Identity Lifecycle Manager 2007. OLSync relidslentity Lifecycle Managex007
Feature Pack (FP1) as its directosynchrongation engine.

In addition, you need to understand how OLSync determines whigir@mises recipient objects to
include insynchrongation and provisioning. Finally, you must understand how the specific configuration
of the recipient objects and OLSync determines the igachronsation and provisioning behaviour of

the resulting recipient objects i@utlook Live

Howwill this understanding help you?

9 Planning An understanding of how OLSync works will help you plan for initial deployment and account provisioning.
A basic OLSync infrastructure is fairly easy to deploy, but ifgrgansation grows or you want to deploy additional
Outlook Livedomains in the future, you'll need to understand how best to plan for diredgnchrongationin a
more complex deployment.

9 Security You need to understand which recipient objects are beingcefgd to theOutlook Livedomain and the
implications for privacy and security. For example, recipient data, such as name, phone, title, office and other
personal information, isynchronsed to and exposed in th®utlook Liveshared addresbook. In addition, you will
need to create service accounts in your crpssmisesorgangation that have elevated rights.
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9 Troubleshooting After you set up OLSync, running and maintaining the solution isn't hard. However, deployment
relies onseveralmanual configurations that can be errprone. Understanding how OLSync works will help you
troubleshoot potential connection and configuration errors.

Basicldentity Lifecycle Manage2007 Terminology
Identity Lifecycle Managé2007 is the directorgynchrongation engine used by OLSysoit's helpful to
understandhow the termsin the following tablerelate toldentity Lifecycle Manage&007.

Term Definition

ActiveDirectoryManagement Theldentity Lifecycle Managenanagement agent provided by Microsoft to connect to £
Agent (ADMA) DS or Active Directory.

Connector space A staging area ifdentity Lifecycle Managehat contains representations of selected
objects and attributes in a connected data source, such as AD ASiwe Directory. The
connector space contains a mirror image of the connected data source at a given poir
time.

Connector space entry An object in thddentity Lifecycle Managaonnector space that is createither by data
imported from the conne@d data source or by provisioning. These objects hold attribu
values that can be imported or exported from corresponding objects in the connected
source or the metaverse.

Theldentity Lifecycle Managenanagemehagent provided by Microsoft to connect to

Outlook Live Management Outlook Live
Agent (OLMA)
Management agent Anldentity Lifecycle Manageromponent that consists of properties, rules and rule

extensions that determine how an object is processed. A single management agent c:
haveone or more run profiles that determine the management agent's behaviour, suct
how or when the management agent runs. Each management agent has a connector
associated with it.

Metaverse The data storehat Identity Lifecycle Managersesto contain the aggregated identity
information from multiple connected data sources, providing a single global, integratec
view of all combined objects. The metaverse is the core identity repositotgdotity
Lifecycle Manageand is often referred to @athemetadirectory

Synchrorsation Theldentity Lifecycle Manageperation that copies information back and forth between
connector space and the metaverse, and applies appropriate rules to the data.
There are two types of import and synchrsation operations: full and "delta”. A full
import or synchronsation occurs initially when a new connector space has been configt
Subsequent operationsynchronse only data that is new or changed, that is, the "delta",
difference, since the lastynchromsation. Delta operations are much faster. However, ful
operations may be needed again at some point because of certain kinds of error cond
Identity Lifecycle Manage2007 prompts you to run full operations if they are required.

If you update the mary files that are included with OLSync or if you change the default
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rulesc for example by configuring custom attribute flowsyou must also run a full
synchrongation cycle.

OLSyndHltering Logic

Filtering occurs during the import operation in kfentity Lifecycle Managesynchronsation cycle. The
goal of filtering is to determine which recipient objects in theggemises AD DS or Active Directory
should be copied to th&dentity Lifecycle Managenetaverse forsynchrongation.

When OLSync runkientity Lifecycle Managdilters out objects in the following order. After an object
is filtered out,Identity Lifecycle Managevon't evaluate it again, nor will the object be copied to the
ILM metaverse fosynchronsation:

1. Recipient objects thatlon't have required attributes Identity Lifecycle Manageeads the
recipient objectsn the following table If any of the required attributes are empty (null), the
recipient object is filtered out.

Recipient object type Required attributes
Mailboxenabled user mail, legacyExchangeDroxyAddresses
Mail-enabled user mail, targetAddress

User (AD DS or Active Directory only; no Microsoft Exchange inst mail
Mail-enabled contact mail, targetAddress

Distribution group, dynamic distribution growp security group mail, proxyAddressesmailNickName

2. Recipient objects where the adminCount attribute is set toTheadminCountattribute is used
to identify users in protected administrator groups, such as the Domain Admins and
Administrators. If thedminCountattribute is set tol on any recipient object, it is filtered out.

3. Mailbox-enabled user objects that are specified as mailbox plans, discovery mailboxes or
arbitration mailboxes ThemsExchRecipientTypeDetagdtribute is used to identify mailbaes
that are specified as mailbox plans, discovery mailboxes or arbitration mailboxes. These
mailboxenabled users are filtered out.

4. The mail attribute on an AD DS or Active Directqonly user that doesn't match the
provisioning domainIn an onrpremisesenvironment where Microsoft Exchange hasn't been
installed, OLSync filters out all user objects where the mail attribute doesn't contain an SMTP
address that matches the provisioning domain.

5. The attribute used to generate the Windows Live ID doesn't ntamy of the accepted
domains The final pass filters out recipient objects that are configured for gutwisioning
but don't have an accepted domain match in the attribute that is used to generate the Windows
Live ID.
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The attribute used to generate the Windows Live ID must contain a domain name that matches
one of the accepted domains that you have configure@irnlook Live As described in stef,

by default, OLSync looks to the user principal name (UPN)mateh unless you have set the
MVWindowsLiveldAttributeNam@arameter to use a different attribute. In this case, OLSync
matches the SMTP address that is stored in the attribute that you have specified in the
MVWindowsLiveldAttributeNam@arameter. In anyase, if OLSync can't find a match to an
accepted domain, the recipient object is filtered out.

How Is EachObject Synchronised?
Now let's look at how different recipient object types aynchronsed from your onpremises domain
to Outlook Live

Before we describe how each recipient object type is handled, let's take a look at some important
conceptsin the following table

Term Definition

Security Active Directory objects that are assigned security IDs (SIDs) and can e lagedn to the network and
principal objects assigned access to domain resources.

Provisioning The domain name of th®utlook Livedomain that you are configuring with OLSync. When you deploy

domain OLSync, you manually enter at least one provisioning dogiainexample, student.contoso.eduduring
the Identity Lifecycle Manage007 configuration process. The provisioning domain must be an accepr
domain in yourOutlook Livedeployment.
To simplify the maitouting configuration between your epremisesorgangation and Outlook Livewe
recommend that the provisioning domain is also an authoritative domain in @otiook Liveorganigation.
With this configuration, the ofpremises mailenabled use®targetAddressattribute will point to the
authoritative domain irOutlook Live Therefore, email sent to the orfpremises mailenabled user will be
routed to the correspondin@utlook Livemailbox withoutanyadditional orpremises routing
configuration.

Accepted Any SMTP namespace for which@utlook Liveorgangation sends or receives-mail. OLSync uses the
domain Outlook Liveaccepted domain data to determine what kind of Exchange recipient objects to create in
Outlook Livedlomain. For more information, seccepted Domains

Onpremises In addition to theOutlook Liveaccepted domain, the Active Directory schema that is runningremises
schema also ditates what kind of Exchange recipient objects OLSync creates @uitheok Livedlomain. OLSync
acts on an Active Directory schema where Microsoft Exchange hasn't been installed. OLSync also as
the Active Directory schema where Exchange Se2068 or later versions of Microsoft Exchargee
been installed.

targetAddress  An Active Directory attribute on Exchange recipient objects. In an Exchange environment, the
attribute targetAddressattribute is exposed as the "External address" address, and is used for routiag. e

In the context of OLSymsynchronsation and provisioning, accepted domains are important. As a best
practice, albf the domains in your oqpremises forest shouldéorepresented and configured as
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accepted domains in yo@utlook Livedeployment. In addition, all users in your-premises forest
should have UPNs that match one of the accepted domains inQuotlook Livedeployment. An
important change @ the most recent version of OLSync is how yeeeepted domains are handled after
OLSync has already run. Depending on your configuration, Orayrdelete or create new recipient
objects inOutlook Livef you add or remove an accepted domain.

Fa example, consider aorganiation with on-premisesmail-enabled users whosargetAddress
attributes don't match an accepted domain@utlook Live When OLSync is run, external contacts are
provisioned inOutlook Livehat correspond tahe on-premisesmail-enabled usersThe administrator
adds an accepted domain ©utlook Livahat matches thdargetAddressattributes on the mad

enabled users. The next time OLSync is run, the external contacts that were created previously are
deleted and mailboxenabled users are created instead.

Mail-Enabled User Objects

A maitenabled user object is an Active Directory security principal object that has at least one
associated SMTP address. By default, a-erabled user object hasraail, targetAddressand
proxyAddressesittribute. By default, each of these attributes shares the sarmeadl value.

When OLSync encounters a rrailabled user object in your gpremises forest, it creates one of the
following three types of objects in the cospondingOutlook Liveorganiation, depending on the mail
enabled user'sargetAddressattribute:

1 The maitenabled user isynchrongedto Outlook Liveas a mailboxenabled user objectlf the
mail-enabled user'sargetAddressattribute matches a provisioning domain, @utlook Live
mailbox is provisioned for the user. The resulting Windows Live ID for the provisioned user is
controlled by theMVWindowsLiveldAttributeNamearameter. By default, the Windows Live ID
will match the onpremises user's UPN.

1 The maitenabled user isynchronged to Outlook Liveas a maHenabled userlf the mait
enabled user'sargetAddressattribute doesn't match a provisioning domain, but it does match
an accepted domain in th@utlook Liveorgansation, a maienabled user is created @utlook
Live However, a WindowsivelD isn't created for this account.

1 The maitenabled user isynchronsedto Outlook Liveas an external contactf the mait
enabled user'sargetAddressattribute doesn't match a provisioning domain, and it also doesn't
match an accepted domain in tf@utlook Liveorgangation, an external contact is created in
Outlook LiveOutlook Liveepresents external users as extat contacts, while internal users
are represented by ma#nabled users. OLSync distinguishesveeninternal and external
users according to whether the associatadgetAddressattribute matches an accepted
domain.

Mailbox-Enabled User Objects
A mailboxenabled user object is an Active Directory security principal object that has Exesaacific
attributes, such abomeMDRB

Page45
03 June 2010



Live@edu Implementation Guide

When you run OLSync, mailberabled user objects in your ggremisesorgansation are synchronsed
to the Microsoft dah centre as either maienabled user objects or mail contacts. This mehasthe
Outlook Liveaddress book contains alf the users from your opremisesorgansation.

Mailboxenabled user objects don't havaargetAddressattribute in Active Directory. Therefore, when
OLSync runs, it reads tipeoxyAddressesttribute to determine how tasynchronge the object to
Outlook Live

If the proxyAddressesattribute contains a primary SMTP address that matches an acceptadid in
Outlook Livea maitenabled user is created. For the purposes-ofi@l routing, thetargetAddress
attribute on the corresponding madnabled user i©Outlook Livewill match the primary SMTP address
of the onpremises mailboxenalled user.

On the other handif the proxyAddressesittribute doesn't contain a primary SMTP address that
matches an accepted domain@utlook Livea mail contact is created.

Mail Gontacts

A mail contact isn't a security principal object. It is an object that has at least one SMTP address
associated with it. Use mail contacts to represent people outside gmanisation who have external €
mail addresses and to whom users in youganksation frequently send mail.

When OLSync encounters a mail contact object in yoysremises forest, it creates one of the
following two types of objects in the correspondi®uitiook Liveorgangation, depending on the
external contact'sargetAddressattribute:

1 The mail contact isynchronsed to Outlook Liveas an external contactf the mail contact's
targetAddressattribute doesn't match afDutlook Liveaccepted domain, an external contact is
created inOutlookLive

1 The mail contact isynchronsed to Outlook Liveas a maienabled userlf the mail contact's
targetAddressattribute matches an accepted domain in tleitlook Liveorgansation, a mait
enabled user is created @utlook Live

Groups

A group can be a security group or amail distribution group, which is called a "public group" in
Outlook Live Security groups are security principal objects. You canranalble a security groybut
this isn't a best practice.

Email distribution groups, security groups and dynamic distribution groups don't htrgetAddress
attribute on their respective objects in Active Directory. Therefore, when OLSync runs, it reads the
proxyAddressesttribute to discover the primary SNPTaddress, whiglhin turn, determines how OLSync
synchrongesthe object toOutlook Live

If the primary SMTP address of a givemail distribution group, security group or dynamic distribution
group is set to any accepted domain, tip@up issyndironisedto Outlook Liveasa set ofmail-enabled
users. Groups that have a primary SMTP address that doesn't match an accepted domain are
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synchronsed to Outlook Liveas external mail contacts. In both cases, groups thasgnehronsed to
Outlook Livedon't expose the objects in the goremises group t@utlook Liveusers.

QuickGuide to How ObjectsAre Synchronised

The following tablesummarse how objects aresynchronsed. The first table shows recipient objects
that are present in amrgangation that is running Microsoft Exchange. The second table shows a user
object in an Active Directoryrganiation where Microsoft Exchange isn't installed.

On-premises recipient objetc- Configuration of the orpremises recipient object Synchronsed to

Microsoft Exchange ompremises

Mail-enabled user

Mail-enabled user

Mail-enabled user

Mail contact

Mail contact

Mailboxenabled user

Mailboxenabled user

Distribution group, dynamic
distribution group or security
group

Distribution group, dynamic
distribution group or security
group

Onpremises recipient object Active Directory only, no

Microsoft Exchange opremises

03 June 2010

ThetargetAddressattribute of the onpremises recipient object
is set to the provisioning domain.

ThetargetAddressattribute of the onpremises recipient object
is set to the accepted domaimhichisn't a provisioning domain.

ThetargetAddressattribute of the onpremises recipient object
is set to neither the provisioning domain nor the accepted
domain.

ThetargetAddressattribute of the onpremises recipient object
is set to neither the provisioning domain ndwet accepted
domain.

ThetargetAddressattribute of the onpremises recipient object
is set to any accepted domain.

The primary SMTP addresstioé on-premises recipient object is
set toany accepted domain.

The primary SMTP addresstioé on-premises recipient object is
not set to any accepted domain.

The primary SMTP addresstioé on-premises recipient object is
set to any accepted domain.

The primary SMTP addresstioé on-premises recipient object is
set to neither he provisioning domain nor the accepted domai

object set to:

Outlook Liveas:

Mailboxenabled

user

Mail-enabled user

External contact

External contact

Mail-enabled user

Mail-enabled user

External contact

Mail-enabled user

External contact

Mail attribute of on-premises user Synchronsed to Outlook
Liveas:
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ActiveDirectory user Provisioning domain Mailboxenabled user

Active Directory contact N/A Not synchronsed

ProvisioningDomain, targetAddress and UPN

As you think about deploying OLSync and how you will provision users, it's important to understand the
relationship between the provisioning domain, tteggetAddressattribute and theuserPrincipalName
attribute. You will need to prepare the recipient ebfs in your ofpremises domain before you deploy
OLSync. How theargetAddressand userPrincipalNamattributes are set on these recipient objects will
dictate how OLSync will aufarovision users.

The provisioning domain is used by OLSync as a triggerdaisioning. You must specify at least one
provisioning domain when you configure OLSync. If the OLSync provisioning domain parameter includes
a domain that matches trgetAddressvalue on a given madnabled user in the opremises AD DS or
Active Diectory, provisioning is triggered.

By default, if the orpremises UPN domain name for the given recipient object doesn't match an
accepted domain, OLSync won't provision a user. On the other hand, if theearises UPN does match
an accepted domain i@utlook Live provisioning will work.

By default, when OLSync provisions a Windows Live ID for a user, the Windows Live ID for the
provisioned user matches the garemises UPN domain. However, the resulting Windows Live ID for the
provisioned user aabe changed by setting thdVWindowsLiveldAttributeNamearameter.

The following diagram shows how each recipient object casyinehronsed.
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targetAddress

Provisioning domain

.3

Mailbox

is set to:

On-premises
mail user

Accepted domain, which isn't
defined as a provisioning damain

- 3

Mail user

Mot an accepted domain

o =

Mail contact

Primary
SMTF address
is set to:

3>

On-premises
rmailbox

Accepted domain

- 3

Mail user

Mot an accepted domain

Mail contact

Primary
SMTP address
15 set to;

On-premises
distribution group,

Accepted domain

-3

Mail user

JO=

SEecurity group,
or dynamic
distribution group

Mot an accepted domain

Mail contact

targetaddress

is sat to:
On-premises

rmail contact

Accepted domain

-3

Mall Lser

JO=

Mot an accepted domain

Active Directory only, no Exchange Server on-premises

mail is set to:

Mail contact

3

Active
Directory
user

OLSync Prerequisites

Provisioning domain

.3

Mailbox

Before you deploy OLSyrygu should make surdnat you know what the prerequisites are

The "outof-the-box" OLSync solution requires AD DS and Active Directory directory sempoemises.
OLSync supports an qmemisestopology where oty AD DS and Active Direct@se deployed or where
Exchange Server 2003 or later versions of Micrdseéhangeare deployed.Learn more atmplement

Outlook Live Directory Sync

03 June 2010
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Hardware andSoftware Prerequisites
Review the prerequisiteis the following tableand be sure to rea@utlook Live Directory Sync Known
Issueswhich describes current known issues.

Prerequisite Description More information

Hardware Recommended requiremerfior either a
physical owirtualisedserver

[ Pentium4 1-GHz processor or
higher.

[ 2GB of memory (GB minimum)
Hard disk requirements:

[ 350MB for default installation
[ 1GB forlog file on a separate hard

disk
[ 8GB for database files on a separat
hard disk
Operating system OLSync must be installed on-B2 How to obtain the latest service pack for Windows
WindowsServer2008 Enterprise or Server 2003

Windows Server 2008nterpriseSR.

Microsoft SQLServe®  SQL Server 20 or SQIServer2005  Prepare Your ORremisegOrgangation for OLSync

SR.
Windows PowerShell = The latest versions of Wilgs Use Windows PowerShell
and Windows Remote PowerShell V2 and Remote Manageme
Management (WinRM) V2

Configure WinRM to  If you get remote server errors when yo Windows PowerShell: FAQs for Administrators
allow basic try to connect toOutlook Livewith
authentication Windows PowerShell, configure WinRIM

to allow basic authentication.

Microsoft .NET .NET Framewor8.5SPL Microsoft .NET Framework 3.5 Service Pack 1
Framework

Identity Lifecycle Identity Lifecycle ManageServer2007 Prepare Your ORremisegOrgansation for OLSync
Manage Server FP1

If you are deployinddentity Lifecycle
Manage at a schoolyou may qualify for
the discounteddentity Lifecycle
Manage EDU SKU. For more informatic
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contact your Educatiohicerce Reseller.

Identity Lifecycle Hotfix rollup version 3.3.1101.2 A hotfix rollup package (build 3.3.1101.2) is available
Manage 2007 FP1 Identity LifecycleManager 2007 Feature Pack 1
strong naming hotfix

Identity Lifecycle Updated Windows PowerShell cmdlets Identity Lifecycle Managei0®7 FP1 Sync Engine
Manage 2007 FP1 Configuration PowerShell Commandlets

Sync Engine

ConfigurationWindows

PowerSheltmdlets

Current version of Galsync.msi Download the Galsync.nidie here. The Galsync.mBie

OLSync setup file is on the Microsti Connect download page. To acces
and download the Galsync.nfge, you must be signed
in with the Windows Live account that has access to
Live@edu Microsoft Connect site.
Don't know which Windows Live account has access
the Microsoft Connect dowload pagedf your
organgationis runningOutlook Livea representative
from yourorgansation had to use a Windows Live
account to set up the initidbutlook Livedlomain. That
initial Windows Live account is the account that you
must useto access the Live@edu Microsoft Connect
site.

Internet connectivity | The computer runningdentity Lifecycle
Manage 2007 FP1 must be able to
communicate with both the internal
Active Directory servers ar@utlook Live

Prerequisitesfor Identity Lifecycle Manager
You can't install OLSync oserverrunning ldentity Lifecycle Manager in additiondther management
agents.

If you are running the preelease version of the OLMA, referred to as Rel€aE&change Labs
Management AgentR2 ELMA R3 ELMA or ELMéY) the computer runninddentity Lifecycle Manager
2007 FP1, sedpgrade ELMA or GALSync 2010 to Outlook Live Directory Sync

If you are running other managemengents on the computer runniniglentity Lifecycle Manage&x007

FP1, you must either install OLSync on another computer or remove the management agents from the
computer runningdentity Lifecycle Manag&007 FP1 before you install OLSync. For informatouia

how to remove existing management agents, simv do | delete CS and MV data, and decommission
Management Agents?
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Identity Lifecycle Manager Live Licensing

The Identity Lifecyel Manager livdicence gives access to the full Identity Lifecycle Manager client, with
the restriction that the only outgoing connection is foutlook Live If an institution wants more

outgoing connections from the same server that is runningtite Lifecycle Manager, thiestitution is

not eligible. Microsoft Education Large Account Resellers (EALARS) are the preferred partner for this
product. You can find a complete list of Microsoft EALARs oMibesoft Education United Kingdom
Web site

Deploying OLSync

Follow these steps to deploy and configure OLSync. These steps explain how to deploy OLSync in a single
on-premises Active Directory forest that connects to a sir@lglook Livehosted tenantorganiation. If

you need to connect multiple Active Directory forestsymchronse with Outlook Live contact your

Microsoft representative.

Before You Begin

Be sure you understand what OLSyoes, how it works and what you need to deploy. Before you move
forward, readimplement Outlook Live Directory Sy@l Sync Prerequisitesid Outlook Live Directory
Sync Known Issues

1. DeployOutlook Live
Before you can deploy OLSync, you have to deploy®atlook Livedlomain or domains.

For more information, se®utlook Live for Live@edu

2. PrepareYour On-PremisesOrganisation
Now you need to install Identity Lifecycle Manager 2007 FP1 and all dependencies in-yoemises
organiation.

You may also need to enable ydbutlook Livedomain as an additional UPN domain name in your on
premises provisioning domain.

Finaly, we recommend that you test the OLSyteployment before you go into production. For testing
purposes, create some goremises test accounts to sync ifButlook Live

For more information, sePrepare Your ORremisergansation for OLSync

3. ConfigureOutlook LiveAuthentication for OLSync

OLSync requires access to yQurtlook Livedomain to create mail user, mailbox and external contact
objects. To authenticate witutlook Liveyou must create and use a Windows Live ID service account.
For more information, se€reate an OLSync Service Account in Outlook Live

4. Create arOn-Premises OLSyn®ervice Account

The onpremises OLSyrservice account is used byentity Lifecycle ManagdtP1 to access the en
premises AD DS or Active Directory direct@yice. After you create the account, you need to grant it
specific permission to initiate directory replication.
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For more information, se€reate an OiiPremises OLSync Service Account

5.Run OLSyn&etup
OLSync setup installs the OLMA configuration and other files in the approlatettty Lifecycle
Managerdirectories. OLSync setup aisgports the OLMA configuration and management agents.

For more information, seRun OLSync Setup

6. Configure the OLSync Host&ddlanagementAgent
Thehostedmanagement agent manages the connectiorQotlook Live

For more information, se€onfigure the OLSync Hosted Management Agent

7. SpecifyWhich On-PremisesOrganisational Units You Want to Synchronise with Outlook Live

(Optional)

Before yousynchronse all of the accounts in the provisioning domain, we recommend that you test the
OLSynsynchrongation by creating test accounts in a testgansationalunit in your orpremises
provisioning domain. In this way, you can verify that accountswnehronsed and grovisioned as you
planned.

For more information, se8pecify the OiPremises Organizational Units that are Synchronized to
Outlook Live

8. Perform aFull Data Synchronisation
To perform the first dataynchrongation with Outlook Liveyou must rursynchronsation operations
from Identity Lifecycle ManagdfP1 in a specific order that is unique to full deyachrongation.

For more information, sePerform a Full OLSySynchrorsationto Outlook Live

9. Verify That the On-PremisesAccountsHave Been Synchronised
After you've completed the OLSync configuration and irstyalchrongation, you need to verify that the
synchrongation was successful.

For more information, se¥erify OLSync Synchronization to Outlook Live

Perform ing Subsequent OLSync DataSynchroni sations to Outlook Live

After you create or delete users, mail users or contacts in yotpremisesorgangsation, you have to
resynchronse OLSync data to keep your correspond@uyflook Livedomain upto date.

If you've nevesynchronsed your OLSync configuration, make sthat you follow the procedures
in Perform a Full OLSync Synchronization to Outlook Live

There are two ways teesynchronse OLSync data. Using a WindovesMerShell script is the
recommended approach.
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Run theSynchronisation Operations byUsing a Windows PowerShettript

When you run OLSysetup, the script, StartSync.psliscopied to the following directory: <system
drive=\Program FilédVlicrosoft Identity Integration ServesourceCodeScripts. Use this script to
automatesynchrongation operations with Windows PowerShell

1. On the computer that is runniniglentity Lifecycle ManagdtP1, cliclStart, clickAll Programs
clickWindows PowerShell V,2zand then clickVindows PowerShell V.2

2. Navigate to <system driveé®Rrogram FiledMicrosoft Identity Integration
ServekSourceCodescripts.

3. Run the following command

A\StartSync

Windows PowerShell will run easkinchronsation operation and then report on the status. All data in
the Status column should say "successyou get errors, se@roubleshoot Outlook Live Directory Sync

To create a scheduled task that rung BtartSync.ps&cript, run the following command
A\StartSyneschedule

This command creates a scheduled task that runsSttaetSync.ps&cript every two hours from 8 A.M.
to 8 P.M. You can change the frequentyhe task by opening th8tartSync.ps&cript and modifying
the sg mo, standdu parameters in the following line of code

schtasks.exe /create /sc HOURLY /MO 2 /st 08:00:00 /du 0012:00 /tn "$taskname" /tr
"$PSHOM¥powershell.exec $($myinvocation.mycommand.definition)"

For more informatiorabout thesg mo, st anddu parametersand how to modify Schtask.exe, ddew
to use Schtasks.exe to Schedule Tasks in Windows Server 2003

Run theSynchronisation Operations byUsing theldentity Lifecycle ManageFP1User Interface
Synchrorgation operations must be run in order. If they're not run in order, you may corrupt your
metaverse data. Running treynchronsation operations manually requires several simgéeps and is
error-prone. Therefore, it is a best practice to use the script as described in the first section of this topic.
We include the manual steps here in case you need to refer to them for troubleshooting purposes.

1. ClickStart, clickAll Programs clickMicrosoft Identity Integration Serverand then clickdentity
Manager.

2. In the Identity Manager window, cliddanagement Agents

3. Rightclick the management agent that you wantdgnchronse, and then clickRun

4. IntheRun Management Agerdialog box, select the operatidhat you want to run, and then
clickOK
Note: You can queue more than one management agsmichrongationin the Identity
Lifecycle ManagefP1 user interfacedentity Lifecycle ManagdtP1 runs them in the order that
you set them. You can view a log of operations that have run by clickif@gbkeationstab in
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the mainldentity Lifecycle ManagdtP1 console.
Run operations on these management agentthaorderin the following table

Management ageni Operation

1. OnPremise Delta Import (Stage Only
2.Hosted Delta Import (Stage Only
3. OnPremise Delta Sync

4.Hosted Delta Sync

5.Hosted Export

6. Hosted Delta Import (Stage Only

5. To verify that thesynchrongation was successful, in the main Identity Manager window, click
Operations Synchrorgationis successful when all values in the Status column say "suclfess"
you get errors, seg&roubleshooOutlook Live Directory Sync

PostDeployment Service Management Tasks

You can perform several management tasks after deploying Live@edu. The Service Management Portal,
which is atttp://eduadmin.live.comis the phce from whichyou manage your Live@edu services for

your educational institution. It providesentralised and easy access to all of your administrative tasks.

Available management tasksclude:

Editing the institution profile.

Creating and configuringsers and groups.
Configuring domains.

Configuring cébranding.

Setting mail delivery options.

Configuring SSO.

Running reports.

=A =4 =4 4 -4 -4 4

Editing the Institution Profile
On thelnstitution profile page, you can update your institution's name and location, and add contact
information.
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Microsoft:

Live@edu

Service Management Portal

Contoso University

Home Institution profile

Institution profile Update your institution’s name and location, and add contact information.

Users and groups Institution name:

Domains [contoso University
Co-branding

Institution type:
Mail delivery

College/University E|

Single sign-on .
Country/Region:
Reports

Support
Address:

1 University Way

Service status
City:
London

State/Province:
England E|

Postcode:
W1 1AA

Creating and Configuring Users and Groups

On theUsers and grouppage, you can choose which method you want to use to create and manage
your users and distribution groups. If you choose to use the Web management interface option, you can
click the link to Outlook Live Control Panel.

Outlook Live Control Panel htsee tabson theleft-hand sideto configure areas of your Live@edu user
environment.

Users & Groups
TheUsers & Groupsi 6 Syl 6t S& @&2dz 42 ONBFGS FyR YIFyl3S dza SN
contacts.

Mailboxes

Using theMailboxestab on theUsers & Grouptab, you can create new mailboxes, import multiple
YIAfo2ESa FTNRY | /{+ FTAtS:E @OASs G(KS RSGIAt&EA 2F |
LI ad¢62NR AT | dzZaSNJ F2NHSG&a Ad FyR OFyQd NBO2@SNI A
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Microsaft: .
Exchange Online

Select what to manage: My Organization w

Users & Groups 8 @ @ @ & &9

Mail Controls Mailboxes | Public Groups  External Contacts  Administrator Roles  User Roles  E-Mail Migration
Reporting
Hailboxes

EPrew... By Importusers... E Details 'ﬂ ResetPassword | K =

Search malboxes R
Display Name - | E-Mail Address
EAdmlnlshamr administrator @guide. testington.org.uk
;John Smith Jsmith@guide. testington. org. uk
;Sarah Jones Slones@guide. testington.org.uk

PublicGroups
Using thePublicGroupstab on theUsers & Groupsi 6 = &2 dz OFy ONXBI ( Small y R
groups.

Micrasalts .
Exchange Online
Select what to manage: My Organization

Users & Groups & @ Q & %% @

Mail Controls Maiboxes | Public Groups | External Contacts  Administrator Roles  User Roles  E-Mail Migration

Reporting

)
P
Display Name + | E-Mail Address
London Employees London@guide. testington.org.uk.
Learn Spanish Spanish@guide. testington. org.uk

A group is a collection of two or more people that appears in the shared address book. Whemaéin e
goes to a group, it goes to all members of the group. Using a giastead of typing individualmail
addresses, saves time and ensures tha‘NEW p—
everyone is kept informed. It's a good equred felcs
idea to use groups to send messages t c.,ora
many users simultaneously so that you  =pisplay name:
don't exceed the maximum recipient Lean Spanish
limit for each message. s

»

learnspanish

Description:

Administrators and regular users can For students who are interested in learning Spanish
create groupslf they own the group,

they can add and remove members.

Users can also join the group on their  gunership

own, if the group is open to new =Onners:

members. o Add... | == Remove

) Administrator

»

1ges7
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How might you use a group? In a school, an instructor could cregtteugp called "Learn Spanish" for
students who are interested in studying Spanish. Students add themselves to the group, and the
instructor adds all of the Spanish department staff simply by adding the Spanish staff distribution group
as a member. Togethethey use the "Learn Spanish” group to set up study sessions and to discuss
homework questions, overseas study opportunities and recommended books.

External Contacts
You can use thExternal Contact$ab on theUsers & Group$ab to manage external contaxtExternal

contacts represent people outside yoorganisation who can be displayed in yoorganiation's
address book and other address lists. External contacts havaileaddresses outside yoargansation

and can't sign in to your domain.

e . »
Exchange Online Administrator
B Sig t
Select what to manage: My Organization » myval @ -

Users & Groups & .@ Q (@) %
il rol (\‘
Mail Controls Maiboxes  Public Groups | External Contacts  Administrator Roles  User Roles  E-Mail Migration

Reporting
External Contacts

Exteral contacts represent people autside your organization who can be displayed in your organizatior's address book and ather address fists, External contacts have e-mail addresses outside your organization and car't sign in to your domain,

@ x &

Display Name ~ | E-Mail Address

Steve Ryan stever @contentmaster. com

Administrator Roles
On theAdministrator Rolegab on theUsers & Group#ab, there are seven categories of administrator

role, enabling you to have complete control owbe management capabilities of your users.

Micrasaft: .
Exchange Online

Select what to manage: My Organization

B @ $ B &

Mail Cantrols Mailboxes  Public Groups  External Contacts | Administrator Roles |~ User Roles  E-Mail Migration
Reporting

Role Groups

EDetails =

Search role groups p

Hame

Discovery Management
Help Desk

Organization Management
Redipient Management
Records Management

UM Management

View-Only Organization Management

Any user can be added to any of felowing roles:
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1 Discovery Management
Enables members to search the mailboxes.

1 Help Desk
Members have the same rights over all mailboxes that an individual hashisver herown
mailbox.

1 Organization Management
Members of this group can manage Exchanggeds. This allows a high level of control
including password resets, adding other users to administrator roles, creating mail recipients
and so on

1 Recipient Management
Members of this management role group have rights to create, manage and remove §xchan
recipient objects in the Exchangeganiation.

1 Records Management
Members of this management role group can configure compliance features such as retention
policy tags, message classifications, transport rateds so on

1 UM Management
Members of this management role group can manage Unified Messagjagisation, server
and recipient configuration.

1 ViewOnly Organization Management
This roleenablesmembers to view informatiombout users and configuration, but not change
it.

User Role

On theUser Rolegab on the Users & Groupsab, there are two user roles for sedfdministration

Micrasaft .
Exchange Online

Select what to manage: My Organization -+

Users & Groups & |_‘§ % (\%

Mail Contrals Maiboxes  Public Groups External Contacts  Administrator Roles | 1

E-Mail Migration
Reporting
Role Assignment Policies
Evetails | &
Name
RoleAssignmentPolicy-DefaultMailboxPlan

RoleAssignmentPolicy-GalDisabledMailboxPlan

1 RoleAssignmentPolidyefaultMailboxPlan
Thisenablesusers to set their Outlook Web App optigmscluding distribution groups.
1 RoleAssignmentPoligyalDisabledMailboxPlan
Thisenablesusers to set their Outlook Web App optigm®t including distribution groups.
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E-Mail Migration

TheEMail Migration tab on theUsers & GroupsabSy I 6 f Sa @2dz (12 O2L® dzaSNERQ ¢
contentsto Outlook Live You must specify the IMAP server, authentication type, encryption method

and port number for the IMAP server. You can exclude folders and you must then specify a CSV file to

migrate a batch of mailboxes.

Mail Controls
TheMail Controlstab includesthe Rules Domains IP SafelistingClosed CampuandBad Wordgabs.

Rules

TheRulestab on the Mail Controlstab enables you to create and edit rules, also knowtrassport

rules to control the flow of email in your school or university. For example, you may want to manage or
monitor email that is sent to outsidergansationsor to prevent email with specific words from

circulating inside youorgansation. You can also creata disclaimer or global signature that will be
displayed at the end of alkmail sent from youprgangation.

@®

Edit rule: _ badwords

*Required fields
Apply this rule...

*If the message. ..

* Do the following. ..

Alternatively,you could create a rule that forwards all messages that are intended for a specific
recipient to another email address for appval.

S Reply L@Rep\y;«ll Pchat ¥ - as- B a & X -
" Approve | X Reject ~

Approval requested: Your e-mail account

Please respond.

New Rule Microsoft Exchange Approval Assistant on behalf of . Administrator

Sent: 24 September 2009 11:17
*Required fields To: Administrator
Attachments: |- Your e-mail account
Apply this rule...
. Your decision is requested.
If the message... Administrator has asked you to approve the attached message for delivery to:
- woodrw0210
* Do the following. .. || A preview of the message is below. To view the complete message, open the attachment.

- |
From: Administrator
To: woodrw0210
|| Subject: Your e-mail account

N

ToCreate a Rule
1. In Outlook Live Control Panel, clRkles and then cliciNew.
2. IntheNew Ruledialog box, you must first specify which messages you want the rule to apply to.
You can select only one of the options in the following table.
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F LT GKS YSaal 3sSx 1348 GKAa (2 alLlSOoOATFex

Ld NBOSAGSR TNRYX Who sends the message.

La asSyid G2x Who receives the message.

LA NBOSAOGSR FTNRY (KA Whetherthe message is from inside or outside yorganiation.

Lad aSyid (2 GKAAa &O02 L Whetherthe message is sent to people inside or outside your
organgation.

LE NBOSAGSR FNRBY I Y Whetherthe message is sent from users in a certain group.

La &aSyd G2 | YSYoSNJ Whetherthe message is received from users in a specific group.

LyOfdzRSa (KSa$8 ¢2NRa Messages with specific words.

LyOftdzRSa (KS&a$S ¢2NRa Messages received from specific domains or outsigmniations

Includes these words in the recipients' Messages sertb specific domains or outsid@gansations

I RRNB & a X

[Apply to all messages]

That the action is applied to all messages.

3. Now specify what you want the rule to do. You can select only one of the options in the

following table.

F 52 (GKS ¥F:

Forward the message
F2NJ | LILINE @

Redirect the message
i 2 X

Reject the message
and include the
explanation:

Delete themessage
without notifying
anyone

Blind carbon copy
(Bcc) the message to:

Append a disclaimer

03 June 2010

rasS GKAA G2X

Select one or more recipients to approve or reject the message for delivery. For more
AY T2 NY I (Apppovedr RejécBMessages SenatGroug | (i
http://help.outlook.com/en-gb/140/dd229062.aspx

Redirect the message to anyone in the address book.

Create acustomsed message that will be returned to the sender along with the rejected
message. For example, for a rule that filters on specific inappropriate words, you can expla
your organgation doesn't accept messages that contain inappropriate words.

Delete the message without notifying the recipient or sender.

Add one or more amail recipients to the Bcc addresses on the message. For example, you |
use this to monitor mesgges that can't be moderated by using message approval on a grou|

Insert text that appears at the end of the message body. For example, you could apply the
following disclaimer to all messages: "This message mayiom#asitive or confidential
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F 52 GKS F:!asS (KAaa (2X
G2 GKS YSa material and is for the intended recipients only."

Note: When you are asked to select users or groups, the address book will open. Bbcible
select the users or groups, and then cl@k

4. When you've finished, clicRave The name of the rule is automatically created based on what
you specify in Step 1. If you create more than one rule that has the same name, the name of the
rule that you create later is appended with a number.

] IE’)"thangeOnIine My Mail | Log OFf

Select what to manage: My Orgsnization

Users & Groups Rules

Rules Use rules to control the figys®Pe-mail messages in your organizatd ou don't want a rule to run, you can turn it off or delete it.

]

Sent to 'woodrw0210

Reporting 0 Newr... ED'S

Order |Rule

x a* Tunoff | o

tatus

If the message...
Is sent to ‘robinw @em. testington.org.uk’

2 __badwords Off

Do the following...

Forward the message for approval to ‘admin@cm. testington.org.uk’
4 Sent to ‘woodrw0210' On Qe PR a2 g ]

You can alsase the toolbar buttons taurn rules on and off, change the order in which rules are
applied and delete existing rules.

Note: Creating and managing rules in the Web management interface is easy. However, you can apply
only one condition and one action @ch rule that you create there. Also, not all conditions or actions
are available in the Web management interface. If you use Windows PowerShell, you can create
complex rules, which look for messages based on almost any message attribute and spegifg multi
conditions. You can also define virtually any action that you can think of, in addition to multiple actions.
Furthermore, you can specify exceptions for a rule.

Domains
TheDomainstab on theMail Controlstab enables/ou to manage mail domains. Yownoat add mail
domains here; you must use the Service Management Portal to add mail domains.

IP Safelisting

ThelP Safelistindgab on theMail Controlstab enablesy/ou to see your IP safelists that you havelget
in the Service Management Portal. You shkicalways have your gateway servers and internal mail
servers in your IP safelists to ensureail delivery.

Closed Campus
TheClosed Campusb on theMail Controlstab enables/ou to block all external-enail, or block all
external email with specifiexceptions.
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Misrasol .
Exchange Online
Select what to manage: My Organizaton

Users & Groups = e i 1 ) =
FEY =
Mail Controls Rules Domains P Safelisting | Closed Campus | Bad Words
Reporting
Closed Campus

The dosed campus policy blocks any external e-mail traffic, except for the external domains or internal groups that have been specified as exceptions.

Turn on the dlosed campus policy

Spedfy external domains that can send e-mail to or receive e-mail from any recipients in the organization.

[Eledt == Remove

Enter an external domain here 4

contoso.com

Specify the existing groups in your organization that can send e-mail to or receive e-mail from any external recipients.

o Add... | == Remove

ﬁ London Employees

& Click here to specify exceptions on individual mailboxes

Bad Words

TheBad Wordgab on theMail Controlstab enablesyou to specify a list of inappropriate words or
phrases and block the delivery oheail containing these words.

Reporting
TheReportingtab containsthe Delivery Reportaand Mailbox Searchesabs
Delivery Reports

TheDelivery Reportdab on the Reportingtab enables you to search for message status onagl that
was sent to or from a specific user, with a certain subject, during the past two weeks.
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Mrosaft . r—cy
Exchange Online Administrator
Sign out
Select what to manage: My Organization mymal @ -

Users & Groups 2%
e
Mail Controls Delivery Reports  Mailbox Searches
Reporting
Delivery Reports
Search for delivery information about messages sent to or from a specific person in the past
two weeks. You can narrow the search to messages with certain keywords in the subject.

= Mailbox to search:

Search for messages sent to:

@ Select users...

Search for messages received from:

Search for these words in the subject line:

P Search | S Clear
Search Results
[+
From To Subject Sent Time -

There are no items to show in this view.

ToBegin a DeliveryReport Search
1. In Outlook Live Control Panel, cliRkporting
2. UnderDelivery Reportsin theMailbox to searchbox, clickBrowseto select the mailbox from
the list, and then cliclOK This is a required step.
3. Click one of the following:
0 Search fomessages sent tdJse this to narrow your search for messages sent to
specific users. You can enter more than ormail address here, separated by using a
comma. If you select this option, you can also leave the field blank to find messages sent
to anyone
0 Search for messages received frobdse this to narrow your search for messages
received from a specific user. If you select this option, the field is required. You can only
enter one email address here.
0 Search for these words in the subject linEntersubject line information here, or leave
it blank to expand your search.
4. When you are finished, clié&earch If you want to start again, clickear
5. If your search returns messages that fit the search criteriaSiarch Resultgane will display
information about them under the following columnistom To, Subjectand Sent Time Select
an item, and then clicRelivery Reporto view the detailed results.
6. If your search doesn't return any messages that fit the search critericgelaech Resultpane
will show the following messag&here are no items to show in this view

CrossMailbox Searchesnd Compliance Tools

The nailboxsearchfunctionenables you to perform advanced searches on specific, or all, mailboxes. To
create a searcltlickRepoting, clickMailbox Searchesandthen clickNew. You can then specify the

words you are searching for, theneail address of the sender or recipient, the date range of the
messagesandthe mailboes that you wish to search. You must then specify the nainiee search and

the mailbox in which to store the search results.
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New Mailbox Search @

*Required fields

b

Keywords

Type words to search for. Separate words with uppercase AND,
OR, or NOT. Use double quotation marks to search for multi-word
phrases, For wildcard searches, place an asterisk (*) after the
word,

[ Indlude items that can't be searched
Message types to search: E-mail

Select message types...

4@

Messages To and From Specific E-Mail Addresses

Date Range ¥

“

Mailboxes to Search

4

éSearch Name and Storage Location

S Save | ¥ Cancel

Configuring Domains

You manage your Live@edu domains in Windows Live A@erite, which you can access by clicking
Domainson the navigation menu in the Live@edu Service Management Portal. You can manage your
own domain by clicking the domain name under fh@mainsection, or you can add an accepted

domain by clicking th&Vindows Live Admin Centrink.

Microsoft

lee@edu administrator@guide.testington.org.uk
sign out
Service Management Portal
Contoso University
Home Domains
Institution profile Click a domain name to manage it in Windows Live Admin Centre.
Help and how-to <) (>
9] d .
sers and groups Domain Status Type Mot sure where to start? This is
guide.testington.org.uk Active Primary .
Co-branding @ Outlock Live Help
Office Live Workspace
Mail delivery ant to add an accepted domain? You can do that in the Windows Live Adm@
Single sign-on dows Live Admin Centre
Reports Tip: Make sure that you select the Outlook Live mail service option when adding an
Support accepted domain.

senvice status Recommended DNS record updates

Update an MX record ¥
Configure Outlook 2007 client W
Configure instant messaging clients ¥
Create an SPF record ¥
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Managing Your Dmain

When you click your domain name, Windows Live AdDente opens at theDomain settingpage.

Here you can see information about configuring domain options such as setting your MX record;
implementing the Autodiscover service for Office Outlook 2007 (and later) clients; creating server trusts
with other mail servers and adding Service Lasa{iSRV) records to configurereMessenger to work

with other instant messaging clients so that they can communicate with users in your domain.

Custom Addresses

Custom addresses enable you to have friendly names in your domain that are backed by Wiiveows
services. For example, you can point the domain "mail.cm.testington.org.uk” to the URL where you host
your email, such as http://outlook.com.

To enable a custom address:

1. Choose a Windows Live service from the ddopvn menu, and then clickdd.
2. Defire the subdomain that you will use for the service.

3. Go to your DNS provider and create a CNAME record for the subdomain.
4. Point the CNAME record to go.domains.live.com.

Adding Accepted Domains
You can use th¥our domaindink in Windows Live Admi@ente to view your enrolled domains and
add accepted domains. For more information, §&eating Accepted Domaiearlier in this guide.

Configuring CeBranding

You carcustomee the look and feel of your Live@edu service on@abrandingpage of Windows Live
AdminCente. Using cebranding, you can add a school logo, configure the header links and provide
additional links that are specific to your school.

Note: Cabranding is o the only way to stop automated adverts appearing on your site. However, you
R2y Qi y SSR ( 2brahdidrfeatufes; yoa ahly liate3o @k a minor change to stop the
adverts, so if you want to keep th@utlook Livedefault look and fek you can.

To configure cdoranding, clickCobrandingon the navigation menu in the Live@edu Service
Management Portal. Theglick theWindows Live Admin Centrink.
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Microsoft*

Live@edu administrator@guide.testington.org.uk
sign out
Service Management Portal
Contoso University
Home Co-branding
Institution profile On the Co-branding page of Windows Live Admin Centre, you can customise the look Partners
Users and groups and feel of your Live@edu service by adding a school logo, configuring the header links Y
and providing additional links specific to your school. This step is required in order to Find_\-i\’e@;du;tﬂuﬁijﬂi aﬂdﬂ
i - . services offered by Microso

Domains turn off advertising in Wmdc.wus Live services. Partners, Y
Co-branding Windows Live Admin Centreg Find a partner

Mail defivery To learn more, see the Co-branding administratar's guide.
Single sign-on

Reports

Support

Service status

TheCustomize Windows Live servicpage enables you to configure-boanding for your institution.

Your domains > cm.testington.org.uk > Co-branding Help
Domain seftings Customize Windows Live services
Custom addresses Show users your organization's look and feel across the Windows Live suite of services,
Outlook Live Current language/region: English - United Kingdom (default) Change Delete
Co-branding

Click the Windows Live service or component you want to customize. IMPORTANT: you must publish each
Outlook Live language/region separately,

Header and Footer Service Last updated Status Preview changes
Outlook Live Not started Preview
SDK
Header and Footer Not started Preview
Reparting

| [ Preview changes H +/ Publish to the web

Note:
= After you build your preview, you can preview changes for up to 72 hours or until you publish your changes. After 72
hours, you can publish your changes or begin a new preview session. Click here to end your preview session now.
+ Changes won't be made public until you click Publish to the web. It may take up to 24 hours to see your changes.
Accounts using Windows Live Hotmail may need to restart their computers to see your changes.

| Unpublish from the web ‘

You select the servidbat you want to change from the services that are listed urdebrandingin
the left pane or under th&ervicecolumn in the right pane.

CoBrandingOutlook Live
You carcustomse Outlook Livan several ways:

 Organgationname., 2dz OFy &dK2g @2dz2NJ AyadAddziazyQa yI YS
1 Image or logoYou can display an image or logo for your institution. The branding interface
informs you of the required file format and size properties for your image or logo.
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Reminder:/ S Ju %o} E 3
ensure that your logo fits
within the parameters of
the liged image properties.

91 Logoff redirection link You can redirect users to a custom URL when they sign out of their
Outlook Liveservice. If you choose to leave this blank, your users will be redirected to the
Windows Live AdmirCente main page atomains.live.com.

1 External links You can provide links in the interfacedogansation-specific sites of your choice.
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