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Attention SharePoint Administrators… There Is a Better Way to Back Up! 
If your company relies on Microsoft

®
 Office SharePoint

® 
2007 or Windows

®
 SharePoint

®
 Services 3.0 to manage and deliver 

information, who will you trust to maximize its protection and recovery? 

 

SharePoint administrators are looking for a better way to protect and recover their collaboration infrastructures.  Microsoft has 

listened to our customers and delivered a complete solution with System Center Data Protection Manager (DPM) 2007. 

 

Microsoft System Center Data Protection Manager 2007 (DPM) 
DPM 2007 is a member of the Microsoft System Center family of management products, which are designed to help 

IT Professionals manage their Windows Server® infrastructure. DPM 2007 sets a new standard for Windows backup and recovery 

ñ delivering continuous data protection for Microsoft application and file servers to a seamlessly integrated secondary disk and 

tape solution on the DPM server. DPM enables rapid and reliable recovery through advanced technology for enterprises of all 

sizes. 

 

Microsoft protection and recovery for Microsoft applications 
 

Microsoft designed DPM 2007 to provide the best backup and most reliable restore for Microsoft SharePoint. 
 

Focused on the primary Microsoft server workloads, DPM 2007 was specifically built to protect and recover SharePoint platforms, 

Microsoft Exchange Server, SQL ServerË, Microsoft Virtual Server, as well as Windows file services. In addition, DPM 2007 blends 

the best aspects of continuous data protection (CDP) with traditional tape backup. 

 

DPM 2007 continuously protects the core Microsoft server workloads to a DPM server, which then provides disk-based 

recovery and tape-based, long-term archival storage for a complete data protection and recovery solution. 
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Maximizing Protection of Microsoft SharePoint with Data Protection Manager 
 

DPM 2007 is designed for the SharePoint Administrator or 

the IT generalist and uses wizards and workflows to help ensure 

that you can protect your data ð without requiring an 

advanced degree, training or certification in storage and backup 

technologies. 

 

DPM presents the data to be protected in the same context as 

users access it.  In DPM 2007, platform owners can manage 

backups from the perspective of the application.  SharePoint 

administrators simply select the farm to be protected; DPM 

understands what components need to be backed up. 

 

Similarly, SQL Server administrators choose databases, Exchange administrators select storage groups, and managers of 

virtual environments choose virtual machines and file server owners choose file shares. 

 

Advanced SharePoint Protection 
Because DPM was designed specifically for SharePoint, DPM understands the advanced and distributed architectures of 

SharePoint technologies that often cause other data protection tools to fail: 

 

¶ When the topology changes ð DPM adapts.  Leveraging the technology within the SharePoint Volume Shadowcopy Service 

(VSS) writer, when Content Databases on any SQL Server are added/deleted to the SharePoint infrastructure, the DPM server is 

made aware of it and can adapt.  The DPM administrator simply acknowledges the notification within the DPM administrative 

console and the new server will be protected on the next scheduled SharePoint backup. 

 

¶ SharePoint is diverse ð but DPM is consistent.  There are several different kinds of data within a SharePoint infrastructure that 

must all be protected for the farm to be adequately protected ð including SQL Server databases, metadata within the web 

servers and farm configuration server, as well as files that maintain the indexes for Enterprise Search.  Data Protection Manager 

provides a comprehensive backup solution that encompasses all of those data types across multiple platforms, to help deliver 

a complete backup solution of the entire SharePoint infrastructure. 

 

¶ SharePoint backup can be challenging ð DPM makes it simple.  Microsoft has heard from our customers that while SharePointõs 

infrastructure is empowering to its users, many legacy backup products are unable to satisfy their backup goals.  To ensure the 

success and satisfaction of Microsoft SharePoint customers, Microsoft has focused on delivering a reliable protection and 

recovery solution with DPM 2007 that truly understands the specific needs for SharePoint protection and meets them. 

 

In addition, DPM 2007 also helps protect SharePoint 2003 and Windows SharePoint Services 2.0, which did not provide a native VSS 

writer capability.  To meet those needs, DPM protects the underlying SQL Server databases and the metadata that completes the 

solution. 

 

How does DPM 2007 protect SharePoint data? 
After the initial baseline copy of data, DPM routinely performs òexpress fulló backups which utilize the SharePoint VSS 

writer, and underlying component VSS writers, to identify which blocks have changed in the entire production farm and 

content databases ð and only sends the updated blocks or fragments.  This provides a complete and consistent image of 

the data files on the DPM server or appliance.  DPM 2007 maintains up to 512 shadow copies containing only the granular 

changes between one SharePoint backup and the next. 
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How to Restore Microsoft SharePoint with Microsoft Data Protection Manager 
 

DPM 2007 is focused on “restore” instead of just “backup”, which is why Microsoft has blended CDP and traditional 

backup, disk and tape, synchronizations and log shipping ð all to enable the best possible recovery experience. 

 

With only a few mouse clicks and DPM 2007, you can: 

 

¶ Restore the SharePoint Farm 

The entire configuration from the farm and the content databases can be 

restored back to the original platform(s) ð including the Configuration 

Database, Administration Content Database and the Content Databases 

that were backed up in the Point-In-Time selected. 

 

¶ Restore a Content Database 

DPM 2007 can restore a single content database back within the 

SharePoint farm. 

 

¶ Copy to a network folder or tape for archival purposes 

One can also simply take the files from SharePoint and restore them to a 

network folder for manual purposes or to their own tape for archival or delivery to an auditor. 

 

In addition, perhaps the most exciting features of DPM2007 for SharePoint are a supported way to recover site collections, individual 

sites or documents.  Unlike approaches by archaic solutions that attempts to inject restored objects directly back into the production 

farm, but can lead to corruption, DPM 2007 uses only supported methods through the Recovery Farm concept which is designed and 

supported by SharePoint. 

 

DPM 2007 restores the selected data set into the Recovery Farm, and then 

properly manages moving that document from the Recovery Farm back in to 

the production farm ð all from within a single DPM recovery wizard. 

 

¶ Restore a Site Collection 

 

¶ Restore a Site 

 

¶ Restore an individual document 

 

Common customer questions about their 

existing SharePoint deployments include: 
 

òWho can help me restore?ó 

During a crisis, as part of the data recovery, many customers are frustrated when bringing in multiple support organizations to help 

restore their data.  The third-party backup vendor may say that the data restored successfully.  But, Microsoft SharePoint product 

support may say that the data is un-mountable.  And the systems integrator and database administrator can be stuck in the middle.  

Having a Microsoft backup product protecting a Microsoft SharePoint means customers donõt have to worry about misunderstandings 

between vendors when restoring their data. 
 

“My backup product does some things well, but protecting my distributed  SharePoint farm  isnõt one of them.” 

Because third-party backup products try to back up a wide variety of applications, it is very difficult to protect every application well, 

particularly with flexible platforms like Microsoft Office SharePoint Server 2007.  Microsoft is dedicated to making sure that our backup 

solution is one of the very best for protecting our application workloads ð including SharePoint.  Microsoft protects our own SharePoint 

servers with DPM 2007.  Beginning early in our beta process, DPM partnered with demanding production environments, including 

Microsoft IT, to validate that DPM 2007 is capable of protecting some of the busiest SharePoint servers that we know of ð our own. 
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DPM 2007 is built to protect SharePoint -- in every sized environment 

Microsoft developed DPM to meet customer needs in SharePoint protection that are not being met by alternative 

protection technologies, for òenterprises of all sizesó. 

 

For SharePoint Administrators within larger enterprises - Traditional backup products are often managed by an 

enterpriseõs IT storage team, while the applications are maintained elsewhere.  Collaboration and database 

administrators have asked for the ability to restore data themselves. 

 

DPM 2007 is a best-of-breed solution that combines advanced Continuous Data Protection (CDP) technologies with 

traditional tape backup for the core Microsoft server workloads.  DPM provides SharePoint Administrators and other 

Microsoft application stakeholders with a reliable protection and recovery platform from the same vendor that 

produces their application ð with the flexibility to protect as often as the application or the business demands it, but 

be archived to tape by either DPM or the existing third-party tape solution for long-term retention. 

 

For IT Generalists within medium-sized businesses ð In environments that rely primarily on Microsoft applications 

(SharePoint for collaboration, Microsoft Exchange for email, SQL Server for databases, as well as Windows file 

services), DPM 2007 provides an opportunity to be assured that all of your core applications are receiving maximum 

protection by the same company that created them; with the added value of being able to purchase and support for 

your protection package with all of your other Microsoft licensed products. 

 

Data Protection Manager is part of System Center, the family of management products from Microsoft that have our 

knowledge built-in.  In DPM, this means that workflows and wizards walk the IT Generalist through the 

straight-forward browsing your SharePoint farm(s), as well as easily recovery goals and retention requirements.  

DPM2007 locates the databases and components, manages the disk-based images and logs, and rotates the tapes ð 

so you donõt have to. 

 

Take a look at how DPM can protect your SharePoint infrastructure 

As you plan your deployment of SharePoint products and technologies, know that DPM 2007 is ready to protect your 

data.   And as you look towards Windows Server 2008 and SQL Server 2008, we are ready for those too. 

 

If you depend on Microsoft SharePoint to manage and deliver information within your company, take a look at how 

DPM 2007 can help you protect your business critical data. 

 

To learn more about how DPM 2007 can help you protect your Microsoft SharePoint environment 

www.microsoft.com/DPM 

 

Watch the Microsoft TechNet webcast on “Protecting SharePoint with Microsoft DPM 2007” 

http://msevents.microsoft.com/cui/WebCastEventDetails.aspx?EventID=1032356636 

 

Take a look at Data Protection Manager 2007 today 

 

 

This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY 
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