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Types of Threats

Spoofed packets, etc.

Buffer overflows, illicit paths, etc.  

SQL injection, XSS, input tampering, etc.

Network Host Application

Threats against

the network

Threats against the host

Threats against the application



Threats Against the Application

Threat Examples

SQL injection Including a DROP TABLE command in text typed 
into an input field

Cross-site scripting Using malicious client-side script to steal cookies

Hidden-field 
tampering

Maliciously changing the value of a hidden field

Eavesdropping Using a packet sniffer to steal passwords and 
cookies from traffic on unencrypted connections

Session hijacking Using a stolen session ID cookie to access someone 
else's session state

Identity spoofing Using a stolen forms authentication cookie to pose 
as another user

Information 
disclosure

Allowing client to see a stack trace when an 
unhandled exception occurs

http://msdn.microsoft.com/library/en -us/dnnetsec/html/THCMCh10.asp?

frame=true#c10618429_004i



SQL Injection

Exploits applications that use external input 
in database commands

Input from <form> fields

Input from query strings

The technique:

Find a <form> field or query string parameter 
used to generate SQL commands

Submit input that modifies the commands

Compromise, corrupt, and destroy data



SQL Injection



How SQL Injection Works

SELECT COUNT (*) FROM Users
WHERE UserName=óJeffô
AND Password=óimbatmanô

SELECT COUNT (*) FROM Users
WHERE UserName=óô or 1=1--
AND Password=óô

Model Query

Malicious Query

"or 1=1" matches every

record in the table
"--" comments out the

remainder of the query



Accessing Data Securely

Use stored procedures or parameterized 

commands in lieu of dynamic SQL commands

Neveruse sa to access Web databases

Store connection strings securely

Optionally use SSL/TLS or IPSec to secure the

connection to the database server2,9

Apply administrative protections to SQL Server8

i http://msdn.microsoft.com/library/en -us/dnnetsec/html/THCMCh14.asp



Dynamic SQL Commands

// DANGER! User input used to generate database query

string sql = String.Format ("select count (*) " +
"from users where username= \ '{0} \ ' and cast " +
"(password as varbinary)=cast ( \ '{1} \ ' as " +
varbinary)", username, password);

SqlCommand command = new SqlCommand (sql, connection);
int count = (int) command.ExecuteScalar ();

Vulnerable to SQL injection attacks



Parameterized Commands

// BETTER: Input passed to parameterized command

SqlCommand command = new SqlCommand
("select count (*) from users where " +
"username=@username and cast (password as " +
"varbinary)=cast (@password as varbinary)",

connection);

command.Parameters.Add ("@username",
SqlDbType.VarChar).Value = username;

command.Parameters.Add ("@password",
SqlDbType.VarChar).Value = password;

int count = (int) command.ExecuteScalar ();

Less vulnerable to SQL injection attacks



YASID

Why you reallywant to secure yourself against 
SQL injection attacks


