
namespace System.Web
{

class HttpContext
{

public HttpSessionState Session { get; }
}

}



¾A name-value collection tied to a user

¾Session ID
Å120-bit random number

ÅStored in HTTP cookie or encoded in URL

¾Persisted across requests (lifetime is 

configurable--default 20 min)

¾Accessible via HttpContext.Session

property between AcquireRequestState

and ReleaseRequestState pipeline events



¾Persisted across requests by backing 
store:
ÅIn-Proc (ASP.NET cache)

ÅOut-Of-Proc (aspnet_state.exe service)

ÅSQL

ÅCustom

¾Backing store is instance of 
SessionStateStoreProviderBase

¾Backing store is customizable (file based, 
web service based, MySql based, etc)



¾SessionStateModule is an IHttpModule
ÅGets session state in asynchronous 

AcquireRequestState event

ÅReleases state in ReleaseRequestState event (or 
EndRequest if an error occurs)

ÅDoes everything: initializes from <sessionState> 
config, gets/creates session ID, talks to backing 
store, polls backing store if there is contention 
(multiple requests with same session ID)

¾SessionStateModule is a sealed class (not 
customizable)



¾Provides dynamic load balancing
ÅTies session ID to instance of backing store 

(currently only usable with OOP and SQL)

¾User must implement 
IPartitionResolver.ResolvePartition and edit 
config:
¶String IPartitionResolver.ResolvePartition(object  key)

¶<sessionState partitionResolverType=òtypeó/>

¾Given session ID, ResolvePartition returns 
connection string to instance of OOP or SQL 
state service



¾What is customizable?
ÅBacking store: SessionStateStoreProviderBase, 

SessionStateStoreData
ÅSession ID generation: ISessionIDManager, 

SessionIDManager
ÅPartitioning: IPartitionResolver

ÅallowCustomSqlDatabase="[true|false]ò
ÅuseHostingIdentity="[true|false]ó

¾What is not customizable?
ÅSessionStateModule (sealed class)
¶If you replace the module, youõre starting from scratch

ÅHttpSessionState (sealed class)
¶Although you can implement IHttpSessionState



<sessionState
mode="[Off|InProc|StateServer|SQLServer|Custom]"
stateConnectionString="tcpip=server:port"
stateNetworkTimeout="timeout for network operations with State Server, in seconds"
sqlConnectionString="valid System.Data.SqlClient.SqlConnection string, minus Initial Catalog"
sqlCommandTimeout="timeout for SQL commands sent to SQL Server, in seconds"
customProvider="name of the custom provider"
cookieless="[true|false|UseCookies|UseUri|AutoDetect|UseDeviceProfile]"
cookieName="To override the default cookie name used for storing session ID"
allowCustomSqlDatabase="[true|false]" - If true, the user can specify the Initial Catalog value in sqlConnectionString
timeout="timeout in minutes"
partitionResolverType="[fully qualified type of partition resolver]"
useHostingIdentity="[true|false]ò - if true, SessionStateModule will use app identity (UNC token) to access backing store
sessionIDManagerType="[fully qualified type of session ID Manager]ò
>

<!-- Custom store providers (class must inherit SessionStateStoreProviderBase) -->
<providers>

<add 
name=" Name to identify this provider instance by"
type=òClass that implements SessionStateStoreProviderBaseò

/>

<!-- Remove a provider -->
<remove 
name=" Name of provider to removeò

/>

<!-- Remove all providers -->
<clear/>

</providers>
</sessionState>



¾Session State Providers
Åhttp://msdn2.microsoft.com/en-

us/library/aa479034.aspx

¾Best Practices: Fast, Scalable, and Secure
Åhttp://msdn.microsoft.com/msdnmag/issues/05

/09/SessionState/default.aspx
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